Recommendations

ID

Recommendation

Priority / Owner

2.15

Look for ways to reduce the testing timeframes where appropriate

High

System testing has been completed within the NEC test environment, and | Test Manager
test exit reports have been completed. We also understand NEC provided | gysiness Owner
test case and traceability back to the business requirements. Ongoing
There were various views expressed in regard to the ‘functional’ testing,
and that this work was being repeated by MBIE within SIT. The test plans
clearly state NEC would focus on ‘functional’ testing, and MBIE on
‘workflows, configuration and data type’. There are some 5,500 test scripts
that will be completed by the MBIE test team, although the testing of the
workflows will cover many test scripts. 12 weeks (3 months) had initially
been allowed for SIT, and 8 weeks for UAT. The test scripts are being
currently peer reviewed and time estimates are also being put again the
test scripts. This has resulted in SIT testing now being estimated at between
18-12 weeks (5 months). Whilst we understand MBIE’s desire to complete
detailed testing, using their own end to end workflows, within their own
test environment, it must take into account the functional testing that has
been completed and determine any areas a ‘lighter’ test touch may apply.
For example, the business requirement that have been met through
‘configuration” vs. ‘customisation’. Similarly the testing in the NEC
environment used ‘stubbs’ to mimic integrations, and this requires
‘detailed’ testing.

CONTRACTUAL ARRANGEMENTS
Findings

A MSA between NEC-MBIE (270619) is in place, and we understand there are plans to extend the term,
as it expires in 2025. This activity should only occur once project continuation has been agreed.

Statements of Work (SOW) are in place for the various vendors (e.g. NEC, Datacom, Theta, DXC,
Argonaut). There have been a number of variations (CRs) for additional funding, to the SOW(s) due to
delays.

We understand the NEC SOW(s) are being reviewed and updated, and this is in part due to some missing
components, and to further clarify the milestone payment criteria. Typically milestone payments are
made once the solution had been tested and accepted within the customers environment, rather than
the vendor having software ready to deploy to SIT.

9(2)(b)(ii) of the OIA and we’d
have expected these to have already been included in the existing SOW costing. Some of these CR’s are
for sizeable amounts (i.e. hundreds of thousands of dollars), and this is of concern. Also of concern is we
understand NEC have indicated they will charge between $350k -750k per month if the project Go Live
is delayed beyond November 2023, to retain resources and keep environments running. Any variations
to the NEC SOW(s) must also take into account any expectation around the remaining delivery work, and
expected NEC costs, and this is a key input into project continuation.

We understand a number of issues were discovered from the vulnerability testing carried out, and the
majority of these have now been resolved. we understand there is a memo that provides confirmation
of the resolution, and this is being added to the support agreement SOW, which appropriate.
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e Ongoing work is underway for the support costs, with the tier 2 application support moving to Datacom.
Despite a desire for a Commercial off the Shelf (COTS) approach, much of the solution has been highly
customised, and this will likely have an impact on the support arrangements.

Recommendations

ID

Recommendation

Priority / Owner

2.16

Re-confirm the remaining SOW milestones and payment criteria
Re-confirm the remaining delivery and expected costs
Include the security vulnerability aspects

SOW(s) are in place with NEC, and whilst we did not review in detail, or talk
to anyone in the commercial or legal teams, we understand they are being
reviewed and updated. We understand this is in part due to some missing
components, and to further clarify the milestone payment criteria. For
example milestone M04: Delivery of NECs BCU software phase 1 SIT states
‘The BCU NEC SIT software Deliverables have been delivered to the Ministry
and have passed the relevant tests set out in the NEC test Plan, as
evidenced by the Test Exit Report with achievement of this Milestone to
be assessed in accordance with clause 7.3(b).”. The milestones are not
clear, and in the case of SIT acceptance and payment, we would have
expected this to occur one the solution had been tested and accepted
within the MBIE SIT environment, rather than NEC having software ready
to deploy to SIT.
9(2)(b)(ii) of the OIA

Whilst some of the CRs appear valid (e.g. CR100 MBIE Updated
Reporting Requirements), others do not, and we’d have expected these to
have already been included in the existing SOW costing (e.g. CR101 Sizing
work for Data Dictionary, CR108 T&M for consulting Alert and Monitoring).
We understand MBIE has agreed to $220,150 worth of CR’s to date (signed
and paid), and there are some $580,000 worth of CRs under review (noting
some of the costs are MBIE’s estimates at this stage).

Also of concern is we understand NEC have indicated they will charge
between $350k -750k per month if the project Go Live is delayed beyond
November 2023, to retain resources and keep environments running. Using
an estimate of $400k/month this will total $2.8m for a 7 month period
December 2023-June 2024. We question why resources could not be re-
deployed until such time they are needed (i.e. the amount of work is still
the same, just the timeframes have extended), which is a common model
for global operating companies, such as NEC. It is unclear what is needed
to keep environments running.

Any variations to the NEC SOW(s) must also take into account any
expectation around the remaining delivery work and expected NEC costs,
and this is a key input into project continuation. Any variations to the SOW
must also take into account any expectation around the remaining delivery
work and expected costs, and we would not expect to see an ongoing cycle
of CRs that we see today.

We understand some 9(2)(b)(ii) of the OIA
testing carried out, and the majority of these have now been resolved. We

High

Commercial and
Legal Teams

Project Manager
End November 2023
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ID Recommendation Priority / Owner
understand there is a memo that provides confirmation of the resolution
of the issues, and commitments to advise 9(2)(b)(ii) of the OIA
. We further
understand this is being added to the MSA, and this is appropriate.
2.17 | Confirm the support arrangements High

We understand the support arrangements have changed, and Datacom will
now provide the application (tier 2) support, as well as some reporting,
alerting and monitoring. We see a SOW in place — Product Assessment to
Support IDme SOW (v2.0 31 July 2023) and also a SOW for alerting and
monitoring, and reporting.

We understand ongoing discussion are underway with NEC to formalise the
support arrangements. We further understand there has been a change in
volumes for the face templates, due to the project taking so long. The
9(2)(b)(ii) of the OIA

The BCU solution is a bespoke solution, and NEC may need to do significant
work to complete a ‘unique’ release for MBIE. MBIE may also need to
complete detailed testing and this will incur internal test team costs. The
must be a consideration in the Support Agreement SOW, and we have
noted the support costs are a consideration for project continuation.

Commercial and
Legal Teams

Project Manager

End November 2023

BENEFITS MANAGEMENT
Findings

e Benefits are captured in the original Business Cases (2019), along with alignment to the desired
outcomes. Benefits include improvements in 9(2)(b)(ii) of the OIA

, and improved supportability.

e A Benefits Management Plan (version 02. 13/09/2023) has been drafted, and includes a benefits
summary, benefits table, benefits schedule, and benefits owner. The benefits table includes a long list
of benefits, and requires further consolidation. Similarly, the benefit targets require further work to detail
the ongoing improvements.

o The project must confirm to the PSG of any instances where any of the benefits will not be met.

Recommendations
ID Recommendation Priority / Owner
2.18 Consolidate and finalise the benefits High
Update the target measures Business Owner
Confirm where the business case benefits won’t be met Project Manager
A Benefits Management Plan (version 02. 13/09/2023) has been | Business Analyst
drafted, and includes a benefits summary, benefits table, benefits | End November 2023
schedule and benefits owner. The benefits table includes a long list of
benefits, and includes the original business case benefits, the change to
benefits as a results of approved CRs, and some new benefits. This list
is long and some further work is required to consolidate the list of
benefits — we understand this work is underway.
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ID Recommendation Priority / Owner

The benefits table (4. Benefits Table) includes baseline and target
measures, along with timeframes. There are examples where the
timeframe is simply shown as ‘5 years’ — for example, the ‘increase in
identity fraud found’ shows an improvement from 6(c) of the OIA
We’'d expect there to be a gradual improvement across the five year
period shown, and this will provide an indication as to whether the
benefit is on track to achieve the target measure within the five year
period.

As part of updating the benefits, the project must advise any instances
where any of the benefits will not be met — for example where the cost
savings will not be realised. We’d expect the project to confirm this to
the PSG (full voting members only) and any other relevant bodies.

DW Consulting In Confidence Page | 24
37



PREVIOUS IQA RECOMMENDATIONS

The below section details the recommendations made in previous IQA review in September 2022, and the
current status.

ID Recommendation Status Project comment
1.1 Clarify the decision making and decision | Closed
making path
1.2 Appoint a full time Business Owner Not Both a Business Owner and Technical Business
completed | Owner are actively engaged with the project.
There are in place weekly check-in sessions
with the Business Owner where progress and
issues are discussed and direction given. There
are daily check-in sessions with the Technical
Business Owner where issues/ blockers from
the technical aspect are discussed and
direction given. Outside of these sessions both
the Technical and Business owner are available
for further engagement. At this point there is
no necessity to increase Business Owner input.
1.3 Strengthen project status reporting Closed
14 Include the non-product delivery components | Closed
in the integrated schedule
1.5 Gain commitment for the integrated schedule | Closed
as the one version of delivery truth
1.6 Ensure there are dedicated resources assigned | Closed
to the delivery
1.7 Ensure there are appropriate peer to peer | Closed
discussions occurring
1.8 Develop the integrated resource plan Closed
1.9 Confirm the MBIE Lead Architect Closed
1.10 Finalise the communications and change | Closed
management plans
1.11 Agree the shared registers Closed
1.12 Gain written commitment from all parties for | Closed
the new delivery plan
1.13 Bring all parties together for a re-launch Not 28/02/23 - Steering Group members made the
completed | decision not to go ahead with this
recommendation
1.14 Baseline the Functional Requirements, | Closed BCU IDme requirements including reporting
including the reporting requirements currently in review with NEC. Final IPE
functional requirements document is being
updated.
1.15 Determine the treatment of any unmet | Open MBIE project Manager to confirm correct
requirements audience and organise a workshop before the
end of April.
Unmet requirements will be identified during
SIT testing, which is due to complete by end
November 2023.
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1.16 Re-schedule the end to end showcase Closed

1.17 Finalise the Part B Designs Closed Finalised Part B scheduled to be presented to
DRB 31/7/23.
Endorsed by DRB on 04/08 with 7 conditions
that need to be met prior to Go Live.

1.18 Finalise the Data Migration Plans and timings | Closed DM planning is complete. Bulk migration to SIT
Ensure visibility and transparency of data in progress. Timing tbc on completion.
migration activities

1.19 Complete the NEC test traceability matrix Closed Prior to full SIT Entry.

Incomplete draft received.

1.20 Ensure the defect severity definitions are clear | Closed
across all parties prior to SIT entry

1.21 Determine whether SIT can begin prior to | Closed
completion of the migration activity

1.22 Review and refresh the training material Closed Key learning activities scheduled and in

progress. Current state Learn@MBIE and SOPS
analysed, resourced and updates in progress.
Learning Needs Analysis completed. High level
learning design approved. Planning and set up
for learning development has started.

1.23 Re-confirm the benefits and develop the | Open The project has received update production

Benefits Realisation Plan

volumes and will update benefits based on this
new information.

18/08: Benefits are currently being reviewed
with the business; changes will be captured in
CRO6.
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REVIEW SIGN OFF

MANAGEMENT COMMENT

Thank you to David Williams for this comprehensive IQA and the suite of recommendations provided.

It is important to note that the IQA has assessed the likelihood of delivery by November 2023 as “Unlikely”.
This has already been preceded by Project Steering Group discussions acknowledging this and noting that a
more likely go-live date for the BCU project would be Q1 or Q2 of the 2024 calendar year — which will involve
significant re-baselining of the project plan, stage-gates and milestones in agreement with NEC as our key
supplier. However, as the IQA has noted, this continues to not be without its challenges. Successful SIT
testing is a pre-requisite to proceeding further with this important project.

| fully support and agree with the recommendations made and will proceed with responding to these with
haste so as to ensure the BCU project is as well placed as possible to deliver against its original intent.

SIGNOFF

9(2)(a) of the OIA

10 October 2023
Richard Owen [date]
INZ BCU Sponsor
Ministry Business, Innovation and Employment

9(2)(a) of the OIA

10 October 2023
David Williams [date]
Engagement Lead
DW Consulting Limited
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APPENDIX A — REVIEW TERMS OF REFERENCE

SCOPE

Assessment of the project governance and management environment and structures, including roles,
responsibilities, capability, capacity, approach, processes, standards, and controls that were used to
support the project planning and delivery.

Understanding the factors that contributed to the project delays, and what factors could have been
managed better to support effective re-planning and delivery scheduling of the project
implementation.

Whether the process used to develop the time and cost estimates for the project were appropriate and
aligned with good industry practice, and MBIE project management/planning standards.

Whether the process used to complete the requirements and traceability to the design was
appropriate.

Whether qualified oversight over the suppliers’ design(s) has been robust and appropriate for the scale
and significance of the project.

Whether the solution delivery processes used were appropriate and align/ support MBIE project
management processes/expectations.

Whether the processes used to complete the testing were appropriate, and cover all the requirements.

Standard project management controls and the degree to which they were employed during the
planning phase and support the remaining delivery:

— Scope definition and management

— Schedule and dependency management

— Financial management, including the cost estimation

— Resource and contract management

— Commercial arrangements with suppliers

— Risk and issue management

— Stakeholder engagement and communication

— Quality management

A review of recommendation made in the previous IQA review (September 2022), noting the
recommendations that were completed, in progress or to be started.

Identification of what is going well and areas of opportunity for improvement over the remainder of
the project lifecycle.

Scope Exclusions
The scope of this review excludes the following:
Review of any other project or business system.
Detailed review of the RFP processes or contractual arrangements.
In depth quantitative review and assessment of cost estimates and financial business benefits.

Detailed review of the suppliers’ design(s) and their appropriateness.
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PEOPLE INTERVIEWED

Our thanks go to the following stakeholders who contributed to this review.

Name

Robyn Moriarty

Project Role

MBIE Project Manager(s)

MBIE Business System Owner

MBIE Business Owner

MBIE Solution Architect

MBIE Cyber Security Portfolio Lead

MBIE Test Manger/former Test Manager

Lead Architect

Business Analyst(s)

NEC Project Manager(s)

MBIE Head of Digital Delivery

NEC Delivery Owner

DDI Sponsor

Richard Owen

INZ Sponsor
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APPENDIX B — DELIVERY CONFIDENCE RATINGS

This review uses the Government Chief Digital Officer (GCDO) Delivery Confidence Ratings that aligns with
the Office of Government Commerce (OGC) Gateway© Delivery Confidence Assessment, a recognised good

practice standard.

Delivery Confidence Rating

Likely

Possible

DW Consulting

Description

Successful delivery of the change appears highly likely and there are no
major outstanding issues that significantly threaten achievement of the
next key milestone.

Successful delivery of the change appears likely. Attention will be needed
to ensure that risks do not materialise into issues threatening
achievement of the next key milestone.

Successful delivery of the change appears possible. However, issues exist
in key areas that require management attention in order to achieve the
next key milestone. Issues appear to be resolvable at this stage if
addressed promptly.

Successful delivery of the change appears unlikely with major risks or
issues in key areas that require urgent management attention.
Achievement of the next key milestone is in doubt.

Successful delivery of the change appears to be highly unlikely due to
significant issues which do not appear to be resolvable at this stage. The
schedule may need to be re-baselined or overall viability of the
investment re-assessed
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Document 8

Excerpt from 2324-1101 Briefing Immigration system operating environment 4 December 2023

Biometric Capability Update (BCU) project

47. The BCU project will deliver a significant update to the existing INZ biometrics
management, capture and matching solution which is used as the authoritative source
of identities for non-New Zealanders both within INZ and across government. When
completed, the update will improve efficiency through higher levels of automation and
lower the number of cases which need manual intervention to resolve which will have
a positive impact in visa processing. It is also providing upgraded equipment to be
used by front line staff for enrolment (capture of biometrics) including for offshore
refugee missions.

48. The project is under some cost pressure due to the complexity of the system and
options for its completion are currently being considered. You will be briefed separately
on next steps for the project shortly.

45



Document 9

Excerpt from 2324-0026 Immigration Weekly Report 21 February 2024

3.6. Biometric capability upgrade
Background

The Biometric Capability Upgrade (BCU) project aims to deliver a significant upgrade of INZ’s identity
management, capture, and matching solution, which is used as the authoritative source of identities
for non-New Zealanders, both within INZ and across government.

When completed, the upgrade will improve efficiency through higher levels of automation and will
lower the number of cases that require manual intervention to resolve; this will have a positive impact
on visa processing times. It will also deliver upgraded equipment used by front line staff for enrolment
(capture) of biometrics, including for offshore refugee missions.

The project will deliver core capability for New Zealand’s future protection in an environment where
identity fraud, criminal activity and other sources of harm are prevalent, and increasingly
sophisticated. The updated capability is crucial to risk mitigation and meeting INZ’s future business
needs.

The BCU is a multi-year, technically complex project, involving multiple IT systems, products and
vendors, as well as very large volumes of biometric and biographical data.

A Cabinet-set funding threshold of $35M for the project Whole of Life Cost (WoLC) has previously
been approved by Ministers.

Current situation

The project is in the delivery phase and is executing Priority One (P1) test scripts in the System
Integration Testing (SIT) environment with 69 percent of P1 test cases successfully completed. These
scripts were due to be completed on 23 February 2024 although are now slightly delayed until 7 March
2024.

The updated project schedule is currently projecting a probable Go Live date of 29 October 2024 with
the Project Closure Report due in January 2025. These dates will solidify as further testing progresses.
These probable dates also take into account the busy holiday period and the additional pressure on
the Immigration system if go live is any later and is also across the long Labour Weekend period which
will allow an additional day for successful project deployment.

There is the possibility that the BCU Project will exceed its current authorised spending limit. This will
become more certain as further testing is carried out and completed. If this becomes the case, any
additional finances required (via fees) would require consideration alongside the upcoming fees and
levies review. If additional funding is required, we would keep you appraised of progress and present
a more detailed update and business case alongside the Fees and Levy paper to Cabinet in April 2024
to confirm the importance of the project, the new probable Go Live date, an update on the Whole of
Life Costs (WOLC) and likely additional funding (via fees) required to complete the project successfully
which would ultimately require Cabinet approval.
Richard Owen
General Manager
Immigration Risk and Border
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Document 10

AR
BRIEFING

Immigration fee and levy review: proposed rates and draft Cabinet
paper

Date: 4 March 2024 Priority: Medium
Security classification: | Budget - Sensitive Tracking number: |2324-1491

Noted

i. Note that MBIE is preparing business cases for ADEPT and the Biometric Capability Upgrade,
and that if agreed by Cabinet, these investments would require further adjustments to the fee
and levy rates at the next review

Noted

28. In our earlier modelling we provisioned for costs including the Biometric Capability Upgrade
(Bcu), Out of scope
[2324-1069 briefing refers]. The proposed rates includeOut of scope and some
BCU costs only to not pre-empt Cabinet policy and investment decisions.

29. MBIE is preparing two business cases on ICT investment as follows:

a. ADEPT: to migrate all visa products to the ADEPT platform (a single channel for the
submission and processing of visa applications) and decommission legacy systems

b. BCU: to continue the upgrade of New Zealand’s biometric platform to improve the
accuracy of identity matching and better manage immigration and national security risk.
Continuing the upgrade requires Cabinet authority to exceed the Whole-of-Life-Costs
(currently $35 million).”

33 The first business case is focused on INZ’s future services model, including the
migration of all visa products to the ADEPT platform (a single channel for the
submission and processing of visa applications) and decommissioning of legacy
systems. The second business case relates to upgrading New Zealand’s biometric
information management software capability to improve the accuracy of biometric
matching and reduce the need for manual intervention. This update supports better
managing immigration risk, meeting national security requirements and intemational
partner agreements.
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Document 11

From: 9(2)(a) of the OIA @mbie.govt.nz>
Sent: Monday, April 15,2024 3:16 PM
To:s9(2)(a) mbie.govt.nz>

Subject: FW: Cabinet Paper [IN-CONFIDENCE]

From: Greg Patchell <Greg.Patchell@mbie.govt.nz>
Sent: Tuesday, March 5, 2024 9:03 AM

To:9(2)(a) of the OIA mbie.govt.nz>
Cc: 9(2)(a) of the OIA @mbie.govt.nz>; Jivan Grewal <Jivan.Grewal2@mbie.govt.nz>; 9(2)(a) of the OIA

@mbie.govt.nz>; Richard Owen <Richard.Owen@mbie.govt.nz>; Michael Alp
<Michael.Alp@mbie.govt.nz>
Subject: RE: Cabinet Paper [IN-CONFIDENCE]

Hi s@@orteo

Thanks for the info.
It would be good to chat about this briefly.

The reference to BCU is useful however the context is unfortunately not quite right yet and it would be great to
adjust things a little.

The BCU project is well in flight — indeed has been underway for several years (Covid etc didn’t help). In short the
project is likely to need to exceed the current spending limit of an all-of-life total of $35m. This means that the
Minister needs to seek and attain agreement from Cabinet to spend higher than that limit even though it is third
part funded. The overall funding is not an issue as the fee and levy work you have done accounts for the expected
and ongoing costs of BCU in the overall plan... it is in effect a technical delegation issue we need to address.

Carolyn and | spoke to the Mol last week about this and her preference was to address the approval to an all of life
cos over $35m in the same cabinet paper... ie the one you have written. Noting this is third party funded, the
project is ongoing and we anticipate delivery this year and we anticipate the need to access a contingency spend
that will push all of life costs over the previously agreed $35m.

So that is slightly different to the current draft and it would be good to be able to adjust things The final number
should be available by tomorrow morning — to the extent we can. At this stage of delivery it is always hard to be
precise because testing does surface things (which is sort of the point), however we don’t want to get to a place

where we hit that delegated limit and everything must stop — as that will cost more.

Please let me know when you are free to talk.

Nga mihi,

Greg
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Greg Patchell
Deputy Secretary — Digital, Data & Insights
Chief Security Officer

Ministry of Business, Innovation & Employment | Hikina Whakatutuki
greg.patchell@mbie.govt.nz | Telephone: +64 4 896 5171

15 Stout Street, PO Box 1473, Wellington 6140, New Zealand
NZBN 9429000106078

From: 9(2)(a) of the OIA @mbie.govt.nz>
Sent: Monday, March 4, 2024 6:03 PM

To: Greg Patchell <Greg.Patchell@mbie.govt.nz>
Cc:9(2)(a) of the OIA @mbie.govt.nz>; Jivan Grewal <Jivan.Grewal2@mbie.govt.nz>; 9(2)(a) of the OIA

@mbie.govt.nz>
Subject: RE: Cabinet Paper [IN-CONFIDENCE]

Kia ora Greg,

| understand that you are interested to see the draft Cabinet paper underway, that includes reference to BCU.
Attached is the Cabinet paper, and below are the relevant paras (see paras 32 and 33).

MBIE is also in the process of developing two business cases related to investments to enable a more
efficient and effective visa processing system. Proposals are expected to be considered by Cabinet
in mid- 2024. If agreed by Cabinet, funding these investments will require subsequent changes to
fee and levy rates.

The first business case is focused on INZ’s future services model, including the migration of all visa
products to the ADEPT platform (a single channel for the submission and processing of visa
applications) and decommissioning of legacy systems. The second business case relates to
upgrading New Zealand’s biometric information management software capability to improve the
accuracy of biometric matching and reduce the need for manual intervention. This update supports
better managing immigration risk, meeting national security requirements and international partner
agreements.

This draft paper was sent to the Minister today, and we are meeting with her to discuss on Wednesday.
Nga mihi,

9(2)(2)
MANAGER | KAIWHAKAHAERE

Immigration Border and Funding Policy

Ministry of Business, Innovation & Employment | Hikina Whakatutuki

Email — TImera#@@oimeon @mbie.govt.nz | DDI: (04) 901 4951 | Mobile — Waea Piikoro: 9(2)(a) of the OIA
Website — Pae-ipurangi: www.mbie.govt.nz | Postal — Poutapeta: 15 Stout Street, PO Box 1473, Wellington 6140
Please note: | work a 9 day fortnight, and only work every second Friday.

MINISTRY OF BUSINESS,
INNOVATION & EMPLOYMENT
HTIKINA WHAKATUTUKI
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From: Jivan Grewal <Jivan.Grewal2@mbie.govt.nz>
Sent: Monday, March 4, 2024 5:33 PM

Tosa@emeon @mbie.govt.nz>; 9(2)(a) of the OIA mbie.govt.nz>
Cc:9(2)(a) of the OIA mbie.govt.nz>

Subject: RE: Cabinet Paper [IN-CONFIDENCE]

Hiya —*®@°*=< will be in touch soon with more feedback, from my quick skim — | wasn’t too worried about the length.
The bigger issue for me was that the benefits weren’t clear;y articulated and the increase in costs also not explained
(ie. what led to them). | suspect those two bits will be key.

Cheers

Jivan Grewal
9(2)(a) of the OIA

From:9(2)(a) of the OIA @mbie.govt.nz>

Sent: Monday, March 4, 2024 5:08 PM

To:9(2)(a) of the OIA @mbie.govt.nz>; Jivan Grewal <Jivan.Grewal2@mbie.govt.nz>
Cc: 9(2)(a) of the OIA mbie.govt.nz>

Subject: Cabinet Paper
Importance: High

9(2)(a) of the
Greg Patchell wants to see the cabinet paper which includes the two paragraphs on BCU, can you please send him a
copy.

Jivan

Is the Addendum we are writing for the Minister or for Cabinet? Is the length and setup of the document looking
ok?

Nga mihi,

9(2)

(a)

Head of Digital and Programmes — Immigration
Partnerships & Programmes
Digital, Data and Insights

Ministry of Business, Innovation & Employment

9(2)(a) of the OIA @ mbie.govt.nz | Mobile +9(2)(@) of the OIA | DDI +64 (4) 901 8327
Level 5, 110 Featherston St, Wellington 6011 | P O Box 1473, Wellington 6140, New

NZBN 9429000106078
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Document 14

From: Jivan Grewal

Sent: Tuesday, 19 March 2024 6:16 PM

To: Greq Patchell; Alison McDonald; Nic Blakeley; Carolyn Tremain

Cc: 9(2)(a) of the OIA 9(2)(a) of the OIA

Subject: FW: 2324-2658 Biometric Capability Update — proposed approach to increasing Whole of Life
Cost [IN-CONFIDENCE]

Attachments: 2324-2658 Biometric Capability Update — proposed approach to increasing Whole of Life

Cost.pdf; 2324-2658 Biometric Capability Update — proposed approach to increasing Whole of
Life Cost.docx; Annex one 2324-2658.docx
Hi folks

Just a quick update on the extension of the WOLC for BCU. We’ve updated the addendum outlining the case for the
increase and sent it to the Minister.

| also spoke to Kara this evening, and she noted that the Minister was not expecting this and doesn’t want to add it
into the Cabinet paper. | didn’t get the sense that she didn’t support the proposal — but rather that she didn’t want
to spring this on her colleagues given that it wasn’t in the version she circulated for consultation.

| have also since realised that we have some time up our sleeves (as Cabinet won’t need to approve this until they
make definitive decisions on the fees and levies), so we have the option of doing this a bit later. The Minister wants
to talk about this on Monday (I think mainly around the process, but it may stray into the content too).

Anyway, happy to chat further.

Cheers

Jivan Grewal
9(2)(a) of the OIA

From: 9(2)(a) of the OIA @mbie.govt.nz>
Sent: Tuesday, March 19, 2024 4:30 PM
To:9(2)(a) of the OIA @parliament.govt.nz>; 9(2)(a) of the OIA

@parliament.govt.nz>; 2@@ of e OIA G 5 rliament.govt.nz

cc:9(2)(a) of the OIA @mbie.govt.nz>; 9(2)(a) of the OIA  @mbie.govt.nz>; ¥@@ ofthe OIA
@mbie.govt.nz>; Jlivan Grewal <Jivan.Grewal2@mbie.govt.nz>;2(2)(@) of the OIA
@mbie.govt.nz>; Nic Blakeley <Nic.Blakeley@mbie.govt.nz>9(2)(a) of the OIA @mbie.govt.nz>
Subject: 2324-2658 Biometric Capability Update — proposed approach to increasing Whole of Life Cost [IN-
CONFIDENCE]

Kia ora,
Please see attached 2324-2658 Biometric Capability Update — proposed approach to increasing Whole of Life Cost.

Nga mihi

s9(2)(a)

PA to Libby Gerard | Manager (Border and Funding) Immigration Policy

PA to Polly Vowles | Manager (Skills and Residence) Immigration Policy

PA to Sam Foley | Manager (International and Humanitarian) Immigration Policy
Employment, Skills & Immigration Policy Branch, LSE

Ministry of Business, Innovation & Employment

51



s9(2)(a) @mbie.govt.nz | Telephone: $9(2)(a)
Level 6, 15 Stout Street, Wellington, PO Box 1473, Wellington 6140, New Zealand
NZBN 9429000106078
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BRIEFING

Document 15

Biometric Capability Update project — proposed approach to increasing
Whole of Life Cost

Date: 19 March 2024 Priority: High
Security In Confidence Tracking 2324-2658
classification: number:

Action sought

Action sought Deadline
Hon Erica Stanford Indicate your preferred approach to |21 March 2024
Minister of Immigration seeking Cabinet agreement to

increase the Whole of Life Cost for
the Biometric Capability update
project

Contact for telephone discussion (if required)

Name Position Telephone 1st contact

General Manager,
Jivan Grewal Employment, Skills, and |04 896 5999 |9(2)(@) of the OIA v
Immigration Policy

Policy Advisor,
9(2)(a) Immigration (Border and |9(2)(2)
Funding) Policy

The following departments/agencies have been consulted

The Treasury has been consulted on the proposal to seek an increase to the Whole of Life Cost.

Minister’s office to complete: [] Approved [] Declined
[] Noted [ ] Needs change
[] Seen [] Overtaken by Events
[] See Minister's Notes ] Withdrawn

Comments

53




¢’ 2 MINISTRY OF BUSINESS,
g748 ) INNOVATION & EMPLOYMENT
HIKINA WHAKATUTUKI

BRIEFING

Biometric Capability Update project — proposed approach to increasing
Whole of Life Cost

Date: 19 March 2024 Priority: High
Security In Confidence Tracking 2324-2658
classification: number:

Purpose

To seek your direction on a proposed approach to increasing the Whole of Life Cost for
Immigration New Zealand’s Biometric Capability Update project.

Recommended action

The Ministry of Business, Innovation and Employment (MBIE) recommends that you:

a Note that MBIE’s current identity management, capture, and matching solution is outdated,
overly complex, inflexible, and often requires manual intervention, and a Biometric Capability
Update project is underway to address these issues.

Noted

b Note that the Biometric Capability Update project currently has a Whole of Life Cost threshold
of $35 million.
Noted

¢ Note that unforeseen cost increases, such as the COVID-19 pandemic, delays, and increased
complexity identified during system testing, have led to the projected cost of the project to
increase to $39.9 million, thereby requiring Cabinet approval to continue.
Noted

d Note that additional Crown funding is not required; the project is funded through immigration
fees and levies.
Noted

e Indicate your preferred approach to seeking Cabinet agreement to increase the Whole of Life
Cost for the Biometric Capability Update project (details set out in Annex One):

EITHER

i. Option 1: Seek agreement through the upcoming Immigration Fee and Levy Review
(approval for targeted consultation) Cabinet paper (recommended)

Agree / Disagree
OR

i. Option 2: Seek agreement via a separate Cabinet process (before the confirmation of
fee and levy charges in June/July).

9(2)(8_) Of the O|A Agree / Disagree

Jivan Grewal (ij Hon Erica Stanford

General Manager, Employment, Skills, and Minister of Immigration
Immigration Policy

Labour, Science, and Enterprise, MBIE ... /... /...
19/03 /2024

54



The Biometric Capability Update

1.  The Biometric Capability Update (BCU) is a project to deliver a significant upgrade of
Immigration New Zealand’s (INZ’s) identity management, capture, and matching solution.
Updating INZ’s capability is crucial to risk mitigation, managing identity fraud, minimising
harm and allowing MBIE to better manage immigration risk, meet national security
requirements and international partner agreements.

2. The previous Minister of Immigration set the Whole of Life Cost (WOLC) of the project at
$35 million, which is the threshold set by the previous Cabinet for individual ministerial
approval [as per Cabinet Office Circular CO (23) 9: Investment Management and Asset
Performance in Departments and Other Entities].

3. The BCU project is well progressed in its final year, however, project costs have increased
due to:

a. the COVID-19 pandemic delaying the project significantly, as MBIE had to reprioritise
resources to support the Government’s response

b. unforeseen complexity in the initial scoping and technical challenges which led to
significant changes from the original specifications to ensure that the update can work
within the wider immigration ICT platform, and

C. all-of-government cyber security guidelines have evolved over the term of the project
and MBIE has had to adapt the solution to meet these new standards, requiring
additional time and funding.

4. MBIE estimates that the project will cost $39.98 million to deliver, exceeding the current
WOLC by up to $5 million. Cabinet agreement is therefore required to increase the WOLC
and authorise the additional expenditure. Additional Crown funding is not required; the
project is funded through immigration fees and levies.

5.  The addendum, attached to this briefing as Annex One, sets out the case for increasing the
WOLC from $35 million to $40 million. It outlines the:

a. drivers of the increased costs
b.  rationale for continuing the project
C. risks if the project were to be prematurely ceased, and

d. processes MBIE has put in place to ensure costs do not rise in future.

Options for seeking Cabinet agreement to increasing WOLC

6. You are intending to shortly take a paper to Cabinet on the immigration fee and levy review.
The paper seeks Cabinet’'s agreement to undertake targeted consultation on the proposed
rates, and to address immediate immigration system cost pressures.

7.  You could use this paper to seek Cabinet’'s agreement to increase the WOLC of the BCU
project. This is our recommended approach for efficiency, and also because the paper is
already seeking Cabinet agreement on other immigration system cost pressures.
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8. Pending your agreement to this approach, the following text could be added to the Cabinet
paper ‘managing immediate cost pressures facing the immigration system’ section of the
paper (with corresponding changes to the purpose and recommendations section):

After paragraph 53:

Additional fee and levy funding is also required to complete the project to upgrade New
Zealand'’s biometric information management software The upgrade is required to
improve the accuracy of biometric matching and reduce the need for manual intervention.
6(c) of the OIA, 6(a) of the OIA . As aresult,
MBIE will be able to better manage immigration risk, meet national security requirements
and international partner agreements.

Ad(ditional funding is required to due to unforeseen complexity in the initial scoping,
technical challenges during the build and security vulnerabilities that needed to be
addressed before the project could proceed. The project was also impacted by the Covid-
19 response as resources were moved to support new initiatives to keep New Zealand
safe.

After paragraph 60:

Cost pressures proposal 3: increase the authorised Whole of Life Cost of the Biometric
Capability Update project

| seek Cabinet’s approval to increase the Whole of Life Costs of the Biometric Capability
Update project from the previously Cabinet-set threshold of $35 million to up to $40
million. This increase will allow the continuation of the project to upgrade New Zealand’s
biometric information management software, which will improve the accuracy of biometric
matching and reduce the need for manual intervention.

As per Cabinet Office Circular CO (23) 9, as the Minister of Immigration | have the
authority to approve a project’s Whole of Life Cost up to $35 million. However, as the
BCU project’s Whole of Life Cost is now estimated to be $40 million, | am seeking Cabinet
authority to increase the current spend limit.

This project is funded through immigration fees and levies and the increased costs can be
met within MBIE baselines, and therefore does not require any additional Crown funding.

Annex Five provides further detail on the drivers of increased costs and the expected
benefits of delivering the upgrade to New Zealand’s biometric information management
software.

9.  An alternative approach would be to seek Cabinet agreement to increasing WOLC via a
separate Cabinet process (but before the confirmation of fee and levy charges in June/July).

10. We seek your direction on this matter before the immigration fee and levy Cabinet paper is
lodged, proposed to be this coming Thursday morning, 21 March 2024.

Annexes

Annex One: Addendum on Biometric Capability Update
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Annex One: Addendum on Biometric Capability Update
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IN-CONFIDENCE

3644 Biometric Capability Update (BCU)

Update
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1 Executive Summary

1.1 Introduction

The Biometrics Capability Update (BCU) is a project to deliver a significant upgrade of Immigration
New Zealand’s (INZ’s) identity management, capture, and matching solution. The updated capability
is crucial to risk mitigation, managing identity fraud, minimising harm and meeting INZ’s future
business needs. It will also assist with expediting visa application processing, improving the
customer experience, and an anticipated reduction in manual identity resolution.

Funding for the project is now estimated to breach its Cabinet-approved Whole of Life Cost (WoLC)
of $35 million; this addendum seeks approval to raise the WoLC from $35 million to $40 million.

Costs for the project are funded through immigration fees and levies, and therefore no further
Crown funding will be required to meet these higher costs.

1.2 Background to the BCU

Identity resolution is a core component of INZ’s processing of visa and New Zealand electronic Travel
Authority (NZeTA) applications, ensuring only bona fide customers can travel to New Zealand. INZ’s
identity holdings are also critical in supporting New Zealand’s data sharing arrangements with other
Migration 5 (M5) countries. As above, the BCU project aims to deliver a significant upgrade to INZ’s
identity management system.

The project is a multi-year, technically complex project, involving multiple IT systems, products, and
vendors, as well as very large volumes of biometric and biographic data.

The project is needed to improve the level and sophistication of automated match/no match results
of identities by INZ. This will improve the overall quality of the matching of identity information for
non-New Zealanders (thereby reducing harm and minimising risk) whilst reducing the level of
manual resolution of identities by INZ staff, speeding up visa and travel authority application
processing to improve the customer experience.

The current system for biometric matching and management engine is out-dated, unnecessarily
complex, inflexible, and no longer deemed fit for purpose for the current, let alone the future, needs

of INZ. 6(c) of the OIA, 6(a) of the OIA

BCU has been designed to address the business needs by upgrading the versions of biometric
matching and management platforms, rationalising and simplifying the platform to reduce ongoing
costs and improving the flexibility and usability of the system in the process.

The project is not making fundamental changes to the way INZ collects identity data, the type of
data collected or how the data is processed and managed. Core business processes will remain the
same and be undertaken by the same INZ staff more efficiently.

The main objective of the investment is to deliver a significant upgrade to INZ’s identity
management, capture and matching solution. The BCU project will provide:

e Improved match results with an updated biometric matching algorithm and software.
e Removal of redundant middleware.
e Remove technical and support complexity.
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e Provide better quality data.
e Onshore support from the lead vendor.
e Asupport model that aligns to INZ’s current and future business needs.

1.3 Problem and opportunity statement
The following issues have been identified with the current Biometric system:
e The current system is unable to meet capacity, capability and resource demands for new

initiatives or legislative changes.

6(a) of the OIA, 6(c) of the OIA

The original Business Case and subsequent Change Requests (CRs) approved the following capital
investment, operating expenditure, and WolC. This also include the funding required to complete
the project (in green).

Document Capex Opex Total Project WOLC Comments
Project Cost
Costs Increase
Aug Business [$10.46m | $0.05m |$10.51m $19.49m |Original Business Case
2019 Case

$12.21m| $0.05m |$12.25m| $1.75m | $22.83m [Change in scope, budget

May and duration. Photo
CR1 lity check

2020 quality checker was

added to scope.

$17.08m| $0.05m |S$17.12m| $S4.87m | $30.75m [Change in scope,
benefits, budget and

Jul CR2 duration. In person
2020 . .
enrolment integration
was added to scope
$22.15m| $0.05m |S$22.20m| $5.08m | $30.42m [Change in scope,
July benefits, budget and

2021 CR3 duration due to Increase

in technical complexity
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Document Capex Opex Total Project Comments

Project Cost
Costs Increase

$21.29m| $4.71m | $26.0m | $31.93m | $31.93m [Change in benefits,
budget and duration as
CR4 lead vendor was not
going to meet one of
their critical milestones

Aug
2022

$21.9m | $4.34m |S$26.13m| $31.95m | $31.95m [Change in benefits,
budget and duration as
CR5 Data Migration had
taken longer than
planned.

Jun
2023

$33.33m| $7.28m |S40.61m| $8.66m | $39.98m [Change in benefits,
budget and duration
April CR6 due to the number of
2024 defects found and
infrastructure issues

slowing the project.

BCU is upgrading the current Identity System which went into production in 2016, which had a
capital cost $53 million (567m inflation adjusted) compared with $33 million for the replacement
solution. The current system is starting to attract extended support costs of $0.5 million and means
that we are unable to focus on improving the overall Identity System, as the current focus is on
keeping the aging system operating.

1.4  High-level business outcomes

The following high-level business outcomes are linked to the delivery of the updated solution:

e A modern, fully supported system, with NZ based lead vendor support and maintenance
capability.

e A system that can meet INZ’s future business needs and aligns to INZ’s “Striking the Balance”
strategy and its vision of being a trusted world-class immigration service.

e Greater efficiencies in processing high volumes of identity resolution work, in time reducing
staffing costs.

e Improvement in the quality of matching capability due to an increase in automated
matching using a more sophisticated up to date algorithm matching technology.

e The target is a reduction of 5 to 10 Full Time Employees (FTE), a saving of between $2.5 -$5
million over 5 years. This is based on the assumption that Identity Resolution volumes
remain static or reduce in comparison to the baseline of 2024 volumes.

e Strengthened decision making on visa and New Zealand Electronic Travel Authority (NZeTA)
applications by INZ, as all available data on applicants is made available to decision makers.

e The implementation of the updated system will allow INZ to see a reduction in legacy
platform risks.
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To achieve these high-level outcomes and to meet the changing needs of INZ, the outdated
Biometric system needs to be updated with a modern service. This will deliver the following
benefits:

A biometric system that can be fully supported and can manage future data volumes.

A biometric system that enables INZ to meet current and future expectations from our M5
partners in relation to data sharing arrangements.

Reduction in time and cost to implement future configuration changes and updates, as the
INZ Identity Services team will be able to make its own changes to these rather than
outsourcing to a vendor.

Reduction in the number of identity fraud cases each year and increased ability to minimise
risk and immigration harm.

Reduction in the number of manual identity resolution tasks that need to be completed by
Identity Services staff.

Enhanced quality and accuracy of biometric data captured and stored in INZ’s systems.
Faster visa and NZeTA processing times through enhanced rates of automated resolution of
identities, improving outcomes for customers.

Reduced risk of identity fraud and/or risk of bad actors being able to travel to New Zealand
(which negatively impact our economy, infrastructure and services, and creates immigration
harm).

INZ will be using a biometric algorithm that meets international standards and best practice.

2 Current State

The project has been in progress since August 2019, when the initial Business case was approved to
update the biometric matching and management platforms.

The BCU project is well progressed however project costs and delays have increased due to the
following:

Unforeseen complexity in the initial scoping and technical challenges which led to significant
configuration changes from the original specifications to ensure that the update can work
within the wider immigration platform.

9(2)(b)(ii) of the OIA

Cyber security guidelines have evolved over the term of the project and MBIE has had to
adapt the solution to meet these new standards, requiring additional time and funding

The Covid-19 pandemic delayed the project as MBIE had to reprioritise resources; and
Implementation and testing activities taking longer than planned due to infrastructure issues
and the number of defects found.

These challenges are being overcome and the project has progressed significantly.

During the project, alternatives to the current delivery have been considered and discounted. These
included:

1.

Stopping the project and continuing with the current solution — this was not a feasible

option as the current 6(C) Of the OIA, 6(a) of the OIA

Stopping the project and establishing a new project to upgrade only the algorithm of the
current solution — this was not feasible as it only partially meets the requirements and does
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not align to INZ’s future roadmap and strategy. It would also result in sunk costs and
additional funding being sought to establish the new project.

If the project was stopped, the potential financial penalties in relation to vendors is estimated to be
approximately $12 million. Potential liability and exposure to costs from vendors, including the key
vendor, could include costs for the deliverables as per agreed milestones in relevant vendor MSA
termination clauses. The key vendor may also try and claim for all losses (included sunk losses). This
key vendor has indicated the sunk cost to be up to $4 million, in addition to the $12 million above.

In addition, the estimated impairment of Work in Progress (WIP), if the project was stopped, is
estimated to be $22 million.

The BCU Go Live date is planned for Quarter 2 FY 24/25 and MBIE has sought assurance from all
vendors involved in the project that they can meet this date, subject to the successful completion of
SIT and UAT testing.

3 Project Assurance

The project has the following governance arrangements in place:

e A Project Steering Group (PSG) which meets weekly; and
o A Delivery Governance Board (DGB) which meets monthly.

The members of the PSG include:

Name Substantive Role Project Role
I M I igrati isk and

Richard Owen General Manager, Immigration risk an Project Sponsor

Border
s9(2)(a) National Manager, Identity Business Owner
Michael Alp Chief Operating officer Commercial Oversight
9(2)(a) Head of Biometrics & Innovation NZ Lead Vendor representative
9(2)(a) Head of Digital & Programmes Corporate,

. . Programme Manager
Immigration

In addition, all governance documentation is subject to the standard MBIE governance processes.

The DGB governs all projects and programmes that are on the approved investment plan. The board
is governed by Senior Leaders and chaired by a Deputy Secretary from within MBIE.

The project has undertaken three Independent Quality Assurance (IQA) reviews, the last one being
in September 2023. The latest IQA confirmed the project approach was sound and robust, the build
is achievable, and the risk management practice is effective. The project has implemented the IQA
recommendations and continually looks for opportunities to improve.

To manage any further increase in costs, the Project Steering Committee is actively managing all
Change Requests and only approving those that are critical for Go Live. They are actively engaged on
reviewing schedule progress weekly, along with monitoring defect resolution timeframes. The
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project is providing regular updates to the MBIE Delivery Governance Board on progress against

schedule and costs.

4 Financial Case

The project will require capital expenditure of $33.33 million, operating expenditure of $7.28 million,
and a $4 million contingency in line with projects of a low to medium risk.

Funding for the on-going operating costs and depreciation has been included in the upcoming Fee
and Levy review and can be managed within Immigration New Zealand's baseline.

MBIE is not seeking any additional Crown funding to complete the BCU project, instead, it seeks

Cabinet endorsement to fund the remainder of the project from immigration fees and levies. MBIE is

required to seek the financial authority of Cabinet to continue with the project as the current
approval of $35 million WoLC is likely to be exceeded. To complete the project, the financial

authority needs to be revised up to a WolLC of $40 million.

Financial risks on any potential out year costs are being managed through agreed commercial
arrangements with the lead vendor, so future costs are well understood and pre-determined.

The breakdown by year of the funding is detailed below:

Operating 2019/20 2020/21 2021/22 2022/23 2023/24 2024/25

costs (Sm) & out years
Project Costs | $1,385,585 [$6,022,500 $2,124,309 | $7,988,189 | $12,735,953 | $10,355,371 $40,611,906
Operating $10,000,000 $10,000,000
costs
Depreciation $33,332,080 $33,332,080
Capital Charge $69,279 | $370,404 | S454,961 | $839,464 | $1,319,286 | $5,833,114 $8,886,510
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The forecast expenditure of the project (by year) is illustrated in the table below:

Financial Financial Years

Summary FY 19/20 FY 20/21 FY 21/22 FY 22/23 FY 23/24 ‘ FY 24/25 Total
Capital
expenditure

$1,385,585 | $6,022,500 | $1,691,150 | $7,690,061 | $9,596,432 | $6,946,352 | $33,332,080

Operating

expenditure $433,159 | $298,128 $3,139,521 | $3,409,018 | $7,279,826

Total Project
Delivery $1,385,585 | $6,022,500 | $2,124,309 | $7,988,189 | $12,735,953 | $10,355,371 | $40,611,906
Expenditure
Ongoing Cost $10,000,000 | $10,000,000
(Excl.

Depreciation)
Whole of $39,975,367
Life costs*

* Delivery Cost + Ongoing Cost, excluding Depreciation, 6% discount rate
5 Benefits

The project will deliver benefits to two broad areas: agency and government.

There are limited benefits that can be clearly quantified due to the focus being on reducing the risk
of security issues that are non-quantifiable, but serious security exposure would have wide reaching
impacts for New Zealand in terms of economic impact, safely of New Zealanders, international
reputation and social cohesion. One benefit that can be quantified is the target reduction of FTE, a
saving of between $2.5 -$5 million over 5 years.

Agency benefits

e Reduce risks to New Zealand — The project will facilitate the protection of the border by
enabling high quality decisions and will allow automated decision making. The product will
allow early detection of high-risk applicants and suspected identity fraud. Risks will be
significantly reduced by using the world’s top ranking matching algorithms. INZ will have
assurance of high-quality data delivered by an increase in face images used in matching and
a higher quality check of fingerprints.

o Remove complexity - By simplifying the support model.

e Assurance of quality biometrics — Implementation of a biometric matching solution
provided by a Global Tier 1 biometric provider to provide capability to quality check and
correct fingerprints. This will reduce the number of manual resolutions.

e Encourage reuse and consistency - Allow different channels to use a single biometric
matching service.

o Simplify technology and improve performance - Consolidation of the biometric populations
and the replacement of the middleware with NEC software, enhances functionality and
simplifies the system and the vendor mix responsible for support.

Government benefits
This project will achieve the following benefits for the New Zealand government:
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o Reduce the risk of illegal migrants entering New Zealand - By detecting bad actors at the
application stage, visas will not be issued. The risk to INZ, and cost incurred facilitating
departures is reduced.

e Cross agency initiatives — Provide the path to simplify working with other agencies (e.g. NZ
Customs with the Biometric at the Border) by delivering a single biometric matching service
consumable by different channels.

e Support economic growth of the country — Through greater confidence in biometric
matching, leading to automated processing and a reduction of processing time for visa
applicants (e.g. tourists, international students and skilled labour).

Updated overall costs

This table has been completed based on several assumptions and estimates because of the
embedded nature of middleware solution in the core INZ systems. Engagement with the
Middleware vendor to derive a cost breakdown was unsuccessful in 2019 when the cost benefit was
documented. Consequently, we are presenting an analysis of “Required Maintenance cost of
Retaining the Current Solution” against the Recommended Option.

Status Quo: Maintenance Costs of

Retaining Current Solution e A A R
Project Capital Costs $52,759,572 (FY2015/16) $33,332,080 (FY2024/25)
Operating Costs 9(2)(b)(ii) of the OIA

Cost of Identity Volume step 9(2)(b)(ii) of the OIA
increases

Whole of life costs (Project |>$50 million
Delivery Capex + Opex + Up to S40 million
Ongoing Cost)

Impairment of BCU if project
stopped

9(2)(b)(ii) of the OIA

$22 million N/A

If the BCU project is stopped there would be a $22 million impairment to recognise for Work in
Progress for the capital spend to date.

6 Risks

The approval to continue funding the BCU project would reduce INZ’s current risk profile as the new
system would be resilient, fully supported, manage future data volumes, and use a more up to date
biometric algorithm.
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INZ would see a reduction in time and cost to implement future configuration changes. INZ will be
able to undertake some configuration changes in house, therefore being able to react quickly to
legislative changes.

INZ would see a reduction in the number of identity fraud cases each year and the increased ability
to minimise risk and immigration harm. INZ will see faster visa and NZeTA processing times through
enhanced rates of automated resolution of identities, improving outcomes for customers.

If the BCU project is not progressed, INZ would need to continue working with the current legacy
platforms,6(C) of the OIA, 6(a) of the OIA INZ would be
unable to meet any new legislation requirements, as well as any changes required to current and
future business needs.

6(c) of the OIA, 6(a) of the OIA with an
increase in support and maintenance costs. This will lead to a greater reliance on manual resolution
of identities (meaning reliance on staff) and no efficiency gains. It would result in visa/NZeTA
processing times taking longer and a decrease in customer satisfaction.

Closing the project will result in sunk costs of approximately $25+ million dollars, leaving INZ no
further ahead than when the project started in 2019.
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MINISTRY OF BUSINESS,
INNOVATION & EMPLOYMENT
HTKINA WHAKATUTUKI

AIDE MEMOIRE

Further information on the Biometric Capability Update project and
proposed increase to Whole of Life Cost

Document 18

Date: 28 March 2024 Priority: Medium
Security Sensitive Tracking 2324-2793
classification: number:

Information for Ministers

Hon Erica Stanford
Minister of Immigration

Contact for telephone discussion (if required)

Name Position Telephone 1st contact

Chief Operating Officer, Corporate

Michael Alp Services

9(2)(a) of the OIA 4

Head of Digital and Programmes,

9(2)@) Corporate and Policy 9(2)(@) of the OIA

The following departments/agencies have been consulted

Minister’s office to complete: (] Approved [] Declined
[] Noted [] Needs change
[ ] Seen [] Overtaken by Events
[ ] See Minister’'s Notes [ ] Withdrawn

Comments
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MINISTRY OF BUSINESS,
{! INNOVATION & EMPLOYMENT
Y HIKINA WHAKATUTUKI

AIDE MEMOIRE

Further information on the Biometric Capability Update project and
proposed increase to Whole of Life Cost

Date: 27 March 2024 Priority: Medium
Security Sensitive Tracking 2324-2793
classification: number:

Purpose

This briefing provides you with further information on the Biometric Capability Update project and
proposed increase to Whole of Life Cost [briefing 2324-2658 refers]. Officials will be available to
discuss this paper and the wider project at your next officials meeting on 2 April 2024.

9(2)(a) of the OIA

Michael Alp, Chief Operating Officer, MBIE
28 March 2023
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Background

1.

The Biometric Capability Update (BCU) is a project to deliver a significant upgrade of
Immigration New Zealand’s (INZ’s) identity management, capture, and matching solution.
Updating INZ’s capability here is crucial to allowing MBIE to better manage fraud and
immigration risk, meet national security requirements and international partner agreements.

The current system was operationalised in 2016 with a capital cost of $53 million.

INZ continues to carry security exposures due to a legacy platform component not being
compatible with a core MBIE security software.

The current solution lacked sufficient capacity and flexibly to support other initiatives such as
NZeTA, Biometric Enrolment, and Automated Decision Assist without each of those projects
undertaking independent development to meet their needs. The core IDme biometric matching
and management engine is out-dated, unnecessarily complex and inflexible.

In addition to the technical components of the project, the following benefits will also be
achieved:

e Reduce the risk of illegal migrants entering New Zealand - By detecting non-
genuine applicants at the application stage, visas will not be issued, which in turn will
reduce that fraudulent arrivals and the cost incurred facilitating departures is reduced.

o Cross agency initiatives — Provide the path to simplify working with other agencies
(e.g. NZ Customs with the Biometric at the Border) by delivering a single biometric
matching service consumable by different channels.

¢ Facilitate administrative efficiency and improved processing time — Through
greater confidence in biometric matching, leading to automated processing and a
reduction of processing time for visa applicants (e.g. tourists, international students and
skilled labour).

History of the project

6.

10.

11.

Identity resolution is a core component of INZ’s processing of visa and NZeTA travel authority
applications, ensuring only bona fide customers can travel to New Zealand. INZ’s identity
holdings are also critical in supporting New Zealand’s data sharing arrangements with other
Migration 5 (M5) countries and is the authoritative source for non-New Zealander identity used
by DIA, NZ Police and Ministry of Health.

The current system is unable to meet deal with the significant volumes it has had to process.
It also remains limited in its ability to accommodate new initiatives or legislative changes. This
has a corresponding impact on application processing timeframes during periods of high
demand or broader system change.

The project has been in progress since August 2019, when the initial Business case was
approved to update the biometric matching and management platforms components.

The original IDme platform went live during 2016 as part of a larger Immigration NZ
transformation programme (Vision2015) however the core components provided by NEC and
Daon were sourced in 2012. At the time of the BCU Business case approval these components
were 6 years old and 6(c) of the OIA, 6(a) of the OIA during 2020.

The BCU project was commenced in 2019 to provide the appropriate lead in times to provide
the future upgraded capacity and to take advantage of technology changes in line with normal
ongoing support and maintenance activities.

The existing IDme platform will be fully depreciated during the next financial year.
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12.

13.

14.

The BCU project is now well progressed however project costs and delays have significantly
increased since the original business case due to the following:

e The initial scoping underestimated the requirements of the project. This together with
technical challenges led to a full rescope of the project (from being an upgrade of the old
system to the implementation of a new system). This allowed for significant changes from
the original specifications to ensure that the initiative could work within the wider
immigration platform.

e Resourcing constraints due to the highly technical skills required (for the vendors and
MBIE) for biometric and biographic activities including testing and assurance of matching
processes. This resulted in delays to the project. [Due to the nature of MBIE’s contractual
obligations, however, we continued to be liable for a level of fixed costs, which had the
effect of pushing the overall costs of the project up].

¢ Migration of large amounts of data through testing environments, beyond what was initially
forecast, which had a cost and timing impact.

e Strengthening Cyber security requirements. The security certification and accreditation

9(2)(b)(ii) of the OIA

e The Covid-19 pandemic delayed the project as MBIE had to reprioritise resources on it. As
noted, MBIE continued to have ongoing fixed liabilities through this.

¢ High turnover of Project Management and support staff throughout the whole programme,
which reduced the expected rate of efficiency of the project.

These challenges are being overcome and the project has progressed significantly.

The BCU Go Live date is planned for Quarter 2 2024/25 and MBIE has sought assurance from
all vendors involved in the project that they can meet this date subject to the successful
completion of System Integration (system integration testing (SIT) — testing to ensure that the
new system works within the MBIE environment) and User Acceptance Testing (user
acceptance testing (UAT) — testing in the “real world” by future users).

The proposed Go Live date is based on the critical path activities been completed and
approved by the business as part of Go Live activities. Any decision to defer Go Live for a
material amount of time (for whatever reason) will raise the risk profile during the peak holiday
period and would not be supported. Deferral of Go Live post the holiday period would have an
additional cost impact.

Increases to the Whole of Life Costs

15.

The original Business Case and subsequent Change Requests (CRs) approved the following
capital investment, operating expenditure, and Whole of Life Costs (WoLC) (including
additional costs sought to complete project)
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Total Project Comments

Project Cost
Costs Increase

Aug | $10.46m |$0.05m $10.51m $19.49m |[Original Business Case
2019
$12.21m | $0.05m |$12.25m| $1.75m $22.83m [Change in scope, budget and
May duration. Photo quality checker was
2020 added to scope.
Jul $17.08m | $0.05m |$17.12m| $4.87m $30.75m |Change in scope, benefits, budget
2020 and duration. In Person enrolment
integration was added to scope
Jul $22.15m | $0.05m $22.20m, $5.08m $30.42m |Change in scope, benefits, budget
Y and duration due to Increase in
2021 , .
technical complexity
Jul $21.9m | $4.34m ($26.13m| $4.58m $35m  Change in benefits, budget and
[duration as Data Migration had taken
2023 ‘
f[longer than planned.
$33.02m | $6.98m | $40m $5m | $40m  Change in benefits, budget and
April g [duration due to the number of defects
2024 found and infrastructure issues

slowing the project.

16. MBIE has reviewed all its commercial arrangements with its key vendors on the project and
was able to renegotiate a number of costs that it was liable for out of the project. This reduced
vendor costs by approximately $3 million.

17. MBIE estimates that the project will cost $40 million to deliver, exceeding the current WOLC
by up to $5 million. This increase includes a contingency of $4 million. Cabinet agreement is
therefore required to increase the WOLC and authorise the additional expenditure. Additional
Crown funding is not required; the project is funded through immigration fees and levies.

18. MBIE forecasts it will exceed to approved $35 million amount in September 2024 and therefore
requires Cabinet approval for the additional amount as soon as reasonably practicable.

Cost of stopping the project now

19. MBIE would need to recognise an impairment cost of $31 million if the project was stopped
now and this would be recorded in the 2023 financial year. 9(2)(b)(ii)

Governance and assurance

Independent Quality Assurance reviews have been completed

20. During the project lifecycle several independent assurance activities have been undertaken
including an Independent Quality Assurance (IQA), through David Williams IQA, process and
a technical evaluation of the solution. The latest IQA was issued in October 2023 as part of the
delivery phase in order to
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21.

22.

e Provide an independent view of the effectiveness of the project planning and delivery
phases with specific focus on what went well, areas for improvement, and how the
projects current state.

e Provide the Sponsor, Project Steering Group and Delivery Governance Board assurance
that the project is well positioned to deliver expected outcomes within time and budget,
and to the expected level of quality.

¢ Identify any strengths and possible areas for improvement and highlight learnings and
lessons so they can be incorporated into future projects.

The IQA findings highlighted that the proposed implementation date would not be met, and
successful delivery of the change was “Unlikely”.

The IQA made 18 remediation actions. These are summarised in the table below:

1. Governance
e Update terms of reference and membership.
¢ Have MBIE only Project Steering Group meetings.
e Update project milestones.

e Gain senior leadership support.

2. Delivery and Management Controls
¢ Review and update risks and issues.
e Review and update internal communications plan.

¢ Review and update external communications plan

3. Re-planning and Delivery
¢ Complete the replanning and gain vendor acceptance.
e Confirm remaining delivery budget.
e Confirm the continuation tolerances and criteria.
¢ Confirm the day 1 must haves and align go/no go.
e Look for ways to manage parallels to gain time.
e Capture the SIT deployment issues.

e Determine alternate options.

4. Testing and validation

e Look for ways to reduce the testing timeframes.

5. Contractual Arrangements
e Statements of work, milestone payments and costs.

e Support arrangements.
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23.

24.

6. Benefits Management

e Consolidate and finalise the benefits.

All these actions have been agreed to by MBIE. Remediation is underway and monitored by
the Delivery Governance Board with the majority completed last calendar year which has
enabled to project to move forward to System Integration Testing (SIT) and Cyber Assurance
before proceeding to User Acceptance Testing.

A Go Live IQA Report will be commissioned and MBIE will use the same organisation and
reviewer that was used for the October 2023 review.

Governance

25.

26.

27.

28.

Governance for this project is being overseen by two additional groups. The first is a senior
Steering Group which is made up of three MBIE General Managers and senior project staff,
along with senior project staff from NEC as well as their Biometrics General Manager (for
Australia and New Zealand), as well as NEC’s Country Manager.

The second governance group is MBIE’s Digital Governance Board which meets monthly. This
group is made up of two Deputy Secretaries and five MBIE General Managers and several
senior technical staff. Project delivery and financial tracking are required to be reported on to
this governance group including any escalation items. The system is still tracking to the revised
agreed plan with the vendors to go live in early November 2024.

The project has a Business Owner and Project Sponsor as the Senior Responsible Officer.
These roles ensure the project is delivering to the business requirements and have
accountability for benefit realisation and accepting the delivered platform post go live.

Several levels of project governance are in place that include project team stand ups, vendor
alignment and a project steering committee that includes the key delivery partner and senior
managers. Escalation channels have also been established both for the key delivery partner
and senior management.

Approach to managing further increases to costs

29.

30.

31.

32.

The majority of cost pressure comes in the form of delivery delays as vendors raise change
requests to cover resourcing requirements for an extended period of time.

In order to manage further cost increases MBIE has proactively worked with the key vendor to
remove any commercial uncertainty and sought confirmation from all other vendors regarding
implementation timeframes. Cost confidence continues to increase as over 80% of priority 1
and 2 test cases have now been executed. The contingency sought will cover any costs that
are required to be remediated any system defects uncovered during SIT.

The project has also proactively engaged Cyber resources to ensure advanced security
assurance and penetration testing can be undertaken early to minimise any potential
vulnerabilities.

Finance Business Partners have oversight of project costs and validate the monthly forecasts
for accuracy and have provided inputs for ongoing costs including out years and their impact
on the Immigration NZ fee and levy review.
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Next steps

33.

34.

35.

The project is focused on the completion of priority 1 and 2 test scripts for System Integration
Testing as this provides the baseline and assurance of a fit for purpose system. Once
Governance approval is obtained the establishment and completion of User Acceptance
Testing environments (including performance testing) is required, data migration, final defect
remediation and security certification and accreditation.

Business readiness activities and operational team involvement are also starting to increase
to ensure change impact activities are completed to support Go Live.

The project also needs to complete commercial arrangements with vendors for post go-live
support and maintenance agreements, operational readiness activities including
communication and change plans, business readiness and operating procedures, contingency
plans and go-live approval. These items are well progressed and are on track for completion
prior to 30 June 2024.
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13.1

From: 9(2)(a) of the OIA

Sent: Monday, 4 March 2024 9:15 AM

To: 9(2)(a) of the OIA

Subject: RE: BCU discussion [UNCLASSIFIED]

Attachments: 3644 Biometric Capability Update (BCU) Business Case.docx
Follow Up Flag: Follow up

Flag Status: Completed

H i 9(2)(a) of the

Thanks for this. | used the original business case to make a more cut down version of a 20 page one that followed
Treasury’s Better Business Case headings but the BCU LT say that this is too long and want a 2-3 page document.

Do any of you have any contacts at Treasury? Or know someone that does?

Here’s my 20 page document that | have been working on @

9(2)(a) of the

From:9(2)(a) of the OIA @mbie.govt.nz>
Sent: Monday, March 4, 2024 9:12 AM
To:9(2)(a) of the OIA @mbie.govt.nz>; 9(2)(a) of the OIA @mbie.govt.nz>; 9(2)(a) of the OIA

@mbie.govt.nz>
Subject: RE: BCU discussion [UNCLASSIFIED]

MoOrena 2@(@)ofthe OIA

Here’s the original business case for the BCU, it’s quite long at 86 pages, and that reflects the complexity, scale, and
cost of the project: Biometric Capability Update Business Case.docx

My advice would be to urgently get in contact with Treasury, as it will ultimately be them accepting or rejecting the
case, and they are the experts when it comes to this stuff. They will have templates and will be able to advise further
as to the form and amount of detail that should be in it.

Nga mihi,

9(2)(a) of the

From: 9(2)(a) of the OIA mbie.govt.nz>

Sent: Monday, March 4, 2024 7:48 AM

To:9(2)(a) of the OIA @mbie.govt.nz>; 9(2)(a) of the OIA @mbie.govt.nz>; 9(2)(@) of the OIA

@mbie.govt.nz>
Subject: RE: BCU discussion [UNCLASSIFIED]

Hi All

Hope you had a good weekend. The BCU LT want to know if you have access to a Business Case that has been
submitted previously that we could possibly use as a template.

| reached out to 9(2)(a) of the OIA on Friday and have used the Tenancy Bond Business Case as a base but the BCU LT
thinks this is too long and want something which is 2-3 pages. Do you have anything we could resuse?
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Thanks in advance

9(2)(a) of the

From: 9(2)(a) of the OIA mbie.govt.nz>

Sent: Thursday, February 29, 2024 10:17 AM

To:9(2)(a) of the OIA

Subject: BCU discussion [UNCLASSIFIED]

When: Thursday, 29 February 2024 2:30 pm-3:00 pm (UTC+12:00) Auckland, Wellington.
Where: Microsoft Teams Meeting

Microsoft Teams meeting

Join on your computer, mobile app or room device
Click here to join the meeting

Meeting ID: 489 751 819 059

Passcode: EPnE3f
Download Teams | Join on the web

Join with a video conferencing device

830083302@t.plcm.vc

Video Conference ID: 138 195 962 8
Alternate VTC instructions

Or call in (audio only)
+64 4-280 8090,943570003# New Zealand, Wellington

Phone Conference ID: 943 570 003#
Find a local number | Reset PIN

Learn More | Meeting options
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Document Control

Version history

Version  Author Description of change
01/03/2024 0.1 BCU Project Create first draft
Manager

Endorsed by

The following people have endorsed this document:

Name Role Date Signature

9(2)(a) of the OIA

Richard Owen General Manager,
Immigration Risk and

Border
Alison Deputy Secretary,
McDonald Immigration NZ
Greg Patchell Deputy Secretary,
Digital, Data and
Insights

Reviewed by

The following people have reviewed this document:
Name Role Date Signature
9(2)(@) of the OIA Business Owner
9(2)(a) of the OIA System Owner

Governance approvals
The following MBIE Governance groups have endorsed this document:

Decision

Delivery Governance Board Endorsed
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Decision

Finance, Investment and Change Committee Approved

Purpose of the Document

This is a mandatory supporting document for a business case on a medium to high complexity
project. This project has been assessed a medium complexity.

Each MBIE project must complete a project complexity assessment which is determined by the
following factors:

Customer Impact

Funding required

Change Leadership

MBIE’s Delivery experience from similar projects
Project duration

Number and availability of resources required for project team
Technology complexity

Dependencies on other projects

Legislative requirements

Strategic Alignment

Operational Sustainability

Impact on Operational staff

Business change impact

Cross agency collaboration
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1 Executive Summary

1.1 Introduction

Biometric information are measurable physical characteristics that are unique to an individual.
Accurate biometrics is a core capability for INZ in an environment where identity fraud, terrorism
and other sources of harm are prevalent and increasingly sophisticated, and where the volume of
identities from applications and border-crossings are expected to exceed pre-COVID-19 pandemic
levels.

The Biometric Capability Update (BCU) project delivers a significant upgrade of Immigration New
Zealand’s (INZ’s) identity management, capture, and matching solution. The updated capability is
crucial to risk mitigation and meeting INZ’s future business needs. It will also assist with expediting
visa application processing, improving the customer experience, and an anticipated reduction in
manual identity resolution.

The project is a multi-year, technically complex project, involving multiple IT systems, products, and
vendors, as well as very large volumes of biometric and biographic data.

The project is needed to improve the level of automated match/no match results of identities by
INZ. This will reduce the level of manual resolution of identities by INZ staff, speeding up visa and
travel authority application processing.

The current system for biometric matching and management engine is out-dated, unnecessarily
complex, inflexible, and no longer deemed fit for purpose for the current, let alone the future, needs
of INZ. 6(c) of the OIA, 6(a) of the OIA

The Biometric Capability Update has been designed to address the business needs by upgrading the
versions of biometric matching and management platforms, rationalising and simplifying the
platform to reduce ongoing cost and improving the flexibility and utility of the system in the process.

The project is not making fundamental changes to the way INZ collects identity data, the type of
data collected or how the data is processed and managed. Core business processes will remain the
same and be undertaken by the same INZ staff in a more efficiently.

The project will deliver:

e A supported and maintainable solution which aligns to the INZ Asset Management Plan.

e Asecure system, addressing concerns which present in the current solution.

e Alignment with INZ’s Future State Reference Architecture, including improved future
flexibility and reduced integration cost.

1.2 Strategic Case

The main objective of the investment is to deliver a significant upgrade to INZ’s identity
management, capture and matching solution. The BCU project will provide:

Improved match results with an updated biometric matching algorithm and software.
Removal of redundant middleware (Daon).

Remove technical and support complexity.

Provide better quality data and align with the user of the Photo Quality Check service
Onshore support from lead vendor
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e A support model that aligns to INZ’s business needs
e A more flexible solution to enable new business requirements to be met.

6(a) of the OIA, 6(c) of the OIA

1.3 Economic Case

The following short-listed options have been considered to determine the option most likely to
optimise value for money, usability, and supportability.

e Option 0: Stop the project and continue with the existing system (do nothing)

e Option 1: Continue the update current solution with NEC’s biometric solution (preferred).

e Option 2: Stop the project and establish a new project to upgrade only the algorithm of the
current solution.

The preferred option (option 1) proposed in this business case is to continue with the update to the
current solution with NEC's core biometric solution. This option is still the preferred option as it:

Meets INZ’s growth needs as volumes are increasing.

Aligns to MBIE’s standard operating systems and databases

Reduces complexity and streamlines support as only two vendors are required.
Improves matching results as INZ will have a more up to date algorithm

Aligns to INZ’s future architecture roadmap

Uses world leading solution

Provides quality biometrics

The option to stop the project and continue with the existing system (do nothing) is not feasible as
the6(c) of the OIA, 6(a) of the OIA The project
would also have sunk costs.

The option to stop the project and create a new project to update the core of the current solution is
not feasible as it only partially meets the requirements and does not align to INZs future roadmap.
The project would also have sunk costs and additional funding would be required to establish the
new project.
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1.4 Commercial Case
The project has complied with the MBIE Sourcing and Contract Policy.

NEC is an existing vendor to INZ and a Master Services Agreement was put in place in 2019 which is
soon to be renewed.

An exemption from the requirement to undertake an open tender was approved by MBIE
Procurement to enable the direct use of NEC as an existing supplier, updating the software and
algorithms to provide an updated solution that NEC will support.

1.5 Financial Case

Funding for this project and for the operational support to update the immigration system was
approved in 2019. This identified funding of $10 million of capital and fifty thousand dollars of
operating funding.

\During the project, change requests have been approved which have increased the funding to $22
million of capital and $4.4 million of operating funding, with a whole of life cost (WOLC) at $32
million. Additional funding is required to complete the testing and implementation phase of the
project, taking the project to $33.6 million of capital and $8.5 million of operating funding, with a
WOLC cost of $?? miIIionL

One of these change requests was to include the scope of the In Person Enrolment (IPE) project. This
project has since been excluded from the BCU scope and is an independent project being delivered
alongside BCU.

The project has previously presented papers to the Minister of Immigration and Minister of Finance,
along with updates to Treasury and Cabinet to increase the WOLC.

The system update needs to continue to enable the delivery of much needed improvements,
improve data quality, and support outcomes across the wider INZ business units.

The funding required to continue the project is achievable within the fees and levy review taking
place in 2024.
1.6 Management Case

The project is using MBIEs project management methodology which is consistent with industry
standard. A steering group is in place along with monthly report backs to MBIEs Delivery Governance
Board (DGB).

1.7 Next Steps

This business case is seeking formal approval to allow the project to continue with the upgrade of
the preferred option and agree the additional funding required to complete the project.

MAKO XXXXXXXXX 3644 Biometric Capability Update (BCU) Business case Page 8 of 20
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2 Introduction

The Ministry of Business, Innovation and Employment (MBIE) is seeking to continue the update of
the Biometric solution to enable it to be a fit-for-purpose solution.

This business case seeks approval to continue with the Biometric Capability Update project and
approval to additional funding, from INZs fees and levies account to complete the project. This will
allow MBIE to continue with NEC to progress the test and deployment of the updated system.

The purpose of this business case is to:

e confirm the strategic context and fit of the investment;
e confirm the case for change and the need for continued investment;
e present the strategies and plans that will see the successful delivery of the solution,
optimum benefit realisation and return on investment;
e enable decision makers to make informed decisions with respect to providing approval to
commit funds; and
e seek approval from MBIE’s responsible Minister of this business case.
A business case will be presented to MBIE’s governance forums for approval in April 2024. This will
include the detailed plan and costs for the remainder project.

3 Strategic Case - making the case for change

The Strategic Case summarises the strategic context for the investment proposal and makes the
robust case for change. It demonstrates alignment of the investment with wider national or sectoral
priorities and goals, policy decisions, other multi-agency projects (if relevant) and with the MBIE’s
strategic intentions.

3.1 Organisational overview

Immigration New Zealand (INZ) leads and administers the operational arm of the immigration
system and makes it simple for others to understand. INZs core role is to:

® Grant visas to people whom Aotearoa New Zealand needs to work, visit, study, or settle here

e Ensure that people crossing the border and staying in Aotearoa New Zealand are entitled to
do so

e Help migrants and refugees to make Aotearoa New Zealand their home

® Play our part in the global immigration system, together with our border partners to keep
Aotearoa New Zealand safe.

INZ branches and teams are focused on delivering this core role and rely on centres of expertise
from across our organisation to deliver immigration services, alongside a network of government
and international partners.

3.2 Alignment to strategic intentions

The key strategic intentions for this project are to support and align with INZ’s “Striking the Balance”
business strategy and INZ’s Digital Strategy.

MAKO XXXXXXXXX 3644 Biometric Capability Update (BCU) Business case Page 9 of 20
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The Striking the Balance Strategy was launched in October 2018 and can be summarised in the
aspiration statement: As trusted stewards of the immigration system, we facilitate and protect New
Zealand'’s interests. The BCU project aspires to champion INZ’s “Striking the Balance strategy”.The
customer and stakeholders are at the centre.

Risk and vulnerability are identified and managed early
Migrants are facilitated to come to New Zealand
Minimise harm

INZ works cross-agency

INZs people are supported to be successful.

3.3 The case for change

6(c) of the OIA, 6(a) of the OIA

3.3.2 High-level business outcomes
The following high-level business outcomes are linked to the delivery updated solution

e A modern, fully supported system, will local resources.

® |Improvement in quality of matches services due to an increase in automated matching.
To achieve these high-level outcomes and to meet the changing needs of INZ, this necessitates the
update of the current outdated ICT system with a modern service. The update will deliver the
following benefits:

e A biometric system that can be fully supported and can manage future data volumes (we
have reached out to other M5 countries with a series of questions to understand each of
their own Biometrics capabilities and set up)

e Reduction in time and cost to implement configuration changes and updates, as the INZ
Identity Services team will be able to make its own changes to these rather than outsourcing
to a vendor.

e Reduction in the number of identity fraud cases each year

e Reduction in the number of manual identity resolution tasks that need to be completed by
Identity Services staff.

3.3.3 Scope and services

In scope Scope exclusions
Update of the Biometric system includes: Update of the Biometric system excludes:
MAKO XXXXXXXXX 3644 Biometric Capability Update (BCU) Business case Page 10 of 20

12



MINISTRY OF BUSINESS,
INNOVATION & EMPLOYMENT
HIKINA WHAKATUTUKI

In scope Scope exclusions

e Upgrade or biometric algorithm and ® |n Person Enrolment equipment and
software integration with the BCU solution

e Removal of redundant middleware

e Migration and re-templating of
biometrics

e Simplified support model
e Consolidation of identity populations
e Improved quality of biometric data

Decommission legacy technology.

Change management for internal users and
external stakeholders to ensure that they
have appropriate support to work with the
new system.

3.3.4 Main benefits
The project Benefits are outlined in the table below.

Benefit# Benefit Type Benefit Name Benefit Description

1 Reduced Risk | Improved Supportability Solution is supported and legacy layers
have been decommissioned.

2 Improved Technology ease and User interface to enable configuration
flexibility and | adaptability to changes changes such as changing the amount of
scalability

resolution work peer reviewed and
changes to matching thresholds.

3 Business risk | Risk reduction Improvements to biometric matching
reduction algorithms increasing automation, and
improvements to biographic matching
rules, will support identity resolvers
seeing the cases they need to look at.

4 Improved Efficiency Improved biometric algorithms will
efficiency reduce the number of manual
resolutions and automation of linking
multiple matches will reduce manual
work.

3.3.5 Key risks

An initial risk assessment has been carried out and the following key risks have been identified. A
more fulsome summary of risks associated with the project is included at Appendix A.
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Risk Consequence Likelihood Comments and Risk Management
(H/M/L) (H/M/L) Strategies

IF vendors are unable H M Work closely with all vendors and

to agree a satisfactory establish a clear RACI

RACI for

implementation of the

technology

components THEN the

upgrade may take

longer to be

completed.

IF sufficient funding is H M Close management of the project to

not available to avoid scope creep, identify and

complete THEN the eliminate inefficiencies.

project may need to be .

stopped. Report to MBIE. Delivery Governance
Board (DGB), Finance, Investment and
Change Committee (FICC) on project
financials.

IF commercial M L Work early and closely with vendors to

agreements with iron out potential commercial

vendors result in roadblocks.

unresolved commercial

issues THEN it may

prevent progression of

the project.

3.3.6 Dependencies and assumptions

The following dependencies have been identified:

# Description Impact Date needed

1 The In Person Enrolment The new system assumes 29 October 2024.
(IPE) project is dependent that the In Person
on the BCU project and Enrolment equipment is in
needs to be implemented place. If not, the business
in the same Go Live will unable to complete
window. identity activities requiring

images or fingerprints
MAKO XXXXXXXXX 3644 Biometric Capability Update (BCU) Business case
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Validation date

1 The additional costs (funded by the INZ Fees and Levies) April 2024
will be approved to enable a Go Live in October 2024

4 Economic Case — exploring the preferred way forward and
preferred option

The purpose of the economic dimension of the business case is to identify the proposal that delivers
best public value to society including wider social and environmental effects. It demonstrated that
options have been considered and provides rationale for the recommended option.

4.1 Critical success factors

The BCU project will deliver a modern, stable, and well supported technology system that supports
INZ meet their business strategy.

The Critical Success Factors (CSFs) for the project are listed below:

Key Critical Success Factors Description — how well the option supports the CSFs

Strategic fit and business needs 1. meets the agreed investment objectives, related
business needs, and requirements.
2. fits with other strategies, programmes, and

projects.
Potential value-for-money and 1. optimises value-for-money (the optimal mix of
public value benefits, costs, and risks).
2. optimises public value when Wellbeing benefits are
considered.
Supplier capacity and capability 1. matches the ability of the supplier to deliver the

required services.

2. s likely to result in a sustainable arrangement that
optimises value-for-money over the term of the
contract.

Potential affordability 1. can be met from available funding.
2. matches other funding constraints.

Potential achievability 1. s likely to be delivered given the organisation’s
ability to respond to the changes required.

2. matches the level of available skills required for
successful delivery.
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4.2 The Preferred way forward

The preferred way forward is to continue the update of the Biometric solution alongside updating
the operating and service delivery models.

4.3 Options assessment

The following options were considered during the process of determining the preferred way forward
(the Recommended Option):

e Option 0: Stop the project and continue with the existing system (do nothing)

e Option 1: Continue the update current solution with NEC’s biometric solution (preferred).

e Option 2: Stop the project and establish a new project to upgrade only the algorithm of the
current solution.

These options are described in further detail in the tables below. Option 1 (to continue to update the
current solution) is the only option assessed as providing the required investment outcomes. Option
0 is carried forward as the baseline comparator.

Option 0 Do nothing (retained as a baseline comparator)
(status quo)

Summary The Biometric system is based on legacy technology that is seyortheias(
The system requires
the manual resolution due to low numbers that can automated. This is time
consuming and resource intensive.

By stopping the current project there will be sunk costs.

Option 1 Continue the update of the existing Biometric system
(Recommended)

Summary The Biometric System is 6(a) of the OIA, 6(c) of the OIA The
project is in the delivery phase and is now in undertaking System Integration
Testing with a Go Live date planned for October 2024.

Costs \Capex: $33.6 million| Opex: $8.4 miIIion\ - {Commenhed [GC2]: To be confirmed witre@@)c

Advantages The project and resources are already underway and commercial agreements
are in place with key vendors.

Disadvantage The update needs to be delivered in its entirety and Go Live has to be all or
nothing.

Until System Integration Testing has completed there is an uncertainty of
delivery timeframes and costs due to defects that could be found.

Conclusion This option best meets the agreed investment objectives and critical success
factors for the project. The updated system will mitigate the s@ofthe OlA/6() of the OIA

and deliver much needed technology improvements and
improve the quality of the data.

MAKO XXXXXXXXX 3644 Biometric Capability Update (BCU) Business case Page 14 of 20
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Option 2 Stop the project and establish a new project to upgrade only the core

Summary This option was considered and discounted as it does not meet all the business
requirements and does not align to INZ business strategy and does not align to
INZ architectural goals.

By stopping the current project there will be sunk costs and new funding
required to just upgrade the core.

MAKO XXXXXXXXX 3644 Biometric Capability Update (BCU) Business case Page 15 of 20
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5 Outline Commercial Case

The purpose of the commercial dimension of the business case is to demonstrate that the preferred
option will result in a viable procurement. It explains the procurement process and the contract
arrangements for the products, services or resourcing required.

5.1 Procurement summary
The project has complied with the MBIE Sourcing and Contract Policy.

NEC is an existing vendor to INZ and a Master Services Agreement was put in place in 2019, which is
soon to be renewed.

An exemption from the requirement to undertake an open tender was approved by MBIE
Procurement to enable the direct use of NEC as an existing supplier, updating the software and
algorithms to provide an updated solution that NEC will support.

NEC was selected due to:

The technical fit to the business requirements

They are Tier 1 global supplier in Biometric solutions
Ranked #1 in the world by NIST

Able to provide local support in Wellington

A Statement of Work (SoW) has been agreed with NEC to deliver the update along with other SoWs
with other vendors to delivery interfaces and environment required.

6 Outline Financial Case

The purpose of the financial dimension of the business case is to demonstrate the affordability and
funding of the preferred option. It summarises the project costs and financial commitments, ongoing
whole of life costs, where this funding will be sourced from and any financial benefits and
efficiencies.

\During the project, change requests have been approved which have increased the funding to $22
million of capital and $4.4 million of operating funding, with a whole of life cost (WOLC) at $32
million. Additional funding is required to complete the testing and implementation phase of the
project, taking the project to $33.6 million of capital and $8.5 million of operating funding, with a

WOLC cost of $?? miIIionL | - { Commented [GC3]: This needs to be checked with@)@ ¢

To complete the project, additional funding is required which will take the whole of life cost over
$35m. The project requires an additional (TBC)

6.1 |Financial costing model _ { Commented [GC4]: To be reviewed bysararc

The breakdown by year of the funding is detailed below:
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Operating 2019/20 | 2020/21 | 2021/22 | 2022/23 | 2023/24 | 2024/25 Total
costs (Sm) & out

years
Project Costs | $1,385,585 | $6,022,500| $ 2,124,309 | $7,988,189 | $13,563,940 $ 42,193,845
Operating
costs

Depreciation

Capital Charge

Total
Operating

Capital 20/21 21/22

costs (Sm)

System Build

Total Capital

The forecast expenditure of the project (by year) is illustrated in the table below:

Financial Financial Years
Summary FY 19/20 FY20/21 FY21/22 FY22/23 FY23/24 FY24/25 Total
Capital

. $1,385,585 | $6,022,500 | $1,691,150 | $7,690,061 $9,841,816 | $7,047,440 $33,678,552
expenditure

Operating

. S0 S0 $433,159 $298,128 $3,722,124 | $4,061,882 $8,515,293
expenditure

Total Project
Delivery $1,385,585 | $6,022,500 | $2,124,309 | $7,988,189 | $13,563,940 | $11,109,322 | $42,193,845
Expenditure

Ongoing Cost
(Excl.
Depreciation)
Whole of Life
costs (Delivery
Cost + Ongoing
Cost excl.
depreciation)
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7 Outline Management Case

The purpose of the management case is to demonstrate that robust arrangements are in place for
the delivery, monitoring and evaluation of the initiative, including feedback into the organisation’s
strategic planning cycle.

7.1 Project governance arrangements
The project has the following governance arrangements in place:

e A Project steering group which meets weekly.
e A Delivery Governance Board which meets monthly.

In addition, all governance documentation is subject to the standard MBIE governance processes
and will be submitted to the following groups:

e Delivery Governance Board for endorsement.
® Finance, Investment and Change Committee for approval.

7.2 Project management arrangements

The project will be managed using MBIE project delivery methodology. The engagement with the
technology supplier, NEC will be managed as a waterfall approach.

7.3 Project roles

Name Substantive Role Project Role
Richard Owen General Manager, Immigration Project Sponsor
risk and Border
9(2)(a) of the OIA Business Owner
9(2)(a) of the OIA System Owner
9(2)(a) of the OIA Programme Manager
9(2)(a) of the OIA Project Manager

7.4 Scope and key deliverables

7.4.1 Scope
In scope Scope exclusions
Update of the Biometric system includes: Update of the Biometric system excludes:
e Upgrade or biometric algorithm and ® In Person Enrolment equipment and
software integration with the BCU solution

e Removal of redundant middleware

e Migration and re-templating of
biometrics

e Simplified support model
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In scope Scope exclusions

e Consolidation of identity populations
e Improved quality of biometric data

Decommission legacy technology.

Change management for internal users and
external stakeholders to ensure that they
have appropriate support to work with the
new system

7.4.2 Indicative project deliverables

Note that the full project plan is still to be developed and will be described in the Implementation

Business Case.

# Key Deliverables

1. An updated system deployed.

Description

An updated system will be delivered as a
‘big-bang’ deployment.

2. Implementation of the updated operating
model to support the updated system.

Change management to ensure the updated
Operating model is adopted by all internal
stakeholders.

3. Decommissioning of old servers

Servers no longer required after the
updated system has been deployed will be

decommissioned.

7.5 Timeline and key milestones

The project has been running since 2019 and is planning to Go Live in October 2024.

Key Milestones

User Acceptance Testing Complete

Date

Pre Production testing Complete

Go Live

29 October 2024

Project closure

31 January 2025

7.6 Change management arrangements

A business impact assessment has been completed and used to develop the change management
plan and approach using the PROSCI change management methodology. Full details of the change
management activities required are in the Change Management Plan.

7.7 Stakeholder Engagement and Communications
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Stakeholder engagement is critical to the customer-focus ethos of the project. Comprehensive
details on the Stakeholder Engagement and Communications approach can be found in the
Stakeholder Analysis and Planning document and in the Engagement and Communications Plan.

The strategy, framework, and plan for dealing with stakeholder engagement and communications
can be summarised as follows:

e |dentification of internal and external stakeholders.

e Assessment of stakeholders’ influence, impact and expectations which determines how to
engage with them and how frequently to engage with them.

e Tracking engagement and updating the analysis as needed.

7.8 Benefits management

The benefits from this project have been identified and captured. The resulting Benefits Map
represents the key ‘benefits themes’:

1) Reduced risk

2) Improved flexibility and scalability
3) Improved quality

4) Improved supportability

A Benefits Realisation Plan has been developed.

7.9 Assurance

The strategy, framework and plan for dealing with assurance is to follow the 3 lines of defence
approach.

1. First line of defence: Project Controls.
These are the day-to-day project management processes and controls used to manage and
monitor risks and performance as well as ensure adherence to agreed standards,
frameworks, policies, processes, and the achievement of objectives.

2. Second line of defence: Project Governance.
In addition to regular reporting to steering groups, the project will be subject to monthly
internal governance oversight.

3. Third line of defence: Project Assurance.
Independent Quality Assurance (IQA) has already taken place to ensure the project approach
is sound and robust, the build is achievable, and risk management practice is effective.
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From: Jivan Grewal

Sent: Monday, 4 March 2024 2:58 PM

To: 9(2)(a) of the OIA

Subject: FW: 3644 Biometric Capability Update (BCU Update.docx [UNCLASSIFIED]
Attachments: 3644 Biometric Capability Update (BCU Update.docx

FYI — I haven’t read. I'll ask®@@>™to test with you guys directly. Should | send him to you or gp@aiteon

Jivan Grewal
9(2)(a) of the OIA

From: 9(2)(a) of the OIA @mbie.govt.nz>

Sent: Monday, March 4, 2024 1:56 PM

To: Jivan Grewal <Jivan.Grewal2 @mbie.govt.nz>

Subject: FW: 3644 Biometric Capability Update (BCU Update.docx [UNCLASSIFIED]
Jivan

We have cut down our document for Cabinet to 9 pages, still more to remove/polish.

Is this the type of thing you had envisaged?

Thanks

9(2)(a) of th

From: 9(2)(a) of the OIA mbie.govt.nz>
Sent: Monday, March 4, 2024 1:47 PM

To:9(2)(a) of the OIA @mbie.govt.nz>

Subject: 3644 Biometric Capability Update (BCU Update.docx [UNCLASSIFIED]
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1 Executive Summary

1.1 Introduction

Biometric information are measurable physical characteristics that are unique to an individual.
Accurate biometrics is a core capability for INZ in an environment where identity fraud, terrorism
and other sources of harm are prevalent and increasingly sophisticated, and where the volume of
identities from applications and border-crossings are expected to exceed pre-COVID-19 pandemic
levels.

The Biometric Capability Update (BCU) project delivers a significant upgrade of Immigration New
Zealand’s (INZ’s) identity management, capture, and matching solution. The updated capability is
crucial to risk mitigation and meeting INZ’s future business needs. It will also assist with expediting
visa application processing, improving the customer experience, and an anticipated reduction in
manual identity resolution.

The project is a multi-year, technically complex project, involving multiple IT systems, products, and
vendors, as well as very large volumes of biometric and biographic data.

The project is needed to improve the level of automated match/no match results of identities by
INZ. This will reduce the level of manual resolution of identities by INZ staff, speeding up visa and
travel authority application processing.

The current system for biometric matching and management engine is out-dated, unnecessarily
complex, inflexible, and no longer deemed fit for purpose for the current, let alone the future, needs
of INZ. 6(c) of the OIA, 6(a) of the OIA

The Biometric Capability Update has been designed to address the business needs by upgrading the
versions of biometric matching and management platforms, rationalising and simplifying the
platform to reduce ongoing cost and improving the flexibility and utility of the system in the process.

The project is not making fundamental changes to the way INZ collects identity data, the type of
data collected or how the data is processed and managed. Core business processes will remain the
same and be undertaken by the same INZ staff in a more efficiently.

The project will deliver:

e A supported and maintainable solution which aligns to the INZ Asset Management Plan.

e Asecure system, addressing concerns which present in the current solution.

e Alignment with INZ’s Future State Reference Architecture, including improved future
flexibility and reduced integration cost.

The main objective of the investment is to deliver a significant upgrade to INZ’s identity
management, capture and matching solution. The BCU project will provide:

Improved match results with an updated biometric matching algorithm and software.
Removal of redundant middleware (Daon).

Remove technical and support complexity.

Provide better quality data and align with the user of the Photo Quality Check service
Onshore support from lead vendor
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e A support model that aligns to INZ’s business needs
e A more flexible solution to enable new business requirements to be met.

6(a) of the OIA, 6(c) of the OIA

1.2 Financial

Funding for this project and for the operational support to update the immigration system was
approved in 2019. This identified funding of $10 million of capital and fifty thousand dollars of
operating funding.

‘During the project, change requests have been approved which have increased the funding to $22
million of capital and $4.4 million of operating funding, with a whole of life cost (WOLC) at $32
million. Additional funding is required to complete the testing and implementation phase of the
project, taking the project to $33.6 million of capital and $8.5 million of operating funding, with a
WOLC cost of $?? miIIionL

One of these change requests was to include the scope of the In Person Enrolment (IPE) project. This
project has since been excluded from the BCU scope and is an independent project being delivered
alongside BCU.

The project has previously presented papers to the Minister of Immigration and Minister of Finance,
along with updates to Treasury and Cabinet to increase the WOLC.

The system update needs to continue to enable the delivery of much needed improvements,
improve data quality, and support outcomes across the wider INZ business units.

The funding required to continue the project is achievable within the fees and levy review taking
place in 2024.

- ’[ Commented [GC1]: This needs to be checked with9(2)@)
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2 Introduction

The Ministry of Business, Innovation and Employment (MBIE) is seeking to continue the update of
the Biometric solution to enable it to be a fit-for-purpose solution.

This business case seeks approval to continue with the Biometric Capability Update project and
approval to additional funding, from INZs fees and levies account to complete the project. This will
allow MBIE to continue with NEC to progress the test and deployment of the updated system.

The purpose of this business case is to:

e confirm the strategic context and fit of the investment;
e confirm the case for change and the need for continued investment;
e present the strategies and plans that will see the successful delivery of the solution,
optimum benefit realisation and return on investment;
e enable decision makers to make informed decisions with respect to providing approval to
commit funds; and
e seek approval from MBIE’s responsible Minister of this business case.
A business case will be presented to MBIE’s governance forums for approval in April 2024. This will
include the detailed plan and costs for the remainder project.

3 Case for change

6(c) of the OIA, 6(a) of the OIA

3.2 High-level business outcomes

The following high-level business outcomes are linked to the delivery updated solution

e A modern, fully supported system, will local resources.

e Improvement in quality of matches services due to an increase in automated matching.
To achieve these high-level outcomes and to meet the changing needs of INZ, this necessitates the
update of the current outdated ICT system with a modern service. The update will deliver the
following benefits:

e A biometric system that can be fully supported and can manage future data volumes (we
have reached out to other M5 countries with a series of questions to understand each of
their own Biometrics capabilities and set up)

e  Reduction in time and cost to implement configuration changes and updates, as the INZ
Identity Services team will be able to make its own changes to these rather than outsourcing
to a vendor.

MAKO XXXXXXXXX 3644 Biometric Capability Update (BCU) Update Page 6 of 8
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e Reduction in the number of identity fraud cases each year
e Reduction in the number of manual identity resolution tasks that need to be completed by
Identity Services staff.

3.2.1 Main benefits
The project Benefits are outlined in the table below.

Benefit# Benefit Type Benefit Name Benefit Description
1 Reduced Risk | Improved Supportability Solution is supported and legacy layers
have been decommissioned.
2 Improved Technology ease and User interface to enable configuration
flexibility and | adaptability to changes changes such as changing the amount of
scalability

resolution work peer reviewed and
changes to matching thresholds.

3 Business risk | Risk reduction Improvements to biometric matching
reduction algorithms increasing automation, and
improvements to biographic matching
rules, will support identity resolvers
seeing the cases they need to look at.

4 Improved Efficiency Improved biometric algorithms will
efficiency reduce the number of manual
resolutions and automation of linking
multiple matches will reduce manual
work.

4 Financial Case

The purpose of the financial dimension of the business case is to demonstrate the affordability and
funding of the preferred option. It summarises the project costs and financial commitments, ongoing
whole of life costs, where this funding will be sourced from and any financial benefits and
efficiencies.

‘During the project, change requests have been approved which have increased the funding to $22
million of capital and $4.4 million of operating funding, with a whole of life cost (WOLC) at $32
million. Additional funding is required to complete the testing and implementation phase of the
project, taking the project to $33.6 million of capital and $8.5 million of operating funding, with a

WOLC cost of $?? miIIionL - ‘[ Commented [GC2]: This needs to be checked with9(2)@)

To complete the project, additional funding is required which will take the whole of life cost over
$35m. The project requires an additional (TBC

4.1 ‘Financial COSting model‘ - {Commenhed [GC3]: To be reviewed bys@)@ e

The breakdown by year of the funding is detailed below:
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Operating
costs (Sm)

Project Costs

| 2019/20

$1,385,585

2020/21 |

$6,022,500
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2021/22

$2,124,309

2022/23

$7,988,189

2023/24

$13,563,940

2024/25

& out
years

Total

$ 42,193,845

Operating
costs

Depreciation

Capital Charge

Total
Operating

Capital

System Build

costs (Sm)

Total Capital

The forecast expenditure of the project (by year) is illustrated in the table below:

(HENIE]

EINETH

Summary

Capital
expenditure

FY 19/20

$1,385,585

FY 20/21

$6,022,500

FY 21/22

$1,691,150

FY 22/23

$7,690,061

FY 23/24

$9,841,816

FY 24/25

$7,047,440

Total

$33,678,552

Operating
expenditure

$0

$0

$433,159

$298,128

$3,722,124

$4,061,882

$8,515,293

Total Project
Delivery
Expenditure

$1,385,585

$6,022,500

$2,124,309

$7,988,189

$13,563,940

$11,109,322

$42,193,845

Ongoing Cost
(Excl.
Depreciation)

Whole of Life
costs (Delivery
Cost + Ongoing
Cost excl.
depreciation)
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From: 9(2)(a) of the OIA

Sent: Wednesday, 6 March 2024 2:37 PM

To: 9(2)(a) of the OIA

Cc: 9(2)(a) of the OIA Jivan Grewal

Subject: RE: BCU Addendum [IN-CONFIDENCE]

Attachments: 3644 Biometric Capability Update (BCU Update) v0.22 (LG).docx
Hp@@ortne«

| can see the hard work that has gone into this, and it is great to see the costs in there. I've edited the document
directly (in tracked-changes) and added in comments so it is hopefully clear what additional work is required.

Content feedback:

¢ There is still no content on the update costs vs benefit analysis of the project as a whole, explicitly taking
into account the additional spend. As the costs have increased, you need to present the updated
comparison of cost-benefit.

® Forthe above | have added in the content required to compare the costs of the status quo vs the BCU, you
need to update the $ figures and updated assumptions behind these. | have used the figures you have
provided to update the cost profile of BCU, the project team needs to provide the updated costs associated
with the status quo — as this includes possible financial penalties from the supplier of breaking the contract.

e | have also added in the content required on setting out the benefits, you need to update the $ figures and
updated assumptions behind these. You don’t need to include all this content, but we should be able to
quantify the benefits to MBIE due to reduction in time and cost of processing.

® There is still no discussion of risk or management from here. This is the second increase in WOLC sought —
Cabinet will need reassurance about what is in place to ensure it doesn’t increase again.

Editorial things:
e | think you should keep the up-front sections to demonstrate the update has been endorsed and signed off
by the appropriate oversight within MBIE. Which links to my final point above.
I’'m free from 4-4.30pm if you’d like to discuss?
Nga mihi,
9(2)(a) of the

Ministry of Business, Innovation & Employment | Hikina Whakatutuki
Email - Tmera: 9(2)(@) of the OIA @ mbie.govt.nz | DDI: (04) 901 4951 | Mobile — Waea Piikoro: 9(2)(a) of the OIA

From:9(2)(a) of the OIA @mbie.govt.nz>
Sent: Wednesday, March 6, 2024 7:52 AM

To:9(2)(a) of the OIA @mbie.govt.nz>
Ccf@@erneon @mbie.govt.nz>

Subject: BCU Addendum
Morning @@erte

I've included a clean copy of the document for your information, we will be looking at making further amendments
this morning.
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Nga mihi,
9(2)
@)

Head of Digital and Programmes — Immigration

Partnerships & Programmes
Digital, Data and Insights

Ministry of Business, Innovation & Employment

9(2)(a) of the OIA @ mbie.govt.nz | Mobile 9(2)(a) ofthe OIA | DDI +64 (4) 901 8327
Level 5, 110 Featherston St, Wellington 6011 | P O Box 1473, Wellington 6140, New

NZBN 9429000106078
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Document Control

Version history

Version  Author Description of change
01/03/2024 0.1 BCU Project Create first draft
Manager
04/03/2024 0.2 BCU Project Amendments to document
Manager

Endorsed by

The following people have endorsed this document:

Name Role Date Signature
Richard Owen General Manager,

Immigration Risk and

Border

Richard Griffiths | Deputy Secretary
Corporate Services,
Finance & Enablement

Alison Deputy Secretary,
McDonald Immigration NZ
Greg Patchell Deputy Secretary,
Digital, Data and
Insights
Reviewed by
The following people have reviewed this document:
Name Role Date Signature
9(2)(a) of the OIA

Aaron Toategese | General Manager
Partnerships &

Programmes
Michael Alp Chief Operations
Officer
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1 Executive Summary

1.1 ‘Introduction[

Biometrics are measurable physical characteristics that are unique to an individual. Accurate
biometrics is a core capability for Immigration New Zealand (INZ) in an environment where identity
fraud, terrorism and other sources of harm are prevalent and increasingly sophisticated, and where
the volume of identities from applications and border-crossings are expected to exceed pre-COVID-
19 pandemic levels.

The Biometric Capability Update (BCU) project delivers a significant upgrade of Immigration New
Zealand’s (INZ’s) identity management, capture, and matching solution. The updated capability is
crucial to risk mitigation, managing identity fraud, minimising harm and meeting INZ’s future
business needs. It will also assist with expediting visa application processing, improving the customer
experience, and an anticipated reduction in manual identity resolution. Identity resolution is a core
component of INZ’s processing of visa and NZeTA travel authority applications, ensuring only bona
fide customers can travel to New Zealand. INZ’s identity holdings are also critical in supporting New
Zealand’s data sharing arrangements with other Migration 5 (M5) countries.

The project is a multi-year, technically complex project, involving multiple IT systems, products, and
vendors, as well as very large volumes of biometric and biographic data.

The project is needed to improve the level and sophistication of automated match/no match results
of identities by INZ. This will improve the overall quality of the matching of identity information for
non-New Zealanders (thereby reducing harm and minimising risk) whilst reducing the level of
manual resolution of identities by INZ staff, speeding up visa and travel authority application
processing to improve the customer experience.

The current system for biometric matching and management engine is out-dated, unnecessarily
complex, inflexible, and no longer deemed fit for purpose for the current, let alone the future, needs
of INZ. 6(c) of the OIA, 6(a) of the OIA

BCU has been designed to address the business needs by upgrading the versions of biometric
matching and management platforms, rationalising and simplifying the platform to reduce ongoing
costs and improving the flexibility and usability of the system in the process.

The project is not making fundamental changes to the way INZ collects identity data, the type of
data collected or how the data is processed and managed. Core business processes will remain the
same and be undertaken by the same INZ staff more efficiently.

The main objective of the investment is to deliver a significant upgrade to INZ’s identity
management, capture and matching solution. The BCU project will provide:

e |mproved match results with an updated biometric matching algorithm and software.
e Removal of redundant middleware.

e Remove technical and support complexity.

®  Provide better quality data

e Onshore support from the lead vendor

e A support model that aligns to INZ’s current and future business needs

MAKO XXXXXXXXX 3644 Biometric Capability Update (BCU) Update Page 4 of 11
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copy+paste.

37



MINISTRY OF BUSINESS,
INNOVATION & EMPLOYMENT
HIKINA WHAKATUTUKI

1.2 Problem and opportunity statement
The following issues have been identified with the current Biometric system:

e The current system is unable to meet capacity, capability and resource demands for new
initiatives or legislative changes.
® 6(a) of the OIA, 6(c) of the OIA

1.3 High-level business outcomes

The following high-level business outcomes are linked to the delivery of the updated solution:

e A modern, fully supported system, with NZ based lead vendor support and maintenance
capability.

e A system that can meet INZ’s future business needs and aligns to INZ’s Striking the Balance
strategy and its vision of being a trusted world-class immigration service.

e Greater efficiencies in processing high volumes of identity resolution work, in time reducing
staffing costs. Improvement in the quality of matching capability due to an increase in
automated matching using a more sophisticated up to date algorithm matching technology.

e Strengthened decision making on visa and NZeTA applications by INZ, as all available data on
applicants is made available to decision makers.

e New Zealand’s economic growth is strengthened through greater confidence in biometric
matching, leading to automated processing and a reduction in processing time for visa and
travel authority applicants (e.g. tourists, international students and skilled labour).

To achieve these high-level outcomes and to meet the changing needs of INZ, this necessitates the
update of the current outdated Biometric system with a modern service. The update will deliver the
following benefits:

e A biometric system that can be fully supported and can manage future data volumes.

e A biometric system that enables INZ to meet current and future expectations from our M5
partners in relation to data sharing arrangements.

e Reduction in time and cost to implement future configuration changes and updates, as the
INZ Identity Services team will be able to make its own changes to these rather than
outsourcing to a vendor.

MAKO XXXXXXXXX 3644 Biometric Capability Update (BCU) Update Page 5 of 11
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e Reduction in the number of identity fraud cases each year and increased ability to minimise
risk and immigration harm.

e Reduction in the number of manual identity resolution tasks that need to be completed by
Identity Services staff.

e Enhanced quality and accuracy of biometric data captured and stored in INZ’s systems.

e Faster visa and NZeTA processing times through enhanced rates of automated resolution of
identities, improving outcomes for customers.

e Reduced risk of identity fraud and/or risk of bad actors being able to travel to New Zealand
(which negatively impact our economy, infrastructure and services, and creates immigration
harm).

e [NZ will be using a biometric algorithm that meets international standards and best practice.

2 Current State

The project has been in progress since August 2019, when the initial Business case was approved to
update the biometric matching and management platforms.

The BCU project is well progressed however project costs and delays have increased due to:

] ‘Unforeseen complexity in the initial scoping and technical challenges which led to significant
configuration changes from the original specifications to ensure that the update can work
within the wider immigration platform.

*  9(2)(b)(ii) of the OIA

e Evolving, and increasingly complex, cyber security standards and requirements the system
needs to meet;

e The Covid-19 pandemic and the associated pivoting of business priorities; and

® |mplementation and testing taking longer than planned due to infrastructure issues and the

number of defects found.t __ -~ 7| Commented [LG2]: Can you set out the alternatives that were
777777777777777777777777777777777777777 considered? We need to show that we have actively managed the
These challenges have now primarily been overcome and project is currently as far forward as it has increase in costs and cansidered other options as well.
ever been.

Testing is now underway in MBIE’s System Integration Testing (SIT) environment and is due to be
completed in May 2024. The project has completed 78% of Priority 1 Test cases and we have started
to address Security testing, which is being run in parallel to ensure any potential security defects are
addressed in a timely manner.

MBIE has planned for the outlying stages of the project, following successful completion of SIT
testing. This will see the project next moving into the User Acceptance Testing phase, where the
system will be thoroughly tested, before transition to pre-production, then production,
environments prior to project Go Live.

The BCU Go Live date is planned for 29 October 2024 and MBIE has sought assurance from all
vendors involved in the project that they can meet this date.

MAKO XXXXXXXXX 3644 Biometric Capability Update (BCU) Update Page 6 of 11
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The project is currently approaching our agreed Joint Minister approval of a Whole of Life Cost of up
to $35 million and we are now looking to gain Cabinet approval on the investment decision for a
whole of life cost up to $40 million, to complete the current Biometrics Capability Upgrade.

3 Financial Case

The project will require capital expenditure of $33.3 million, operating expenditure of $7.3 million,

and includes a ‘52 million contingency in line with projects of a low to medium risk. ‘ 7777777777 -~ | Commented [LG3]: This contingency seems low. The original
Business case had a contingency of 15% - this would be $6 million.

MBIE is required to seek the financial authority of Cabinet to continue with the project as the
current approval of $35 million is likely to be exceeded. To complete the project, the financial
authority needs to be revised Up to a WolLC of $40 million.

Funding for the on-going operating costs and depreciation has been included in the upcoming Fee
and Levy review and can be managed within Immigration New Zealand's baseline and does not
require any Crown funding.

The breakdown by year of the funding is detailed below:

Operating | 2019/20 | 2020/21 | 2021/22 | 2022/23 2023/24 2024/25

costs (Sm) & out years

Project Costs | $1,385,585 |$6,022,500 | $2,124,309 | $7,988,189 | $12,735,953 | $10,355,371 | $40,611,906

Operating 510,000,000 | $10,000,000
costs
Depreciation $33,332,080 | $33,332,080

Capital Charge $69,279 $370,404, 5454,961 $839,464 | $1,319,286 | $5,833,114 | 58,886,510

The forecast expenditure of the project (by year) is illustrated in the table below:

Financial Financial Years
Summary FY 19/20 FY20/21 FY21/22 FY22/23 FY23/24 FY 24/25 Total
Capital
P . $1,385,585 | $6,022,500 | $1,691,150 | $7,690,061 $9,596,432 | $7,946,432 [$33:332:0802L _ — | Commented [LG4]: This seems to have an additional number -
expenditure \
surely you don't mean $300m??
Operating 30 $0 | $433,159 | $298,128 | $3,139,521 | $3,409,018 | $7,279,826
expenditure
MAKO XXXXXXXXX 3644 Biometric Capability Update (BCU) Update Page 7 of 11
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Financial Financial Years

Summary FY 19/20 FY 20 FY 21/22 FY22/23 FY23/24 FY 24/25 Total

Total
Project $10,355,371 | $40,611,906

N $1,385,585 $6,022,500 | $2,124,309 | $7,988,189 | $12,735,953
Delivery

Expenditure

Ongoing $10,000,000 | $10,000,000
Cost (Excl.
Depreciation)
Whole of $39,975,367
Life costs
(Delivery Cost
+Ongoing
Cost excl.
Depreciation,
6% discount
rate)

MBIE is not seeking any additional Crown funding to complete the BCU project. Instead, it seeks
Cabinet endorsement to fund the remainder of the project from immigration fees and levies.

4—

4 Updated costs and benefits

4.1 Overall benefits « - - { Formatted: Indent: Left: -0.02 cm

This is a maintenance project and cost neutral, there will be no tangible financial benefits delivered.
However, this project will deliver benefits to three broad areas: agency, government and economics.

1) Agency benefits

. ‘Reduce risks to New Zealand — The project will facilitate the protection of the border by
enabling high quality decisions and will allow automated decision making. The product will
allow early detection of high-risk applicants and suspected identity fraud. Risks will be
significantly reduced by using the world’s top ranking matching algorithm. INZ will have
assurance of high quality data delivered by an increase in face images used in matching and
a higher quality check of fingerprints.

® Remove complexity - By removing the Daon solution and simplifying the support model.

e Assurance of quality biometrics — Implementation of a biometric matching solution
provided by a Global Tier 1 biometric provider’s COTS tool that provides capability to quality
check and correct fingerprints. This will reduce the number of manual resolutions.

® Encourage reuse and consistency - Allow different channels to use a single biometric
matching service.

MAKO XXXXXXXXX 3644 Biometric Capability Update (BCU) Update Page 8 of 11

Ly



MINISTRY OF BUSINESS,
INNOVATION & EMPLOYMENT
HIKINA WHAKATUTUKI

¢ Simplify technology and improve performance - Consolidation of the biometric populations
and the replacement of the Daon middleware with NEC software, enhances functionality and
simplifies the system and the vendor mix responsible for support.

2) Government benefits
This project will achieve the following benefits for the New Zealand government:

® Reduce the risk of illegal migrants entering New Zealand - By detecting actors at the
application stage, visas will not be issued. The risk to INZ, and cost incurred facilitating

departures is reduced.

® Cross agency initiatives — Provide the path to simplify working with other agencies (e.g. NZ
Customs with the Biometric at the Border) by delivering a single biometric matching service
consumable by different channels.

® Support economic growth of the country — Through greater confidence in biom<é‘m\:}c @
matching, leading to automated processing and a reduction of processin or visa
applicants (e.g. tourists, international students and skilled labour). >

3) Economic benefits
This project is expected to have a positive impact on ongoing cost, @ﬁﬁﬁfed in Ihé@hlﬁtbevlow:

Assumptions as per the notes above:

MAKO XXXXXXXXX 3644 Biometric Capability Update (BCU) Update Page 9 of 11
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Note 1: The Depreciation cost is included for completeness, noting that depreciation is not a cost
saving

9(2)(b)(ii) of the OIA

Note 3: The cost of infrastructure will reduce when the number of IDme servers is reduced from 104
to 40.

Note 4: Efficiency Savings notes and caveats:

e Includes efficiency savings due to not needing to hire 10 FTE’s. This funding has been
transferred from ETA to Identity Services.

® The growth factor has been estimated at 12%. However indications are that this is
conservative when considering the exponential growth that has occurred in face matching
over recent years.

e Assumptions deriving efficiency savings can be found in section: Error! Reference source not

found.Cestassumptionsand-constraints (Page Error! Bookmark not defined.64).

Note 5: The cost of illegal migrants to New Zealand is based on the following:

e “Improved approach to C&E - Quantifying the benefits report - October 2018” estimated a
cost to the New Zealand government of $27,000 each year per-adult in the country illegally.
This is based on the cost to the healthcare, education, judicial and tax systems.

® Based on analysis from the Identity team IDme is failing to detect ~43 dual identity cases per
year. This failure has an estimated cost of $27,000 per adult and costs New Zealand
$1,161,000 per annum.

e There will be a nine-fold reduction® in IDme’s face false negative rate, achieved by upgrading
to new NEC algorithm.

Note that as these savings are to New Zealand, rather than Immigration and therefore the numbers

above have not been included in the financial benefitsJ | Commented [LG5]: This is from the original Business case. It
77777777777777777777777777 \ needs to be updated to reflect current understanding of benefits so
7 ] ] N this can be compared with costs. It can also be simplified as needed
\
4.2 Value for Money Cost Benefit Analysis of the Options D e e s
\
This table has been completed based on a number of assumptions and estimates because of the \\{ Formatted: English (New Zealand) ]
embedded nature of Daon’s solution in the core INZ systems. 9(2)(b)(ii)/of the'OIA Formatted: Indent: Left: 0 cm, Outline numbered + Level: 2
Consegquently, we are presenting an analysis of “Required + Numbering Style: 1, 2, 3, ... + Start at: 1 + Alignment: Left

+ Aligned at: 3 cm + Indent at: 4.02 cm

Maintenance cost of Retaining the Current Solution” against the Recommended Option)

7777777 G ted [LG6]: This is also from the original Business Case
. q . a and needs to included and updated. I've updated the 'recommended
Staths-Quo, Mamtenanse Costs of BCU: Recommended Option L e e o S (e GRSy R S IR,
Retaining Current Solution -\ . Additional context needs to be provided on the cost of the status
\ quo about the penalties that we will incur (i.e. increased costs!) of
Appraisal Period 5 Years ‘5 Years \ \\ not progressing the project at this time.
Appraisal Feriod === _ _ _ _ _ _ ________ == __________ \
(vears) \\\ \ | Commented [LG7]: I've updated this column, based on the
W | information you have provided above.

\\\\{ Formatted Table
\\{ Commented [LG8]: Need you to confirm this is still being used.
{ Formatted: Highlight

1 NIST Nov 18 report: “At FPIR = 0.01, the best improvement over NEC in 2014 is a nine-fold
reduction in FNIR using the Microsoft 4 algorithm”)

U )
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Status Quo: Maintenance Costs of [BCU: Recommended Option\ -~ | Commented [LG7]: I've updated this column, based on the
Retainin_g Current Solution - information you have provided above.

- ‘[ Formatted Table

) J UL

Capital Costs 9(2)(b)(ii) of theotA L L — ‘[ Formatted: Highlight
|

Operating Costs | f@®@@prte s e N - { Formatted: Highlight

Ongoing Cost $12,137,637 (excluding Depreciation) | $10,000,000 (excluding Depreciation) - { Formatted: Highlight
|

Whole of life $25,623,020 ‘5_50 611,906 _ — -| Commented [LG9]: Note that this is not just 'whole of life

costs (Project | 0 f\\\ project costs' but whole of life including Project Delivery Capex +

. N Opex + Ongoing Cost

Delivery Capex + NN

Opex + Ongoing \\\{ Formatted: Highlight ]

Cost { Formatted: Not Highlight )
|

5 Ris kS « | Commented [LG10]: This section provides the opportunity to
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, >\/ set out (1) how risks may be accounted for in future if this funding is

\ approved and (2) the risk of not progressing with BCU.
\

o NN\ AN N
N { Formatted: Heading 1 (not TOC) ]
AN
\\\[ Formatted: English (New Zealand) ]
Formatted: Space Before: 2 pt, After: 8 pt, Line spacing: At
least 13 pt
MAKO XXXXXXXXX 3644 Biometric Capability Update (BCU) Update Page 11 of 11

44



13.4

From: 9(2)(a) of the OIA

Sent: Wednesday, 6 March 2024 6:13 PM

To: Alison McDonald; Richard Griffiths; Greg Patchell; Richard Owen
Cc: Aaron Toatelegese; 9(2)(a) of the OIA

Subject: BCU Addendum - Working Draft

Attachments: 3644 Biometric Capability Update (BCU Update) 20240306.docx
Follow Up Flag: Follow up

Flag Status: Completed

All

Please find attached a working draft of the BCU Addendum that we will be looking to submit with the Fees and Levy
Cabinet paper. This addendum has taken on valuable policy feedback and will still require an agreement on the
allocation of finances.

We now require your feedback, so that we can start to finalise the addendum as soon as possible. We aiming to
submit this by midday.

Nga mihi,

9(2)(a) of

9(2)(a)
Head of Digital and Programmes — Immigration

Partnerships & Programmes
Digital, Data and Insights

Ministry of Business, Innovation & Employment

9(2)(a) of the OIA @ mbie.govt.nz | Mobile9(2)(a) ofthe OIA | DDI +64 (4) 901 8327
Level 5, 110 Featherston St, Wellington 6011 | P O Box 1473, Wellington 6140, New

NZBN 9429000106078
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1 Executive Summary

1.1 Introduction

Biometrics are measurable physical characteristics that are unique to an individual. Accurate
biometrics is a core capability for Immigration New Zealand (INZ) in an environment where identity
fraud, terrorism and other sources of harm are prevalent and increasingly sophisticated, and where
the volume of identities from applications and border-crossings are expected to exceed pre-COVID-
19 pandemic levels.

The Biometric Capability Update (BCU) project delivers a significant upgrade of Immigration New
Zealand’s (INZ’s) identity management, capture, and matching solution. The updated capability is
crucial to risk mitigation, managing identity fraud, minimising harm and meeting INZ’s future
business needs. It will also assist with expediting visa application processing, improving the customer
experience, and an anticipated reduction in manual identity resolution. Identity resolution is a core
component of INZ’'s processing of visa and NZeTA travel authority applications, ensuring only bona
fide customers can travel to New Zealand. INZ’s identity holdings are also critical in supporting New
Zealand’s data sharing arrangements with other Migration 5 (M5) countries.

The project is a multi-year, technically complex project, involving multiple IT systems, products, and
vendors, as well as very large volumes of biometric and biographic data.

The project is needed to improve the level and sophistication of automated match/no match results
of identities by INZ. This will improve the overall quality of the matching of identity information for
non-New Zealanders (thereby reducing harm and minimising risk) whilst reducing the level of
manual resolution of identities by INZ staff, speeding up visa and travel authority application
processing to improve the customer experience.

The current system for biometric matching and management engine is out-dated, unnecessarily
complex, inflexible, and no longer deemed fit for purpose for the current, let alone the future, needs
of INZ. 6(c) of the OIA, 6(a) of the OIA

BCU has been designed to address the business needs by upgrading the versions of biometric
matching and management platforms, rationalising and simplifying the platform to reduce ongoing
costs and improving the flexibility and usability of the system in the process.

The project is not making fundamental changes to the way INZ collects identity data, the type of
data collected or how the data is processed and managed. Core business processes will remain the
same and be undertaken by the same INZ staff more efficiently.

The main objective of the investment is to deliver a significant upgrade to INZ’s identity
management, capture and matching solution. The BCU project will provide:

* |Improved match results with an updated biometric matching algorithm and software.
e Removal of redundant middleware.

e Remove technical and support complexity.

® Provide better quality data

®  Onshore support from the lead vendor

e Asupport model that aligns to INZ's current and future business needs

3644 Biometric Capability Update (BCU) Update Page 4 of 11
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1.2 Problem and opportunity statement

The following issues have been identified with the current Biometric system:

e The current system is unable to meet capacity, capability and resource demands for new
initiatives or legislative changes.
® 6(a) of the OIA, 6(c) of the OIA

&L R
PASOIN (DA

investment, operating expenditure, and Whole of Life Costs (WoLC). This also include the funding

(9
Y (7
The original Business Case and subsequent Change Req\\§§ts a?pr()ved the following capital

required to complete the project (in gre(ip S
Document Opex Total Project Project Cost
Costs Increase

Aug 2019 Business%@se $1®6m $0.05m $10.51m $19.49m
May 2020 CR} N \‘§712.21m $0.05m $12.25m $1.75m $22.83m
Jul 2020 CRE/ $17.08m $0.05m $17.12m $4.87m $30.75m
July 2021 CR3 $22.15m $0.05m $22.20m $5.08m $30.42m
Aug 2022 CR4 $21.29m S4.71m $26.0m $31.93m $31.93m
Jun 2023 CR5 $21.9m $4.34m $26.13m $31.95m $31.95m
April 2024 CR6 $33.33m $7.28m $40.61m $8.66m $39.98m

BCU is upgrading the current Identity System which went into production in 2016, which had a
capital cost $53m ($67m inflation adjusted) vs $33m for the replacement solution. The current
system is starting to attract extended support costs and the focus is moving from improving the
overall Identity System to keeping an aging system operating.
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1.3 High-level business outcomes

The following high-level business outcomes are linked to the delivery of the updated solution:

e A modern, fully supported system, with NZ based lead vendor support and maintenance
capability.

® A system that can meet INZ’s future business needs and aligns to INZ’s “Striking the Balance”
strategy and its vision of being a trusted world-class immigration service.

® Greater efficiencies in processing high volumes of identity resolution work, in time reducing
staffing costs.

®* |Improvement in the quality of matching capability due to an increase in automated matching
using a more sophisticated up to date algorithm matching technology.

e The target is a reduction of 5 to 10 Full Time Employees (FTE), a saving of between $2.5 -S5
million over 5 years. This is based on the assumption that Identity Resolution volumes remain
static or reduce in comparison to the baseline of 2024 volumes.

® Strengthened decision making on visa and New Zealand Electronic Travel Authority (NZeTA)
applications by INZ, as all available data on applicants is made available to decision makers.

® Theimplementation of the updated system will allow INZ to see a reduction in legacy platform
risks and a reduction in costs associated with the upkeep of older systems.

® New Zealand’s economic growth is strengthened through greater confidence in biometric
matching, leading to automated processing and a reduction in processing time for visa and
travel authority applicants (e.g. tourists, international students and skilled labour).

To achieve these high-level outcomes and to meet the changing needs of INZ, the outdated
Biometric system needs to be updated with a modern service. This will deliver the following benefits:

® A biometric system that can be fully supported and can manage future data volumes.

® A biometric system that enables INZ to meet current and future expectations from our M5
partners in relation to data sharing arrangements.

e Reduction in time and cost to implement future configuration changes and updates, as the
INZ Identity Services team will be able to make its own changes to these rather than
outsourcing to a vendor.

e Reduction in the number of identity fraud cases each year and increased ability to minimise
risk and immigration harm.

e Reduction in the number of manual identity resolution tasks that need to be completed by
Identity Services staff.

e Enhanced quality and accuracy of biometric data captured and stored in INZ’'s systems.

e Faster visa and NZeTA processing times through enhanced rates of automated resolution of
identities, improving outcomes for customers.

e Reduced risk of identity fraud and/or risk of bad actors being able to travel to New Zealand
(which negatively impact our economy, infrastructure and services, and creates immigration
harm).

e |NZ will be using a biometric algorithm that meets international standards and best practice.

2 Current State

The project has been in progress since August 2019, when the initial Business case was approved to
update the biometric matching and management platforms.
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The BCU project is well progressed however project costs and delays have increased due to the
following:

e Unforeseen complexity in the initial scoping and technical challenges which led to significant
configuration changes from the original specifications to ensure that the update can work
within the wider immigration platform.

*  9(2)(b)(ii) of the OIA

® Cybersecurity guidelines have evolved over the term of the project and MBIE has had to adapt
the solution to meet these new standards, requiring additional time and funding.

e The Covid-19 pandemic delayed the project as MBIE had to pivot on its business priorities; and

* Implementation and testing activities taking longer than planned due to infrastructure issues
and the number of defects found.

These challenges are being overcome and has progressed significantly.

During the project, alternatives to the current delivery have been considered and discounted. These
included:

1. Stopping the project and continuing with the current solution — this was not a feasible option
as the current 6(c) of the OIA, 6(a) of the OIA

2. Stopping the project and establishing a new project to upgrade only the algorithm of the
current solution — this was not feasible as it only partially meets the requirements and does
not align to INZs future roadmap and strategy. It would also result in sunk costs and additional
funding being sought to establish the new project.

Testing is now underway in MBIE’s System Integration Testing (SIT) environment and is due to be
completed in May 2024 before commencing User Acceptance Testing (UAT). The project has
completed 78% of Priority 1 Test cases and we have started to address Security testing, which is
being run in parallel to ensure any potential security defects are addressed in a timely manner. This
will allow us to transition from SIT to UAT, pre-production, then production, prior to project Go Live.

The BCU Go Live date is planned for 29 October 2024 and MBIE has sought assurance from all
vendors involved in the project that they can meet this date subject to the successful completion of
SIT and UAT testing.

2.1 Project assurance

The project has the following governance arrangements in place:

® A Project Steering Group (PSG) which meet weekly; and
e A Delivery Governance Board (DGB) which meets monthly.

The members of the PSG include:
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Substantive Role Project Role

General Manager, Immigration risk and

Richard Owen Project Sponsor

Border
9(2)(a) of the OIA Business Sponsor
Michael Alp Chief Operating officer Commercial Oversight
9(2)(a) of the OIA Lead Vendor representative

9(2)(a) of the OIA Programme Manager

In addition, all governance documentation is subject to the standard MBIE g&mance processes.

The DGB governs all projects and programmes that areg:C the approved investment plan. The board
is governed by Senior Leaders and chaired by a Deput\S re%q« rom within MBIE.

The project has undertaken three Independent\%%uality Assi@a\gce (IQA) reviews, the last one in
September 2023. The latest IQA ensured the ect approach was sound and robust, the build is
achievable, and the risk management practice is ef

3 Financial Case @

The project will require cap?Mendﬂure of $33.33 million, operating expenditure of $7.28 million,
and includes a $3 mtIh@contmgency in line with projects of a low to medium risk.

MBIE is required to seek the financial authority of Cabinet to continue with the project as the
current approval of $35 million WolLC is likely to be exceeded. To complete the project, the financial
authority needs to be revised up to a WoLC of $40 million.

Funding for the on-going operating costs and depreciation has been included in the upcoming Fee
and Levy review and can be managed within Immigration New Zealand's baseline and does not
require any Crown funding.

The breakdown by year of the funding is detailed below:

Operating 2019/20 | 2020/21 2021/22 2022/23 2023/24 2024/25

costs (Sm) & out years

| T D D .
Project Costs |$1,385,585 |$6,022,500 |$2,124,3o9 | $7,988,189 |$12,735,953 |$1o,355,371 |$40.611.906
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Operating 2019/20 | 2020/21 2021/22 2022/23 2023/24 2024/25

costs (Sm) & out years
Operating $10,000,000 $10,000,000
costs
Depreciation $33,332,080 | $33,332,080
Capital Charge $69,279 $370,404 $454,961 $839,464 $1,319,286 $5,833,114 $8,886,510

The forecast expenditure of the project (by year) is illustrated in the table below:

HNELTE]
Summary

Financial Years

Capital
expenditure

FY 19/20

$1,385,585

FY 20/21

$6,022,500

FY 21/22

$1,691,150

FY 22/23

$7,690,061

FY 23/24

$9,596,432

FY 24/25

@946,432

$33,332,080

Operating
expenditure

S0

S0

$433,159

,$%8,128

$3,139,521

$3,409,018

$7,279,826

Total
Project
Delivery
Expenditure

$1,385,585

$6,022,500

$2,124,309
5.}

$7,988,189

N

o

1$12,735,953

$10,355,371

$40,611,906

Ongoing
Cost (Excl.
Depreciation)

&

%

$10,000,000

$10,000,000

Whole of
Life costs
(Delivery Cost
+ Ongoing
Cost excl.
Depreciation,
6% discount
rate)

S

A

v

9\5

N\

$39,975,367

Financial risks on any potential out year costs are being managed through agreed commercial
arrangements with the lead vendor, so future costs are well understood and pre-determined.

MBIE is not seeking any additional Crown funding to complete the BCU project. Instead, it seeks
Cabinet endorsement to fund the remainder of the project from immigration fees and levies.

4 Updated costs and benefits

4.1 Overall benefits

The project will deliver benefits to two broad areas: agency and government.

Agency benefits
® Reduce risks to New Zealand — The project will facilitate the protection of the border by
enabling high quality decisions and will allow automated decision making. The product will

3644 Biometric Capability Update (BCU) Update
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allow early detection of high-risk applicants and suspected identity fraud. Risks will be
significantly reduced by using the world’s top ranking matching algorithm. INZ will have
assurance of high-quality data delivered by an increase in face images used in matching and a
higher quality check of fingerprints.

* Remove complexity - By simplifying the support model.

® Assurance of quality biometrics — Implementation of a biometric matching solution provided
by a Global Tier 1 biometric provider to provide capability to quality check and correct
fingerprints. This will reduce the number of manual resolutions.

* Encourage reuse and consistency - Allow different channels to use a single biometric
matching service.

¢ Simplify technology and improve performance - Consolidation of the biometric populations
and the replacement of the middleware with NEC software, enhances functionality and
simplifies the system and the vendor mix responsible for support.

Government benefits
This project will achieve the following benefits for the New Zealand government:

e Reduce the risk of illegal migrants entering New Zealand - By detecting actors at the
application stage, visas will not be issued. The risk to INZ, and cost incurred facilitating
departures is reduced.

® Cross agency initiatives — Provide the path to simplify working with other agencies (e.g. NZ
Customs with the Biometric at the Border) by delivering a single biometric matching service
consumable by different channels.

e Support economic growth of the country — Through greater confidence in biometric
matching, leading to automated processing and a reduction of processing time for visa
applicants (e.g. tourists, international students and skilled labour).

4.2 Value for Money Cost Benefit Analysis

This table has been completed based on several assumptions and estimates because of the
embedded nature of middleware solution in the core INZ systems. Engagement with Middleware
vendor to derive a cost breakdown was unsuccessful in 2019 when the cost benefit was
documented. Consequently, we are presenting an analysis of “Required Maintenance cost of
Retaining the Current Solution” against the Recommended Option.

Status Quo: Maintenance Costs of BCU: Continue with Project

Retaining Current Solution

- 9(2)(b)(if) of the OIA

Project Operating Costs

Ongoing Cost $12,137,637 / year (FY23/24) $14,373,151 / year

($2 million incremental)

3644 Biometric Capability Update (BCU) Update Page 10 of 11
55



MINISTRY OF BUSINESS,
INNOVATION & EMPLOYMENT
HTKINA WHAKATUTUKI

Status Quo: Maintenance Costs of BCU: Continue with Project

Retaining Current Solution

Whole of life costs (Project | >S50 million $39,975,367
Delivery Capex + Opex +
Ongoing Cost)

5 Risks

The approval to continue funding the BCU project would reduce INZ’s current risk profile as the new system
would be resilient, fully supported, manage future data volumes, and use a more up to date biometric
algorithm.

INZ would see a reduction in time and cost to implement future configuration changes. INZ will be able to
undertake some configuration changes in house, therefore being able to react quickly to legislative changes.

INZ would see a reduction in the number of identity fraud cases each year and the increased ability to
minimise risk and immigration harm. INZ will see faster visa and NZeTA processing times through enhanced
rates of automated resolution of identities, improving outcomes for customers.

If the BCU project is not progressed, INZ would need to continueﬁggying with the current legacy platforms,
6(c) of the OIA, 6(a) of the OIA /)<<\\ ~ QNN INZ would be unable to meet any new
N\ R 73 .
legislation requirements, as well as any changes required to current and future business needs.
o

6(a) of the OIA, 6(c) of the OIA <(9/\j/(\> A\\\Vi - with an increase in
support and maintenance costs. This will lead to a greater reliance on manual resolution of identities (meaning
reliance on staff) and no eﬁﬁxgiency gains. It would result in visa/NZeTA processing times taking longer and a
decrease in customer satisfaction.

. >
Closing the project will result in sunk costs of approximately $25+ million dollars, leaving INZ no further ahead
than when the project started in 2019.

A
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From: 9(2)(a) of the OIA

Sent: Thursday, 7 March 2024 1:27 PM

To: 9(2)(a) of the OIA

Cc: 9(2)(a) of the OIA Jivan Grewal; Richard Owen; 9(2)(a) of the OIA; 9(2)(@) of the OIA
Subject: 3644 Biometric Capability Update (BCU Update) for Cabinet 20240306.docx
Attachments: 3644 Biometric Capability Update (BCU Update) for Cabinet 20240306.docx
Follow Up Flag: Follow up

Flag Status: Completed

H i 9(2)(a) of the ©

Thank you for your feedback on the paper and the time you provided yesterday to provide clarity.

Attached is an updated BCU paper - this incorporates your feedback along with comments received from Richard
Griffiths this morning.

| understand the paper is still being reviewed by others from the LT but thought | would provide the most recent
copy in case it is required.

Please let me know if there is anything else needed and | will let you know if any other changes have been requested
after we have heard back from others.

Thanks

9(2)(@) of the

9(2)(a) of the OIA

PROJECT MANAGER

Project Capability, Partnership & Programmes, Digital, Data & Insights
Ministry of Business, Innovation & Employment, Hikina Whakatutuki
Phone: 9(2)(a) of the OIA
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1 Executive Summary

1.1 Introduction

Biometrics are measurable physical characteristics that are unique to an individual. Accurate
biometrics is a core capability for Immigration New Zealand (INZ) in an environment where identity
fraud, terrorism and other sources of harm are prevalent and increasingly sophisticated, and where
the volume of identities from applications and border-crossings are expected to exceed pre-COVID-
19 pandemic levels.

The Biometric Capability Update (BCU) project delivers a significant upgrade of Immigration New
Zealand’s (INZ’s) identity management, capture, and matching solution. The updated capability is
crucial to risk mitigation, managing identity fraud, minimising harm and meeting INZ’s future
business needs. It will also assist with expediting visa application processing, improving the customer
experience, and an anticipated reduction in manual identity resolution. Identity resolution is a core
component of INZ’'s processing of visa and NZeTA travel authority applications, ensuring only bona
fide customers can travel to New Zealand. INZ’s identity holdings are also critical in supporting New
Zealand’s data sharing arrangements with other Migration 5 (M5) countries.

The project is a multi-year, technically complex project, involving multiple IT systems, products, and
vendors, as well as very large volumes of biometric and biographic data.

The project is needed to improve the level and sophistication of automated match/no match results
of identities by INZ. This will improve the overall quality of the matching of identity information for
non-New Zealanders (thereby reducing harm and minimising risk) whilst reducing the level of
manual resolution of identities by INZ staff, speeding up visa and travel authority application
processing to improve the customer experience.

The current system for biometric matching and management engine is out-dated, unnecessarily
complex, inflexible, and no longer deemed fit for purpose for the current, let alone the future, needs
of INZ. 6(c) of the OIA, 6(a) of the OIA

BCU has been designed to address the business needs by upgrading the versions of biometric
matching and management platforms, rationalising and simplifying the platform to reduce ongoing
costs and improving the flexibility and usability of the system in the process.

The project is not making fundamental changes to the way INZ collects identity data, the type of
data collected or how the data is processed and managed. Core business processes will remain the
same and be undertaken by the same INZ staff more efficiently.

The main objective of the investment is to deliver a significant upgrade to INZ’s identity
management, capture and matching solution. The BCU project will provide:

® |mproved match results with an updated biometric matching algorithm and software.
e Removal of redundant middleware.

e Remove technical and support complexity.

® Provide better quality data

®  Onshore support from the lead vendor

® Asupport model that aligns to INZ’s current and future business needs
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1.2 Problem and opportunity statement

The following issues have been identified with the current Biometric system:

e The current system is unable to meet capacity, capability and resource demands for new
initiatives or legislative changes.

* 6(a)ofthe OIA, 6(c) of theOlA
|
I

. |

. |

.

.

[ |

The original Business Case and subse ange Reque proved the following capital
investment, operating expenditure, an ife Costs ). This also include the funding

required to complete the project (in gre
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Document Capex

Opex

Total

Project
Costs

Project
Cost
Increase

Comments

Aug Business [$10.46m| $0.05m |$10.51m $19.49m |Original Business Case
2019 Case
$12.21m| $0.05m |$12.25m| $1.75m | $22.83m [Change in scope, budget
May and duration. Photo
2020 quality checker was
added to scope.
$17.08m| $0.05m |$17.12m| $4.87m | $30.75m [Change in scope,
1l benefits, budget and
CR2 duration. In Person
2020 . .
enrolment integration
@ added to scope
$22.15m | $0.05m [$22.20m Wm %;0.42m Change in scope,
July o benefits, budget and
CR3 .
2021 N N duration due to Increase
\/ in technical complexity
2
$21.29m | $4.71m O$2 éOm §1.93m $31.93m |Change in benefits,
x budget and duration as
Aug :
CR4 lead vendor was not
2022 c | ;
\S @ going to meet one of
o their critical milestones
<%1.9m S$4.34m |$26.13m| $31.95m | $31.95m |Change in benefits,
Jun ) budget and duration as
CR5 Data Migration had
2023
taken longer than
planned.
$33.33m| $7.28m [S40.61m| $8.66m | $39.98m |Change in benefits,
budget and duration
April CR6 due to the number of
2024 defects found and

infrastructure issues
slowing the project.

BCU is upgrading the current Identity System which went into production in 2016, which had a
capital cost $53m ($67m inflation adjusted) vs $33m for the replacement solution. The current
system is starting to attract extended support costs and the focus is moving from improving the
overall Identity System to keeping an aging system operating.
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1.3 High-level business outcomes

The following high-level business outcomes are linked to the delivery of the updated solution:

e A modern, fully supported system, with NZ based lead vendor support and maintenance
capability.

e Asystem that can meet INZ’s future business needs and aligns to INZ’s “Striking the Balance”
strategy and its vision of being a trusted world-class immigration service.

® Greater efficiencies in processing high volumes of identity resolution work, in time reducing
staffing costs.

® Improvement in the quality of matching capability due to an increase in automated matching
using a more sophisticated up to date algorithm matching technology.

e The target is a reduction of 5 to 10 Full Time Employees (FTE), a saving of between $2.5 -$5
million over 5 years. This is based on the assumption that Identity Resolution volumes remain
static or reduce in comparison to the baseline of 2024 volumes.

e Strengthened decision making on visa and New Zealand Electronic Travel Authority (NZeTA)
applications by INZ, as all available data on applicants is made available to decision makers.

® The implementation of the updated system will allow INZ to see a reduction in legacy platform
risks and a reduction in costs associated with the upkeep of older systems.

®* New Zealand’s economic growth is strengthened through greater confidence in biometric
matching, leading to automated processing and a reduction in processing time for visa and travel
authority applicants (e.g. tourists, international students and skilled labour).

To achieve these high-level outcomes and to meet the changing needs of INZ, the outdated

Biometric system needs to be updated with a modern service. This will deliver the following benefits:

® A biometric system that can be fully supported and can manage future data volumes.

® A biometric system that enables INZ to meet current and future expectations from our M5
partners in relation to data sharing arrangements.

e Reduction in time and cost to implement future configuration changes and updates, as the INZ
Identity Services team will be able to make its own changes to these rather than outsourcing to a
vendor.

e Reduction in the number of identity fraud cases each year and increased ability to minimise risk
and immigration harm.

e Reduction in the number of manual identity resolution tasks that need to be completed by
Identity Services staff.

® Enhanced quality and accuracy of biometric data captured and stored in INZ’s systems.

e Faster visa and NZeTA processing times through enhanced rates of automated resolution of
identities, improving outcomes for customers.

e Reduced risk of identity fraud and/or risk of bad actors being able to travel to New Zealand
(which negatively impact our economy, infrastructure and services, and creates immigration
harm).

e |INZ will be using a biometric algorithm that meets international standards and best practice.

2 Current State

The project has been in progress since August 2019, when the initial Business case was approved to
update the biometric matching and management platforms.
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The BCU project is well progressed however project costs and delays have increased due to the
following:

e Unforeseen complexity in the initial scoping and technical challenges which led to significant
configuration changes from the original specifications to ensure that the update can work within
the wider immigration platform.

*  9(2)(b)(ii) of the OIA

® Cyber security guidelines have evolved over the term of the project and MBIE has had to adapt
the solution to meet these new standards, requiring additional time and funding.

e The Covid-19 pandemic delayed the project as MBIE had to reprioritise resources on its; and

* Implementation and testing activities taking longer than planned due to infrastructure issues
and the number of defects found.

These challenges are being overcome and has progressed significantly.

During the project, alternatives to the current delivery have been considered and discounted. These
included:

1. Stopping the project and continuing with the current solution — this was not a feasible
option as the current 6(c) of the OIA, 6(a) of the OIA

2. Stopping the project and establishing a new project to upgrade only the algorithm of the
current solution — this was not feasible as it only partially meets the requirements and does
not align to INZs future roadmap and strategy. It would also result in sunk costs and
additional funding being sought to establish the new project.

Testing is now underway in MBIE’s System Integration Testing (SIT) environment and is due to be
completed in May 2024 before commencing User Acceptance Testing (UAT). The project has
completed 78% of Priority 1 Test cases and we have started to address Security testing, which is
being run in parallel to ensure any potential security defects are addressed in a timely manner. This
will allow us to transition from SIT to UAT, pre-production, then production, prior to project Go Live.

The BCU Go Live date is planned for 29 October 2024 and MBIE has sought assurance from all
vendors involved in the project that they can meet this date subject to the successful completion of
SIT and UAT testing.

2.1 Project assurance

The project has the following governance arrangements in place:

e A Project Steering Group (PSG) which meet weekly; and
e A Delivery Governance Board (DGB) which meets monthly.

The members of the PSG include:
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Substantive Role Project Role

General Manager, Immigration risk and

Richard Owen Project Sponsor

Border
9(2)(a) of the OIA Business Sponsor
Michael Alp Chief Operating officer Commercial Oversight
9(2)(a) of the OIA Lead Vendor representative

9(2)(a) of the OIA Programme Manager

In addition, all governance documentation is subject to the standard MBIE gg&gmance processes.

The DGB governs all projects and programmes that aregg%the approved investment plan. The board
is governed by Senior Leaders and chaired by a Deputﬁ retzgy rom within MBIE.

The project has undertaken three Independent\%%uality Assﬁi%nce (IQA) reviews, the last one in
September 2023. The latest IQA ensured the project approach was sound and robust, the build is
achievable, and the risk management practice is effective. The project has implemented the IQA
recommendations and continuz@ooks for o%ortunities to improve.

3 Financial Ca}E &
N

The project will require capital expenditure of $33.33 million, operating expenditure of $7.28 million,
and includes a $3 million contingency in line with projects of a low to medium risk.

MBIE is required to seek the financial authority of Cabinet to continue with the project as the
current approval of $35 million WolLC is likely to be exceeded. To complete the project, the financial
authority needs to be revised up to a WolLC of $40 million.

Funding for the on-going operating costs and depreciation has been included in the upcoming Fee
and Levy review and can be managed within Immigration New Zealand's baseline and does not
require any Crown funding.

The breakdown by year of the funding is detailed below:

Operating 2019/20 | 2020/21 2021/22 2022/23 2023/24 2024/25

costs (Sm) & out years

| T D D .
Project Costs |$1,385,585 |$6,022,500 |$2,124,3o9 | $7,988,189 |$12,735,953 |$1o,355,371 |$40.611.906
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Operating 2019/20 2020/21 2021/22 2022/23 2023/24 2024/25
costs (Sm)

& out years
Operating $10,000,000 $10,000,000
costs
Depreciation $33,332,080 | $33,332,080

Capital Charge $69,279 $370,404|  $454,961 $839,464 $1,319,286 $5,833,114 $8,886,510

The forecast expenditure of the project (by year) is illustrated in the table below:

HNELTE] Financial Years

Summary FY19/20 FY20/21 FY21/22 FY22/23 FY23/24 FY 24/25

Capital
expenditure

$1,385,585 | $6,022,500 | $1,691,150 | $7,690,061 $9,596,432 @7,946,432 $33,332,080
.

Operating

. S0 S0 $433,159 $298,128 $3,139,521 $3,409,018 $7,279,826
expenditure .

Total o
Project

Delivery
Expenditure 3 \ N

$1,385,585 | $6,022,500 | $2,124, 309 $7,988,189 | $12,735,953 | $10,355,371 $40,611,906

Ongoing Q0 $10,000,000 | $10,000,000
Cost (Excl. @ \&g

Depreciation)

Whole of A S $39,975,367
Life costs A

Delivery Cost
(: y Q/)% 4
+ Ongoing

Cost excl. (
Depreciation, Qj
6% discount
rate)

Financial risks on any potential out year costs are being managed through agreed commercial
arrangements with the lead vendor, so future costs are well understood and pre-determined.

MBIE is not seeking any additional Crown funding to complete the BCU project. Instead, it seeks
Cabinet endorsement to fund the remainder of the project from immigration fees and levies.

4 Updated costs and benefits

4.1 Overall benefits

The project will deliver benefits to two broad areas: agency and government.

Agency benefits
® Reduce risks to New Zealand — The project will facilitate the protection of the border by
enabling high quality decisions and will allow automated decision making. The product will allow
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early detection of high-risk applicants and suspected identity fraud. Risks will be significantly
reduced by using the world’s top ranking matching algorithm. INZ will have assurance of high-
quality data delivered by an increase in face images used in matching and a higher quality check
of fingerprints.

* Remove complexity - By simplifying the support model.

® Assurance of quality biometrics — Implementation of a biometric matching solution provided by
a Global Tier 1 biometric provider to provide capability to quality check and correct fingerprints.
This will reduce the number of manual resolutions.

* Encourage reuse and consistency - Allow different channels to use a single biometric matching
service.

¢ Simplify technology and improve performance - Consolidation of the biometric populations and
the replacement of the middleware with NEC software, enhances functionality and simplifies the
system and the vendor mix responsible for support.

Government benefits
This project will achieve the following benefits for the New Zealand government:

® Reduce the risk of illegal migrants entering New Zealand - By detecting actors at the
application stage, visas will not be issued. The risk to INZ, and cost incurred facilitating
departures is reduced.

® (Cross agency initiatives — Provide the path to simplify working with other agencies (e.g. NZ
Customs with the Biometric at the Border) by delivering a single biometric matching service
consumable by different channels.

e  Support economic growth of the country — Through greater confidence in biometric
matching, leading to automated processing and a reduction of processing time for visa
applicants (e.g. tourists, international students and skilled labour).

4.2 Value for Money Cost Benefit Analysis

This table has been completed based on several assumptions and estimates because of the
embedded nature of middleware solution in the core INZ systems. Engagement with Middleware
vendor to derive a cost breakdown was unsuccessful in 2019 when the cost benefit was
documented. Consequently, we are presenting an analysis of “Required Maintenance cost of
Retaining the Current Solution” against the Recommended Option.

Status Quo: Maintenance Costs of BCU: Continue with Project

Retaining Current Solution

s Q(2)(D)(11) of the OIA

Project Operating Costs

Ongoing Cost $12,137,637 / year (FY23/24) $14,373,151 / year

($2 million incremental)
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Status Quo: Maintenance Costs of BCU: Continue with Project

Retaining Current Solution

Whole of life costs (Project | >S50 million $39,975,367
Delivery Capex + Opex +
Ongoing Cost)

5 Risks

The approval to continue funding the BCU project would reduce INZ’s current risk profile as the new system
would be resilient, fully supported, manage future data volumes, and use a more up to date biometric
algorithm.

INZ would see a reduction in time and cost to implement future configuration changes. INZ will be able to
undertake some configuration changes in house, therefore being able to react qwckly to legislative changes.

INZ would see a reduction in the number of identity fraud cases each year and the mi:réased ability to
minimise risk and immigration harm. INZ will see faster visa and NZeTA processmg times through enhanced
rates of automated resolution of identities, improving outcomes for cu§tomers

If the BCU project is not progressed, INZ would nee;d to continue wprklng with the current legacy platforms,
6(c) of the OIA, 6(a) of the OIA /><<\\ & N\\W INZ would be unable to meet any new
legislation requirements, as well as any changbsfeqwred“m current and future business needs.

6(c) of the OIA, 6(a) of the OIA <(? \V A\\\i - with an increase in
support and maintenance costs. This will lead to a greater reliance on manual resolution of identities (meaning
reliance on staff) and no eﬁﬁleency gains. It would result in visa/NZeTA processing times taking longer and a
decrease in customer satlsfaﬁtlon

i

than when the project stétrted in 2019.

N
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13.6

From: Alison McDonald <Alison.McDonald3@mbie.govt.nz>

Sent: Monday, March 18, 2024 8:29 AM

To:9(2)(a) of the OIA @mbie.govt.nz>; Michael Alp <Michael.Alp@mbie.govt.nz>; Richard Owen
<Richard.Owen@mbie.govt.nz>; Richard Griffiths <Richard.Griffiths@mbie.govt.nz>; Greg Patchell
<Greg.Patchell@mbie.govt.nz>; Aaron Toatelegese <Aaron.Toatelegese2 @mbie.govt.nz>; Jivan Grewal
<Jivan.Grewal2 @mbie.govt.nz>

Cc:9(2)(a) of the OIA @mbie.govt.nz>; 9(2)(a) of the OIA @mbie.govt.nz>; 9(2)(@) of the OIA

@mbie.govt.nz>
Subject: RE: BCU Addendum for Cabinet - Editorial Review

Kia roa koutou
| tautoko Michael’s comments so grateful if your team could work their drafting magic @Jivan Grewal
Nga mihi

9(2)(a) of the OIA

Alison McDonald OBE (she/her)
DEPUTY SECRETARY — IMMIGRATION | Mana Hautu Ropd Manene

Immigration New Zealand | Ropl Manene
Ministry of Business, Innovation & Employment | Hikina Whakatutuki

71



Alison.McDonald3@mbie.govt.nz | DDI: +6449133927 | Mobile: +9(2)(a) of the OIA
15 Stout Street, PO Box 1473, Wellington 6140 www.mbie.govt.nz
NZBN 9429000106078

ONO

PAE P
KAHURANGI MAHI TAHI ME TE TIKA

BOLD & BRAVE BUILD OUR FUTURE BETTER TOGETHER OWN

From:9(2)(a) of the OIA @mbie.govt.nz>
Sent: Monday, March 18, 2024 7:52 AM

To: Michael Alp <Michael.Alp@mbie.govt.nz>; Richard Owen <Richard.Owen@mbie.govt.nz>; Richard Griffiths
<Richard.Griffiths@mbie.govt.nz>; Alison McDonald <Alison.McDonald3@mbie.govt.nz>; Greg Patchell
<Greg.Patchell@mbie.govt.nz>; Aaron Toatelegese <Aaron.Toatelegese2 @mbie.govt.nz>

Cc: 9(2)(a) of the OIA @mbie.govt.nz>; 9(2)(a) of the OIA @mbie.govt.nz>; Jivan Grewal
<Jivan.Grewal2@mbie.govt.nz>; 9(2)(a) of the OIA @mbie.govt.nz>

Subject: RE: BCU Addendum for Cabinet - Editorial Review
Great feedback Michael, we will have a chat with policy to see what can be streamlined.

Regards

9(2)(a) of t

From: Michael Alp <Michael.Alp@mbie.govt.nz>

Sent: Sunday, March 17, 2024 5:44 PM

To:9(2)(a) of the OIA @mbie.govt.nz>; Richard Owen <Richard.Owen@mbie.govt.nz>; Richard Griffiths
<Richard.Griffiths@mbie.govt.nz>; Alison McDonald <Alison.McDonald3@mbie.govt.nz>; Greg Patchell
<Greg.Patchell@mbie.govt.nz>; Aaron Toatelegese <Aaron.Toatelegese2 @mbie.govt.nz>

Cc:9(2)(a) of the OIA @mbie.govt.nz>; 9(2)(a) of the OIA @mbie.govt.nz>; Jivan Grewal
<Jivan.Grewal2 @mbie.govt.nz>; 9(2)(a) of the OIA @mbie.govt.nz>

Subject: RE: BCU Addendum for Cabinet - Editorial Review
Thanks @@ and team. Whilst | am not an endorser of this, as a reviewer my comments are:

1) Ithink the paper is too long even if it is an addendum. Whilst this is a critical project, the addendum covers
off more information that is needed particularly around the background and the benefits. | would suggest
trying to cut by at least 50% if possible.

2) On the financials, | would suggest that in addition to the commentary on the contingencies, that the
contingencies also get split out in the tables as well.

3) Whilst the funding source has been briefly discussed in the paper, | suggest strengthening the wording even
further on this. This is consistent with the informal discussion | had with Treasury a couple of weeks ago.

4) Given my comments in (1) above, the Minister does need to know the appropriate level of detail,
particularly around returning back to the original set up of these being set up as individual projects and that
they both will be funded through the memo account / third party and no additional crown funding required
—in line with point (3) above, and therefore my view is that you would be better to shorten the Cabinet
paper, but prepare a good briefing for the Minister, and then also have a more substantive internal
document breaking down the detail which can be sent to the Business Owner and Sponsor. | think the above
should therefore ensure that audience has an appropriate level of information whilst also having all
information fully documented.

Thanks again team and | appreciate the large amount of time and thought that has been put into this. Thanks,
Michael.
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Nga mihi

Michael Alp He/Him
CHIEF OPERATING OFFICER, CORPORATE SERVICES
Ministry of Business, Innovation & Employment

michael.alp@mbie.govt.nz | Mobile: +9(2)(a) of the OIA
Level 18, 25 The Terrace, Wellington | PO Box 1473, Wellington 6140, New Zealand

NZBN 9429000106078

From: 9(2)(a) of the OIA mbie.govt.nz>

Sent: Friday, March 15, 2024 2:45 PM

To: Richard Owen <Richard.Owen@mbie.govt.nz>; Richard Griffiths <Richard.Griffiths@mbie.govt.nz>; Alison
McDonald <Alison.McDonald3@mbie.govt.nz>; Greg Patchell <Greg.Patchell@mbie.govt.nz>; Aaron Toatelegese
<Aaron.Toatelegese2 @mbie.govt.nz>; Michael Alp <Michael.Alp@mbie.govt.nz>

Cc:9(2)(a) of the OIA @mbie.govt.nz>; 9(2)(a) of the OIA @mbie.govt.nz>; Jivan Grewal
<Jivan.Grewal2@mbie.govt.nz>; 9(2)(a) of the OIA @mbie.govt.nz>

Subject: BCU Addendum for Cabinet - Editorial Review
All

Please find attached the final version of our draft addendum for your editorial review. Once, you are happy with the
content could you please add your e-signature onto Page 2.

Please note that we are currently looking to submit this on Monday 18" March 2024 and therefore we will be
looking for feedback on Monday by 10am.

sa@oe_ Ag Richard may not have the opportunity to review/sign we may need you to p.p. on his behalf.
Many thanks for your assistance.

9(2)
()

Head of Digital and Programmes = Immigration
Partnerships & Programmes
Digital, Data and Insights

Ministry of Business, Innovation & Employment

9(2)(a) of the OIA @ mbie.govt.nz | Mobile 9(2)(a) of the OIA" " | DDI +64 (4) 901 8327
Level 5, 110 Featherston St, Wellington 6011 | P O Box 1473, Wellington 6140, New

NZBN 9429000106078
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From: Michael Alp

Sent: Monday, 18 March 2024 2:29 PM

To: 9(2)(a) of the OIA; Richard Owen; Richard Griffiths; Alison McDonald; Greg Patchell;
Aaron Toatelegese

Cc: 9(2)(a) of the OIA Jivan Grewal; 9(2)(a) of the OIA

Subject: RE: BCU Addendum for Cabinet - Editorial Review

Attachments: 3644 Biometric Capability Update (BCU Update) for Cabinet 20240315 MA

comments.docx

Follow Up Flag: Follow up
Flag Status: Completed
Hi all,

Further to my previous comments, | have taken the liberty of pairing back the draft addendum as per the attached.
You will see | have proposed to make a significant amount of cut backs in the document and have reordered some
points.

The balance in this however, is ensuring that Minister Stanford receives a more detailed briefing (but still at an Exec
Summary level) so she is able to talk her colleagues through any component.

Again, this is in my capacity as a reviewer and accept that the endorsers / approvers will need to land a view.

Nga mihi

Michael Alp He/Him
CHIEF OPERATING OFFICER, CORPORATE SERVICES
Ministry of Business, Innovation & Employment

michael.alp@mbie.govt.nz | Mobile: 9(2)(a) of the OIA
Level 18, 25 The Terrace, Wellington | PO Box 1473, Wellington 6140, New Zealand

NZBN 9429000106078

From:9(2)(a) of the OIA @mbie.govt.nz>

Sent: Friday, March 15, 2024 2:45 PM

To: Richard Owen <Richard.Owen@mbie.govt.nz>; Richard Griffiths <Richard.Griffiths@mbie.govt.nz>; Alison
McDonald <Alison.McDonald3@mbie.govt.nz>; Greg Patchell <Greg.Patchell@mbie.govt.nz>; Aaron Toatelegese
<Aaron.Toatelegese2 @mbie.govt.nz>; Michael Alp <Michael.Alp@mbie.govt.nz>

Cc:9(2)(a) of the OIA @mbie.govt.nz>; 9(2)(a) of the OIA @mbie.govt.nz>; Jivan Grewal
<Jivan.Grewal2@mbie.govt.nz>; 9(2)(a) of the OIA mbie.govt.nz>

Subject: BCU Addendum for Cabinet - Editorial Review

All

Please find attached the final version of our draft addendum for your editorial review. Once, you are happy with the
content could you please add your e-signature onto Page 2.

Please note that we are currently looking to submit this on Monday 18" March 2024 and therefore we will be
looking for feedback on Monday by 10am.
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se@ome_ Ag Richard may not have the opportunity to review/sign we may need you to p.p. on his behalf.
Many thanks for your assistance.

9(2)
()

Head of Digital and Programmes — Immigration

Partnerships & Programmes
Digital, Data and Insights

Ministry of Business, Innovation & Employment

9(2)(a) of the OIA @ mbie.govt.nz | Mobile +9(2)(a) of the OIA | | DDI +64 (4) 901 8327
Level 5, 110 Featherston St, Wellington 6011 | P O Box 1473, Wellington 6140, New

NZBN 9429000106078
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1 Executive Summary

1.1 Introduction

The Biometric Capability Update (BCU) project delivers a significant upgrade of Immigration New
Zealand’s (INZ’s) identity management, capture, and matching solution. The updated capability is
crucial to risk mitigation, managing identity fraud, minimising harm and meeting INZ’s future
business needs. It will also assist with expediting visa application processing, improving the
customer experience, and an anticipated reduction in manual identity resolution. Identity resolution
is a core component of INZ’s processing of visa and NZeTA travel authority applications, ensuring
only bona fide customers can travel to New Zealand. INZ’s identity holdings are also critical in
supporting New Zealand’s data sharing arrangements with other Migration 5 (M5) countries.

The current system is unable to meet capacity, capability and resource demands for new “« - - {Formatted: Indent: Left: 0.63 cm, Hanging: 0.63 cm

initiatives or legislative changes.

The project is a multi-year, technically complex project, involving multiple IT systems, products, and
vendors, as well as very large volumes of biometric and biographic data.

This project will also achieve the following benefits for the New Zealand government:

e Reduce the risk of illegal migrants entering New Zealand - By detecting actors at the
application stage, visas will not be issued. The risk to INZ, and cost incurred facilitating
departures is reduced.

e Cross agency initiatives — Provide the path to simplify working with other agencies (e.g. NZ
Customs with the Biometric at the Border) by delivering a single biometric matching service
consumable by different channels.

e Support economic growth of the country — Through greater confidence in biometric

matching, leading to automated processing and a reduction of processing time for visa
applicants (e.g. tourists, international students and skilled labour).
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1.2 Problem-and-oppertunity-statementChange Request History
The followine. entified wi o . :

The original Business Case and subsequent Change Requests (CRs) approved the following capital
investment, operating expenditure, and Whole of Life Costs (WoLC). This also include the funding
required to complete the project (in green).

3644 Biometric Capability Update (BCU) Update Page 50f 13

80



MINISTRY OF BUSINESS,

INNOVATION & EMPLOYMENT

HIKINA WHAKATUTUKI

Document Capex opex Total Project Comments
Project Cost
Costs Increase
Aug Business |$10.46m| $0.05m |$10.51m $19.49m |Original Business Case
2019 Case
$12.21m| $0.05m |$12.25m| $1.75m | $22.83m |Change in scope, budget
May and duration. Photo
2020 CR1 quality checker was
added to scope.
$17.08m| $0.05m |$17.12m| $4.87m | $30.75m |Change in scope,
1l benefits, budget and
CR2 duration. In Person
2020 . )
enrolment integration
was added to scope
$22.15m| $0.05m |$22.20m| $5.08m | $30.42m [Change in scope,
July CR3 benefits, budget and
2021 duration due to Increase
in technical complexity
$21.29m| $4.71m | $26.0m | $31.93m | $31.93m |Change in benefits,
Aug budget and duration as
CR4 lead vendor was not
2022 .
going to meet one of
their critical milestones
$21.9m | $4.34m |$26.13m| $31.95m | $31.95m [Change in benefits,
un budget and duration as
CR5 Data Migration had
2023
taken longer than
planned.
$33.33m| $7.28m |$40.61m| $8.66m | $39.98m |Change in benefits,
budget and duration
April CR6 due to the number of
2024 defects found and
infrastructure issues
slowing the project.

BCU is upgrading the current Identity System which went into production in 2016, which had a
capital cost $53 million ($67m inflation adjusted) compared with $33 million for the replacement
solution. The current system is starting to attract extended support costs of $0.5 million and means
that we are unable to focus on improving the overall Identity System, as the current focus is on
keeping the aging system operating.
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1.3 High-level business outcomes

The following high-level business outcomes are linked to the delivery of the updated solution:

e Asystem that can meet INZ’s future business needs and aligns to INZ’s “Striking the Balance”
strategy and its vision of being a trusted world-class immigration service.

e Greater efficiencies in processing high volumes of identity resolution work, in time reducing
staffing costs.

e Improvement in the quality of matching capability due to an increase in automated
matching using a more sophisticated up to date algorithm matching technology.

e The target is a reduction of 5 to 10 Full Time Employees (FTE), a saving of between $2.5 -$5
million over 5 years. This is based on the assumption that Identity Resolution volumes
remain static or reduce in comparison to the baseline of 2024 volumes.

2 Current State

The project has been in progress since August 2019, when the initial Business case was approved to
update the biometric matching and management platforms.

The BCU project is well progressed however project costs and delays have increased due to the
following:

3644 Biometric Capability Update (BCU) Update Page 7 of 13
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e Unforeseen complexity in the initial scoping and technical challenges which led to significant
configuration changes from the original specifications to ensure that the update can work
within the wider immigration platform.

*  9(2)(b)(i) of the OIA

Broie nd-MB h

e Strengthening Cyber security requirements

The BCU Go Live date is planned for Quarter 2 2024 and MBIE has sought assurance from all vendors
involved in the project that they can meet this date subject to the successful completion of SIT and
UAT testing.

3644 Biometric Capability Update (BCU) Update Page 8 of 13
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9(2)(a) of the OIA Business Owner

i ! hiet e o6 . i2l Oversi

9(2)(a) of the OIA lLead Vendorrepresentative
9(2)(a) of the OIA

43 Financial Case

The project will require capital expenditure of $33.33 million, operating expenditure of $7.28 million,
and includes a $4 million contingency in line with projects of a low to medium risk.

Funding for the on-going operating costs and depreciation has been included in the upcoming Fee
and Levy review and can be managed within Immigration New Zealand's baseline and does not
require any Crown funding.

MBIE is required to seek the financial authority of Cabinet to continue with the project as the
current approval of $35 million WolLC is likely to be exceeded. To complete the project, the financial
authority needs to be revised up to a WoLC of $40 million.

Fundinag for th H + 4 o o hoc b included-inth T
i=] k=] (=] L i=] L Lad (=]
A1 ; o L A aithin | iorati NI Zoaland's b 1i . +
7 [=] gr
c £l
hl T (=]
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The breakdown by year of the funding is detailed below:

Project Costs

$1,385,585

$6,022,500

$2,124,309

$7,988,189

$12,735,953

$10,355,371

$40,611,906

=

Operating
costs

$10,000,000

$10,000,000

Depreciation

$33,332,080

$33,332,080

Capital Charge

$69,279

$370,404

$454,961

$839,464

$1,319,286

$5,833,114

$8,886,510

The forecast expenditure of the project (by year) is illustrated in the table below:

Capital
expenditure

$1,385,585

$6,022,500

$1,691,150

$7,690,061

$9,596,432

$6,946,352

$33,332,080

Operating
expenditure

S0

S0

$433,159

$298,128

$3,139,521

$3,409,018

$7,279,826

Total
Project
Delivery
Expenditure

$1,385,585

$6,022,500

$2,124,309

$7,988,189

$12,735,953

$10,355,371

$40,611,906

Ongoing
Cost (Excl.
Depreciation)

$10,000,000

$10,000,000

Whole of
Life costs
(Delivery Cost
+ Ongoing
Cost excl.
Depreciation,
6% discount
rate)

$39,975,367

Financial risks on any potential out year costs are being managed through agreed commercial
arrangements with the lead vendor, so future costs are well understood and pre-determined.

MBIE is not seeking any additional Crown funding to complete the BCU project. Instead, it seeks
Cabinet endorsement to fund the remainder of the project from immigration fees and levies.

54 Benefits

3644 Biometric Capability Update (BCU) Update
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Government benefits

Ihi + il oob tho £o11 g b fitsforthe N Zoalond +
Ld el =] 1=3
b 1 £l I»] det £ 4 + 4+l
T (=]
leta INZ o 4+ A focilitati
= = !
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i=] g {=]

#gr + £icl H . e

;-II%HI;.IIIA )
7

Value for Money Cost Benefit Analysis

This table has been completed based on several assumptions and estimates because of the
embedded nature of middleware solution in the core INZ systems. Engagement with Middleware
vendor to derive a cost breakdown was unsuccessful in 2019 when the cost benefit was
documented. Consequently, we are presenting an analysis of “Required Maintenance cost of
Retaining the Current Solution” against the Recommended Option.
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Status Quo: Maintenance Costs of

. s Cost of New BCU syst
Retaining Current Solution OSE OFREW system

Project Capital Costs $52,759,572 (FY2015/16) $33,332,080 (FY2024/25)

e Q(2)(D)(11) of the OIA

Cost of Identity Volume step
increases

\Whole of life costs (Project
Delivery Capex + Opex + >$50 million Up to $40 million
Ongoing Cost)

Impairment of BCU if project

stopped 522 million N/A

9(2)(b)(ii) of the OIA IE\\\ VRGP > \\\\ &)
AT I\
N\ AT
<o\ Tt AW
PRAANA [COIA\Nd
PR\ AN @\ \ N

If the BCU project is stopped there would be a $22 million impairment to recognise for Work in
Progress for the capital spend to date.

3644 Biometric Capability Update (BCU) Update Page 12 of 13

87



MINISTRY OF BUSINESS,
INNOVATION & EMPLOYMENT
HIKINA WHAKATUTUKI

3644 Biometric Capability Update (BCU) Update

Page 13 of 13

88



13.8

From: 9(2)(a) of the OIA

Sent: Monday, 18 March 2024 2:57 PM

To: 9(2)(a) of the OIA 9(2)(a) of the OIA

Cc: 9(2)(a) of the OIA

Subject: RE: BCU Addendum for Cabinet - Editorial Review [UNCLASSIFIED]

Attachments: LH Updates - 3644 Biometric Capability Update (BCU Update) for Cabinet
20240315.docx

Kia ora koutou,

Thanks so much for sending that through. Please see attached Policy’s latest version of the BCU addendum — we’ve
formatted it and some tweaks in line with Allison’s and Jivan’s direction for critical cuts only. It will need some
numbers added in from@@°mee \We’ve also cross-checked this against previous feedback received from s@@ermee
Moving forward, the Minister has asked for an updated Cabinet paper so we will be sending that to her office by
tomorrow morning, could we get a clean proof-read version by first thing tomorrow? Happy to meet to discuss if
required.

As an aside, who is leading the engagement with the Minister’s office, and when would that briefing take place?

Thanks so much.

Nga mihi nui,

9(2)(@) of the

From: 9(2)(a) of the OIA mbie.govt.nz>
Sent: Monday, March 18, 2024 2:32 PM
To: 9(2)(a) of the OIA @mbie.govt.nz>; 9(2)(a) of the OIA @mbie.govt.nz>

Subject: FW: BCU Addendum for Cabinet - Editorial Review [UNCLASSIFIED]

Hi q@@ortm

This just in from Michael.

9(2)(a) of the

From: Michael Alp <Michael.Alp@mbie.govt.nz>

Sent: Monday, March 18, 2024 2:29 PM

To:9(2)(a) of the OIA @mbie.govt.nz>; Richard Owen <Richard.Owen@mbie.govt.nz>; Richard Griffiths
<Richard.Griffiths@mbie.govt.nz>; Alison McDonald <Alison.McDonald3@mbie.govt.nz>; Greg Patchell
<Greg.Patchell@mbie.govt.nz>; Aaron Toatelegese <Aaron.Toatelegese2 @mbie.govt.nz>

Cc:9(2)(a) of the OIA @mbie.govt.nz>; 9(2)(a) of the OIA @mbie.govt.nz>; Jivan Grewal
<Jivan.Grewal2@mbie.govt.nz>; 9(2)(a) of the OIA mbie.govt.nz>

Subject: RE: BCU Addendum for Cabinet - Editorial Review
Hi all,
Further to my previous comments, | have taken the liberty of pairing back the draft addendum as per the attached.

You will see | have proposed to make a significant amount of cut backs in the document and have reordered some
points.
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The balance in this however, is ensuring that Minister Stanford receives a more detailed briefing (but still at an Exec
Summary level) so she is able to talk her colleagues through any component.

Again, this is in my capacity as a reviewer and accept that the endorsers / approvers will need to land a view.

Nga mihi

Michael Alp He/Him
CHIEF OPERATING OFFICER, CORPORATE SERVICES
Ministry of Business, Innovation & Employment

michael.alp@mbie.govt.nz | Mobile: +9(2)(a) of the OIA
Level 18, 25 The Terrace, Wellington | PO Box 1473, Wellington 6140, New Zealand

NZBN 9429000106078

From: 9(2)(a) of the OIA mbie.govt.nz>

Sent: Friday, March 15, 2024 2:45 PM

To: Richard Owen <Richard.Owen@mbie.govt.nz>; Richard Griffiths <Richard.Griffiths@mbie.govt.nz>; Alison
McDonald <Alison.McDonald3@mbie.govt.nz>; Greg Patchell <Greg.Patchell@mbie.govt.nz>; Aaron Toatelegese
<Aaron.Toatelegese2 @mbie.govt.nz>; Michael Alp <Michael.Alp@mbie.govt.nz>

Cc: 9(2)(a) of the OIA @mbie.govt.nz>; 9(2)(a) of the OIA @mbie.govt.nz>; Jivan Grewal
<Jivan.Grewal2 @mbie.govt.nz>; 9(2)(a) of the OIA mbie.govt.nz>

Subject: BCU Addendum for Cabinet - Editorial Review
All

Please find attached the final version of our draft addendum for your editorial review. Once, you are happy with the
content could you please add your e-signature onto Page 2.

Please note that we are currently looking to submit this on Monday 18" March 2024 and therefore we will be
looking for feedback on Monday by 10am.

sa@am — Ag Richard may not have the opportunity to review/sign we may need you to p.p. on his behalf.
Many thanks for your assistance.

9(2)
(@)

Head of Digital and Programmes — Immigration
Partnerships & Programmes
Digital, Data and Insights

Ministry of Business, Innovation & Employment

9(2)(a) of the OIA @ mbie.govt.nz | Mobile 9(2)(a) of the OIA | DDI +64 (4) 901 8327
Level 5, 110 Featherston St, Wellington 6011 | P O Box 1473, Wellington 6140, New

NZBN 9429000106078
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1 Executive Summary

1.1 Introduction

The Biometrics Capability Update (BCU) is a project to deliver a significant upgrade of Immigration
New Zealand’s (INZ’s) identity management, capture, and matching solution. The updated capability
is crucial to risk mitigation, managing identity fraud, minimising harm and meeting INZ’s future
business needs. It will also assist with expediting visa application processing, improving the
customer experience, and an anticipated reduction in manual identity resolution.

Funding for the project is now estimated to breach its Cabinet-approved Whole of Life Cost (WoLC)
of $35 million; this addendum seeks approval to raise the WoLC from $35 million to $40 million.

Costs for the project are funded through immigration fees and levies, and therefore no further
Crown funding will be required to meet these higher costs.

1.2 Background to the BCU <« - - { Formatted: Heading 2

3 3 ahRua v ion-ldentity resolution
is a core component of INZ’s processing of visa and NZeTA travel authority applications, ensuring
only bona fide customers can travel to New Zealand. INZ’s identity holdings are also critical in
supporting New Zealand’s data sharing arrangements with other Migration 5 (M5) countries. As
above, the BCU project aims to deliver asignificant upgrade to INZ’s identity management system.

The project is a multi-year, technically complex project, involving multiple IT systems, products, and
vendors, as well as very large volumes of biometric and biographic data.

The project is needed to improve the level and sophistication of automated match/no match results
of identities by INZ. This will improve the overall quality of the matching of identity information for
non-New Zealanders (thereby reducing harm and minimising risk) whilst reducing the level of
manual resolution of identities by INZ staff, speeding up visa and travel authority application
processing to improve the customer experience.

The current system for biometric matching and management engine is out-dated, unnecessarily
complex, inflexible, and no longer deemed fit for purpose for the current, let alone the future, needs
of INZ. 6(c) of the OIA, 6(a) of the OIA

BCU has been designed to address the business needs by upgrading the versions of biometric
matching and management platforms, rationalising and simplifying the platform to reduce ongoing
costs and improving the flexibility and usability of the system in the process.
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The project is not making fundamental changes to the way INZ collects identity data, the type of
data collected or how the data is processed and managed. Core business processes will remain the
same and be undertaken by the same INZ staff more efficiently.

The main objective of the investment is to deliver a significant upgrade to INZ’s identity
management, capture and matching solution. The BCU project will provide:

Improved match results with an updated biometric matching algorithm and software.
Removal of redundant middleware.

Remove technical and support complexity.

Provide better quality data.

Onshore support from the lead vendor.

oA support model that aligns to INZ’s current and future business needs.

[ <= — ~— | Formatted: List Paragraph,Bullets,List Paragraph
numbered,List Paragraphi,List Bullet indent,Body,Level 3,Rec

. para,List 1,0ther List,FooterText,numbered,Paragraphe de
1213 P roblem and opportunity statement ‘\\ liste1,Bulletr List Paragraph, 3|t 3%, 51l tH X %
N 1,Listeafsnit1,Paragrafo da Listal,List Paragraph2,Ip1, Indent:
The following issues have been identified with the current Biometric system: V| Left: 0cm

\
{Formatted: Indent: Left: 0 cm, Hanging: 1.5 cm

e The current system is unable to meet capacity, capability and resource demands for new
initiatives or legislative changes.
® 6(a) of the OIA, 6(c) of the OIA

d <= — ~— | Formatted: List Paragraph,Bullets,List Paragraph
numbered,List Paragraphi,List Bullet indent,Body,Level 3,Rec
The original Business Case and subsequent Change Requests (CRs) approved the following capital para,List 1,Other List,FooterText,numbered,Paragraphe de
investment, operating expenditure, and Whele-efLife-Costs{WoLC}. This also include the funding

liste1,Bulletr List Paragraph, 1l B&3%, 51l 1 B %
1,Listeafsnit1,Paragrafo da Listal,List Paragraph2,Ipl

required to complete the project (in green).

Document  Capex Opex Total Project Comments o ‘[ Formatted Table
Project Cost
Costs Increase
Aug Business |$10.46m| $0.05m |$10.51m $19.49m |Original Business Case
2019 Case

$12.21m| $0.05m [$12.25m| $1.75m | $22.83m |[Change in scope, budget
May and duration. Photo

CR1 lity check
2020 quality checker was

added to scope.
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Document = Capex Opex Total Project woLc Comments - ‘[ Formatted Table

Project Cost
Costs Increase

$17.08m | $0.05m [$17.12m| $4.87m | $30.75m [Change in scope,
benefits, budget and

Jul CR2 duration. In Pperson
2020 . .
enrolment integration
\was added to scope
$22.15m | $0.05m |$22.20m| $5.08m | $30.42m [Change in scope,
July benefits, budget and

2021 CR3 duration due to Increase

in technical complexity

$21.29m | $4.71m | $26.0m | $31.93m | $31.93m |[Change in benefits,
budget and duration as

Aug CR4 lead vendor was not
2022 )
igoing to meet one of
their critical milestones
$21.9m | $4.34m |$26.13m| $31.95m | $31.95m [Change in benefits,
un budget and duration as
CR5 Data Migration had
2023
taken longer than
planned.
$33.33m| $7.28m |$40.61m| $8.66m | $39.98m [Change in benefits,
budget and duration
April CR6 due to the number of
2024 defects found and

infrastructure issues
slowing the project.

- - = { Formatted: Space Before: 8 pt

BCU is upgrading the current Identity System which went into production in 2016, which had a
capital cost $53 million ($67m inflation adjusted) compared with $33 million for the replacement
solution. The current system is starting to attract extended support costs of $0.5 million and means
that we are unable to focus on improving the overall Identity System, as the current focus is on
keeping the aging system operating.

1314 High—level business outcomes -« ’{ Formatted: Indent: Left: 0 cm, Hanging: 1.5 cm

The following high-level business outcomes are linked to the delivery of the updated solution:

e A modern, fully supported system, with NZ based lead vendor support and maintenance e {Formatted: No bullets or numbering

capability.
e A system that can meet INZ’s future business needs and aligns to INZ’s “Striking the Balance”
strategy and its vision of being a trusted world-class immigration service.
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e Greater efficiencies in processing high volumes of identity resolution work, in time reducing
staffing costs.

® Improvement in the quality of matching capability due to an increase in automated
matching using a more sophisticated up to date algorithm matching technology.

e The target is a reduction of 5 to 10 Full Time Employees (FTE), a saving of between $2.5 -$5
million over 5 years. This is based on the assumption that Identity Resolution volumes
remain static or reduce in comparison to the baseline of 2024 volumes.

e Strengthened decision making on visa and New Zealand Electronic Travel Authority (NZeTA)
applications by INZ, as all available data on applicants is made available to decision makers.

e The implementation of the updated system will allow INZ to see a reduction in legacy
platform risks.

To achieve these high-level outcomes and to meet the changing needs of INZ, the outdated
Biometric system needs to be updated with a modern service. This will deliver the following
benefits:

e A biometric system that can be fully supported and can manage future data volumes.

e A biometric system that enables INZ to meet current and future expectations from our M5
partners in relation to data sharing arrangements.

e Reduction in time and cost to implement future configuration changes and updates, as the
INZ Identity Services team will be able to make its own changes to these rather than
outsourcing to a vendor.

e Reduction in the number of identity fraud cases each year and increased ability to minimise
risk and immigration harm.

e Reduction in the number of manual identity resolution tasks that need to be completed by
Identity Services staff.

e Enhanced quality and accuracy of biometric data captured and stored in INZ’s systems.

e Faster visa and NZeTA processing times through enhanced rates of automated resolution of
identities, improving outcomes for customers.

e Reduced risk of identity fraud and/or risk of bad actors being able to travel to New Zealand
(which negatively impact our economy, infrastructure and services, and creates immigration
harm).

e [INZ will be using a biometric algorithm that meets international standards and best practice.

2 Current State

The project has been in progress since August 2019, when the initial Business case was approved to <« - - { Formatted: Space After: 8 pt

update the biometric matching and management platforms.

The BCU project is well progressed however project costs and delays have increased due to the
following:

e Unforeseen complexity in the initial scoping and technical challenges which led to significant «~ — - { Formatted: No bullets or numbering

configuration changes from the original specifications to ensure that the update can work
within the wider immigration platform.
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o 9(2)(b)(ii) of the OIA

e Cyber security guidelines have evolved over the term of the project and MBIE has had to
adapt the solution to meet these new standards, requiring additional time and funding.

e The Covid-19 pandemic delayed the project as MBIE had to reprioritise resources-ea-its; and

»—Implementation and testing activities taking longer than planned due to infrastructure issues
and the number of defects found.

[ <~ — 7 Formatted: List Paragraph,Bullets,List Paragraph
numbered,List Paragraphl,List Bullet indent,Body,Level 3,Rec
These challenges are being overcome and the project has progressed significantly. - para,List 1,0ther List,FooterText,numbered,Paragraphe de
B liste1,Bulletr List Paragraph, 51| 4 E% 5%, 51| HH EX 5%
\ 1,Listeafsnit1,Paragrafo da Listal,List Paragraph2,Ip1, Indent:
b Left: 0cm

During the project, alternatives to the current delivery have been considered and discounted. These { Formatted: Space After: 8 pt
included:

1. Stopping the project and continuing with the current solution — this was not a feasible
option as the current6(c) of the OIA, 6(a) of the OIA

2—Stopping the project and establishing a new project to upgrade only the algorithm of the
current solution — this was not feasible as it only partially meets the requirements and does
not align to INZ's future roadmap and strategy. It would also result in sunk costs and
additional funding being sought to establish the new project.

2. <=~ ~ 7 Formatted: List Paragraph,Bullets,List Paragraph
numbered,List Paragraphl,List Bullet indent,Body,Level 3,Rec
If the project was stopped, the potential financial penalties in relation to vendors is estimated to be « Il‘)atrallLiBStHLtOtLhetr ;iSt:FOOtﬁf;Tthglgl;e]?jijpf%agraphe de
. s EETIT . . istel,Bulletr List Paragraph, 5%, S H B
approximately $12 million. Potential liability and exposure to costs from vendors, including the key \ 1,Listeafsnit1, Paragrafo da Listal List Paragraph2,ip1,

vendor, could include costs for the deliverables as per agreed milestones in relevant vendor MSA . | Numbered + Level: 1 + Numbering Style: 1, 2, 3, ... + Start
termination clauses. The key vendor may also try and claim for all losses (included sunk losses). This ' | at: 1+ Alignment: Left + Aligned at: 0.63 cm + Indent at:

1.27 cm
key vendor has indicated the sunk cost to be up to $4 million, in addition to the $12 million above. { F tted: S After 8ot
‘'ormatted: Space After: 8 pi

In addition, the estimated impairment of Work in Progress (WIP), if the project wasere stopped, is
estimated to be $22 million.

The BCU Go Live date is planned for‘Quarter 2 ‘2024 and MBIE has sought assurance from all vendors - {COmmenhed [MGL1]: Isn't it quarter 4??

involved in the project that they can meet this date, subject to the successful completion of SIT and
UAT testing.

3 Project Assurance

The project has the following governance arrangements in place:

e A Project Steering Group (PSG) which meets weekly; and - - { Formatted: No bullets or numbering

e A Delivery Governance Board (DGB) which meets monthly.
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“Iuln ‘[ Formatted: Keep with next

The members of the PSG include:

(D N N

Name Substantive Role Project Role _— { Formatted: Font: 11 pt
: \\\‘[ Formatted: Space Before: 0 pt, After: 0 pt
General Manager, Immigration risk and
Richard Owen BEN J Project Sponsor { Formatted Table
Border
9(2)(a) of the OIA Business Owner
Michael Alp Chief Operating officer ICommercial Oversight
9(2)(a) of the OIA Lead Vendor representative
9(2)(@) of the OIA Programme Manager

In addition, all governance documentation is subject to the standard MBIE governance processes. < — { Formatted: Space Before: 8 pt, After: 8 pt

The DGB governs all projects and programmes that are on the approved investment plan. The board<+ — — { Formatted: Space Before: 2 pt, After: 8 pt

is governed by Senior Leaders and chaired by a Deputy Secretary from within MBIE.

The project has undertaken three Independent Quality Assurance (IQA) reviews, the last one being <+ — { Formatted: Line spacing: single

in September 2023. The latest IQA ensurconfirmed the project approach was sound and robust, the
build is achievable, and the risk management practice is effective. The project has implemented the
IQA recommendations and continually looks for opportunities to improve.

To manage any further increase in costs, the Project Steering Committee is actively managing all
Change Requests and only approving those that are critical for Go Llive. They are actively engaged
on reviewing schedule progress weekly, along with monitoring defect resolution timeframes. The
project is providing regular updates to the MBIE Delivery Governance Board on progress against
schedule and costs.

4 Financial Case

The project will require capital expenditure of $33.33 million, operating expenditure of $7.28 million,« - - { Formatted: Space After: 8 pt

and-includes a $4 million contingency in line with projects of a low to medium risk.

Funding for the on-going operating costs and depreciation has been included in the upcoming Fee
and Levy review and can be managed within Immigration New Zealand's baseline.

MBIE is not seeking any additional Crown funding to complete the BCU project, instead, it seeks

Cabinet endorsement to fund the remainder of the project from immigration fees and levies. - { Formatted: Font: Italic

MBIE is required to seek the financial authority of Cabinet to continue with the project as the
current approval of $35 million WolLC is likely to be exceeded. To complete the project, the financial
authority needs to be revised up to a WoLC of $40 million.

3644 Biometric Capability Update (BCU) Update Page 10 of 15

100



MINISTRY OF BUSINESS,
INNOVATION & EMPLOYMENT
HIKINA WHAKATUTUKI

N ‘[Formatted: Space After: 8 pt

Financial risks on any potential out year costs are being managed through agreed commercial

arrangements with the lead vendor, so future costs are well understood and pre-determined.

The breakdown by year of the funding is detailed below: - - ‘[ Formatted: Line spacing: single, Keep with next

Operating

2019/20 2020/21 2021/22 2022/23 2023/24 2024/25 Total Formatted: Font: 11 pt

costs (Sm) Formatted Table

& out years

Project Costs | $1,385,585 156,022,500 $2,124,309 | $7,988,189 | $12,735,953 | $10,355,371 | $40,611,90 Formatted: Fon: 11 pt
|
1
Operatng | | | | | 1510000000  $10,000,00( Formatted: Font: 11 pt
costs
Depreciation | | | 7$31313732,98707777753:37,3/32,08{Formatted: Font: 11 pt
|
1
lCapitaI $69,279 | $370,404 | $454,961 $839,464 | $1,319,286 | $5,833,114 $8,886,51( Commented [LH2]: In line with Michael Alps' comments, need
(fh;Fgé 77777777777777777777777777777777777777777777777777777777 R: | toinclude a separate line on contingency - | thinks@)@)oft will need
W\ | todo this

\\\\\{ Formatted: Font: 11 pt

\\{ Formatted: Font: 11 pt

{ Formatted: Font: 11 pt

U
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“Iuln ‘[ Formatted: Keep with next

The forecast expenditure of the project (by year) is illustrated in the table below: <=~ ~ 7 Formatted: Space Before: 8 pt, Line spacing: single, Keep

with next

Financial Financial Years Formatted: Font: (Default) +Body (Calibri)

Summary FY 19/20 FY 20/21 FY 21/22 FY 22/23 FY 23/24 FY 24/25 Formatted Table
i <\ { Formatted: Font: (Default) +Body (Calibri
Lapital Loy 35 585 | 56,022,500 | $1,691,150 | $7,690,061 |- $9,596,432 | -$6,946,352 —sa,séz,e% d (Oefah) *Fory o)
expenditure WA Formatted: Font: (Default) +Body (Calibri)
i V1 F tted: Font: (Default) +Body (Calibri
Operating __{ _____ $6+----- SO | $433,159 | $208,128 | $3,139,521 | $3,409,018 | $7,279,82 o moioa: ront: (Defauld) Body (Calbrd)
expenditure v Formatted: Font: (Default) +Body (Calibri)
Jotal Project | | | I ‘\\\{ Formatted: Font: (Default) +Body (Calibri)
Delivery $1,385,585 | $6,022,500 | $2,124,309 | $7,988,189 | $12,735,953 | $10,355,371, | 540,6 11)\9q Formatted: Font: (Default) +Body (Calibri), 11 pt
Expenditure " { Formatted Table
. A\
OngoingCost | | | .| |$10,000,000 45719’,0\02]\’\0\q Formatted: Font: (Default) +Body (Calibri), 11 pt

\ ' | Formatted:

Font: (Default) +Body (Calibri), 11 pt

Depreciation TN
p ) $39 97\ \\ { Formatted: Font: (Default) +Body (Calibri), 11 pt
Wholeof |\ | | 2399731 Formatted: Font: 11 pt
Lifecosts* | | 0 b N\Y Y - - —
(Deli i \\{ Formatted: Font: (Default) +Body (Calibri), 11 pt
' \\\\{ Formatted: Font: 11 pt, (Intl) +Body (Calibri)
\\\\\\{ Formatted: Font: 11 pt
\\\\{ Formatted: Font: 11 pt, (Intl) +Body (Calibri)
\\{ Formatted: Font: (Default) +Body (Calibri), 11 pt

{ Formatted: Font: (Default) +Body (Calibri), 11 pt
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- { Formatted: Font: 11 pt

h ‘[ Formatted: Indent: Left: -0.75 cm

n { Formatted: Font: 9 pt

‘e { Formatted: Space Before: 8 pt, Line spacing: single
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“Suie ‘[ Formatted: Line spacing: single

5 Benefits

The project will deliver benefits to two broad areas: agency and government. - {Formatted: Line spacing: single

There are limited benefits that can be clearly quantified due to the focus being on reducing the risk
of security issues that are non-quantifiable, but serious security exposure would have wide reaching
impacts for New Zealand in terms of economic impact, safely of New Zealanders, international
reputation and social cohesion. One benefit that can be quantified is the target reduction of FTE, a
saving of between $2.5 -$5 million over 5 years.

Agency benefits
e Reduce risks to New Zealand — The project will facilitate the protection of the border by
enabling high quality decisions and will allow automated decision making. The product will
allow early detection of high-risk applicants and suspected identity fraud. Risks will be
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significantly reduced by using the world’s top ranking matching algorithms. INZ will have
assurance of high-quality data delivered by an increase in face images used in matching and
a higher quality check of fingerprints.

e Remove complexity - By simplifying the support model.

e Assurance of quality biometrics — Implementation of a biometric matching solution
provided by a Global Tier 1 biometric provider to provide capability to quality check and
correct fingerprints. This will reduce the number of manual resolutions.

® Encourage reuse and consistency - Allow different channels to use a single biometric
matching service.

e Simplify technology and improve performance - Consolidation of the biometric populations
and the replacement of the middleware with NEC software, enhances functionality and
simplifies the system and the vendor mix responsible for support.

Government benefits
This project will achieve the following benefits for the New Zealand government:

e Reduce the risk of illegal migrants entering New Zealand - By detecting bad actors at the
application stage, visas will not be issued. The risk to INZ, and cost incurred facilitating
departures is reduced.

e Cross agency initiatives — Provide the path to simplify working with other agencies (e.g. NZ
Customs with the Biometric at the Border) by delivering a single biometric matching service
consumable by different channels.

e Support economic growth of the country — Through greater confidence in biometric
matching, leading to automated processing and a reduction of processing time for visa
applicants (e.g. tourists, international students and skilled labour).

Valvefor-Money-CostBenefit-Analysis-Updated overall costs

This table has been completed based on several assumptions and estimates because of the
embedded nature of middleware solution in the core INZ systems. Engagement with the
Middleware vendor to derive a cost breakdown was unsuccessful in 2019 when the cost benefit was
documented. Consequently, we are presenting an analysis of “Required Maintenance cost of
Retaining the Current Solution” against the Recommended Option.
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Status Quo: Maintenance Costs of o \[ Formatted Table

Cost of New BCU system

Retaining Current Solution

Project Capital Costs $52,759,572 (FY2015/16) $33,332,080 (FY2024/25)

- 9(2)(b)(ii) of the OIA

Cost of Identity Volume step

increases
Whole of life costs (Project >$50 miIIionL 77777777777777777777777777 k- {COmmenhed [LH3]: Need updated numbers froms(@)e)
Delivery Capex + Opex + Up to $40 million h \[ Formatted: Centered

Ongoing Cost)

Impairment of BCU if project

stopped $22 million N/A

9(2)(b)(ii) of the OIA & =\ ‘[ Formatted: Space Before: 8 pt

If the BCU project is stopped there would be a $22 million impairment to recognise for Work in
Progress for the capital spend to date.

6 Risks

The approval to continue funding the BCU project would reduce INZ’s current risk profile as the new
system would be resilient, fully supported, manage future data volumes, and use a more up to date
biometric algorithm.

INZ would see a reduction in time and cost to implement future configuration changes. INZ will be
able to undertake some configuration changes in house, therefore being able to react quickly to
legislative changes.

INZ would see a reduction in the number of identity fraud cases each year and the increased ability
to minimise risk and immigration harm. INZ will see faster visa and NZeTA processing times through
enhanced rates of automated resolution of identities, improving outcomes for customers.

If the BCU project is not progressed, INZ would need to continue working with the current legacy
platforms, 6(c) of the OIA, 6(a) of the OIA . INZ would be
unable to meet any new legislation requirements, as well as any changes required to current and
future business needs.

6(c) of the OIA, 6(a) of the OIA with an
increase in support and maintenance costs. This will lead to a greater reliance on manual resolution
of identities (meaning reliance on staff) and no efficiency gains. It would result in visa/NZeTA
processing times taking longer and a decrease in customer satisfaction.
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Closing the project will result in sunk costs of approximately $25+ million dollars, leaving INZ no
further ahead than when the project started in 2019.
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From: 9(2)(a) of the OIA
Sent: Monday, March 18, 2024 3:26 PM
To: Michael Alp <Michael. Alp@mbie.govt.nz>

Cc:9(2)(a) of the OIA @mbie.govt.nz>; 9(2)(a) of the OIA @mbie.govt.nz>
Subject: RE: BCU Addendum for Cabinet - Editorial Review

Many thanks Michael
Unfortunately, policy want to send it to the Ministers office for review, so we don’t have time.
We can pick up your changes when we have had some feedback and have had time to write an exec paper.

Regards

9(2)(a) of tt

From: Michael Alp <Michael.Alp@mbie.govt.nz>

Sent: Monday, March 18, 2024 2:29 PM

To:9(2)(a) of the OIA @mbie.govt.nz>; Richard Owen <Richard.Owen@mbie.govt.nz>; Richard Griffiths
<Richard.Griffiths@mbie.govt.nz>; Alison McDonald <Alison.McDonald3@mbie.govt.nz>; Greg Patchell
<Greg.Patchell@mbie.govt.nz>; Aaron Toatelegese <Aaron.Toatelegese2 @mbie.govt.nz>

Cc:9(2)(a) of the OIA @mbie.govt.nz>; 9(2)(a) of the OIA @mbie.govt.nz>; Jivan Grewal
<Jivan.Grewal2 @mbie.govt.nz>; 9(2)(a) of the OIA mbie.govt.nz>

Subject: RE: BCU Addendum for Cabinet - Editorial Review

Hi all,

Further to my previous comments, | have taken the liberty of pairing back the draft addendum as per the attached.
You will see | have proposed to make a significant amount of cut backs in the document and have reordered some

points.

The balance in this however, is ensuring that Minister Stanford receives a more detailed briefing (but still at an Exec
Summary level) so she is able to talk her colleagues through any component.

Again, this is in my capacity as a reviewer and accept that the endorsers / approvers will need to land a view.

Nga mihi
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Michael Alp He/Him
CHIEF OPERATING OFFICER, CORPORATE SERVICES
Ministry of Business, Innovation & Employment

michael.alp@mbie.govt.nz | Mobile: 9(2)(a) of the OIA
Level 18, 25 The Terrace, Wellington | PO Box 1473, Wellington 6140, New Zealand

NZBN 9429000106078

From: 9(2)(a) of the OIA @mbie.govt.nz>
Sent: Friday, March 15, 2024 2:45 PM

To: Richard Owen <Richard.Owen@mbie.govt.nz>; Richard Griffiths <Richard.Griffiths@mbie.govt.nz>; Alison
McDonald <Alison.McDonald3@mbie.govt.nz>; Greg Patchell <Greg.Patchell@mbie.govt.nz>; Aaron Toatelegese
<Aaron.Toatelegese2 @mbie.govt.nz>; Michael Alp <Michael.Alp@mbie.govt.nz>

Cc:9(2)(a) of the OIA mbie.govt.nz>; 9(2)(a) of the OIA @mbie.govt.nz>; Jivan Grewal
<Jivan.Grewal2@mbie.govt.nz>; 9(2)(a) of the OIA @mbie.govt.nz>

Subject: BCU Addendum for Cabinet - Editorial Review
All

Please find attached the final version of our draft addendum for your editorial review. Once, you are happy with the
content could you please add your e-signature onto Page 2.

Please note that we are currently looking to submit this on Monday 18" March 2024 and therefore we will be
looking for feedback on Monday by 10am.

Matt — As Richard may not have the opportunity to review/sign we may need you to p.p. on his behalf.
Many thanks for your assistance.

9(2)
(@)

Head of Digital and Programmes — Immigration
Partnerships & Programmes
Digital, Data and Insights

Ministry of Business, Innovation & Employment

9(2)(a) of the OIA @ mbie.govt.nz | Mobile +9(2)(@) of the OIA | DDI +64 (4) 901 8327
Level 5, 110 Featherston St, Wellington 6011 | P O Box 1473, Wellington 6140, New

NZBN 9429000106078
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From: 9(2)(a) of the OIA

Sent: Monday, 18 March 2024 5:07 PM

To: 9(2)(a) of the OIA

Cc: 9(2)(a) of the OIA

Subject: RE: 3644 Biometric Capability Update (BCU Update) for Cabinet 20240318.docx

[UNCLASSIFIED]

Thanks so much for approving @@ Would you be able to square away approval from the other endorsers (Richard
Owen/his stand-in 9(2)(a) of the OIA' Richard Griffiths, Alison McDonald, and Greg Patchell)?

Thanks!

Liam

From: 9(2)(a) of the OIA @mbie.govt.nz>

Sent: Monday, March 18, 2024 4:59 PM

To:9(2)(a) of the OIA @mbie.govt.nz>

Cc:59(2)(a) @mbie.govt.nz>; 59(2)(a) @mbie.govt.nz>; 59(2)(a)
s9(2)(a) @mbie.govt.nz>; 59(2)(a) @mbie.govt.nz>

Subject: Re: 3644 Biometric Capability Update (BCU Update) for Cabinet 20240318.docx [UNCLASSIFIED]
H iQ(Z)(a) of the
Yes | approve the submission.

My diary is pretty full but will look for a spare slot.

Thanks

st

From:s9(2)(a) @mbie.govt.nz>

Sent: Monday, March 18, 2024 4:43:06 PM

To:9(2)(a) of the OIA @mbie.govt.nz>

Cc:59(2)(a) @mbie.govt.nz>; 59(2)(a) @mbie.govt.nz>; Stacey O'Dowd
s9(2)(a) @mbie.govt.nz>;59(2)(a) @mbie.govt.nz>

Subject: RE: 3644 Biometric Capability Update (BCU Update) for Cabinet 20240318.docx [UNCLASSIFIED]
K| aora 9(2)(a) of the
Following on from this we just need an email confirmation from you that you approve the addendum (Document

Overview: Biometric Capability Update (BCU Update) addendum for Cabinet.docx (wd.govt.nz)) being added to the
Cabinet paper. Could you confirm that please?

Also, if your diary allows, it would be great for a call between yourself and policy to square everything away.

Nga mihi nui,

9(2)(@) of the

From: 9(2)(a) of the OIA
Sent: Monday, March 18, 2024 3:43 PM

To:9(2)(a) of the OIA @mbie.govt.nz>; 9(2)(a) of the OIA @mbie.govt.nz>
Subject: RE: 3644 Biometric Capability Update (BCU Update) for Cabinet 20240318.docx [UNCLASSIFIED]
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That’s great, thanks so much for all your work on this 2@@orteola

| have saved this into MAKO for when we attach it to the Cabinet paper so we can maintain version consistency:
Document Overview: Biometric Capability Update (BCU Update) addendum for Cabinet.docx (wd.govt.nz)

From: 9(2)(a) of the OIA mbie.govt.nz>
Sent: Monday, March 18, 2024 3:39 PM
To:9(2)(a) of the OIA @mbie.govt.nz>; 9(2)(a) of the OIA @mbie.govt.nz>

Subject: 3644 Biometric Capability Update (BCU Update) for Cabinet 20240318.docx [UNCLASSIFIED]

Hi

| accepted all of your changes and did some small tweaks with spaces after commas which are hard to spot with
track changes on.

One thing | did change is in yellow — as this then we know if we are talking FY or calendar quarters.

The BCU Go Live date is planned for Quarter 2 FY24/25 and MBIE has sought assurance from all vendors involved in
the project that they can meet this date, subject to the successful completion of SIT and UAT testing.

Cheers

9(2)(a) of the
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From: Jivan Grewal

Sent: Tuesday, 19 March 2024 9:17 AM

To: Michael Alp; 9(2)(a) of the OIA; Richard Owen; Richard Griffiths; Alison McDonald; Greg
Patchell; Aaron Toatelegese

Cc: 9(2)(a) of the OIA

Subject: RE: BCU Addendum for Cabinet - Editorial Review [IN-CONFIDENCE]

Thanks for this Michael. Apologies | wasn’t here for the last couple of days.

| understand that we're trying to make some edits to this. I'll follow up with the team on the timeframes and
progress. Very quickly though (and just having read the latest changes), | would suggest that we don’t remove too
much detail. This will be looked at by agencies as well (especially treasury), and | would be wary of making it too
high level.

In any event, I'll see where the team has gotten to and come back to you.
Cheers

Jivan Grewal
9(2)(a) of the OIA

From: Michael Alp <Michael.Alp@mbie.govt.nz>

Sent: Monday, March 18, 2024 2:29 PM

To:9(2)(a) of the OIA @mbie.govt.nz>; Richard Owen <Richard.Owen@mbie.govt.nz>; Richard Griffiths
<Richard.Griffiths@mbie.govt.nz>; Alison McDonald <Alison.McDonald3@mbie.govt.nz>; Greg Patchell
<Greg.Patchell@mbie.govt.nz>; Aaron Toatelegese <Aaron.Toatelegese2 @mbie.govt.nz>

Cc:9(2)(a) of the OIA @mbie.govt.nz>; 9(2)(a) of the OIA @mbie.govt.nz>; Jivan Grewal
<Jivan.Grewal2@mbie.govt.nz>; 9(2)(a) of the OIA @mbie.govt.nz>

Subject: RE: BCU Addendum for Cabinet - Editorial Review

Hi all,
Further to my previous comments, | have taken the liberty of pairing back the draft addendum as per the attached.
You will see | have proposed to make a significant amount of cut backs in the document and have reordered some

points.

The balance in this however, is ensuring that Minister Stanford receives a more detailed briefing (but still at an Exec
Summary level) so she is able to talk her colleagues through any component.

Again, this is in my capacity as a reviewer and accept that the endorsers / approvers will need to land a view.

Nga mihi

Michael Alp He/Him
CHIEF OPERATING OFFICER, CORPORATE SERVICES
Ministry of Business, Innovation & Employment

michael.alp@mbie.govt.nz | Mobile: +9(2)(a) of the OIA
Level 18, 25 The Terrace, Wellington | PO Box 1473, Wellington 6140, New Zealand
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From:9(2)(a) of the OIA @mbie.govt.nz>
Sent: Friday, March 15, 2024 2:45 PM

To: Richard Owen <Richard.Owen@mbie.govt.nz>; Richard Griffiths <Richard.Griffiths@mbie.govt.nz>; Alison
McDonald <Alison.McDonald3@mbie.govt.nz>; Greg Patchell <Greg.Patchell@mbie.govt.nz>; Aaron Toatelegese
<Aaron.Toatelegese2 @mbie.govt.nz>; Michael Alp <Michael.Alp@mbie.govt.nz>

Cc:9(2)(a) of the OIA @mbie.govt.nz>; 9(2)(a) of the OIA @mbie.govt.nz>; Jivan Grewal
<Jivan.Grewal2@mbie.govt.nz>; 9(2)(a) of the OIA @mbie.govt.nz>

Subject: BCU Addendum for Cabinet - Editorial Review
All

Please find attached the final version of our draft addendum for your editorial review. Once, you are happy with the
content could you please add your e-signature onto Page 2.

Please note that we are currently looking to submit this on Monday 18" March 2024 and therefore we will be
looking for feedback on Monday by 10am.

sa@oe_ Ag Richard may not have the opportunity to review/sign we may need you to p.p. on his behalf.
Many thanks for your assistance.

9(2)
(@)

Head of Digital and Programmes — Immigration
Partnerships & Programmes
Digital, Data and Insights

Ministry of Business, Innovation & Employment

9(2)(a) of the OIA @ mbie.govt.nz | Mobile +9(2)(@) of the OIA | DDI +64 (4) 901 8327
Level 5, 110 Featherston St, Wellington 6011 | P O Box 1473, Wellington 6140, New

NZBN 9429000106078
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From: Jivan Grewal

Sent: Tuesday, 19 March 2024 6:16 PM

To: Greq Patchell; Alison McDonald; Nic Blakeley; Carolyn Tremain

Cc: 9(2)(a) of the OIA; 9(2)(a) of the OIA

Subject: FW: 2324-2658 Biometric Capability Update — proposed approach to increasing Whole of Life
Cost [IN-CONFIDENCE]

Attachments: 2324-2658 Biometric Capability Update — proposed approach to increasing Whole of Life

Cost.pdf; 2324-2658 Biometric Capability Update — proposed approach to increasing Whole of
Life Cost.docx; Annex one 2324-2658.docx
Hi folks

Just a quick update on the extension of the WOLC for BCU. We’ve updated the addendum outlining the case for the
increase and sent it to the Minister.

| also spoke to Kara this evening, and she noted that the Minister was not expecting this and doesn’t want to add it
into the Cabinet paper. | didn’t get the sense that she didn’t support the proposal — but rather that she didn’t want
to spring this on her colleagues given that it wasn’t in the version she circulated for consultation.

| have also since realised that we have some time up our sleeves (as Cabinet won’t need to approve this until they
make definitive decisions on the fees and levies), so we have the option of doing this a bit later. The Minister wants
to talk about this on Monday (I think mainly around the process, but it may stray into the content too).

Anyway, happy to chat further.

Cheers

Jivan Grewal
9(2)(g)(ii) of the OIA

From: 9(2)(a) of the OIA @mbie.govt.nz>
Sent: Tuesday, March 19, 2024 4:30 PM
To:9(2)(a) of the OIA @parliament.govt.nz>,9(2)(a) of the OIA

@parliament.govt.nz>; 2@@ of e OIA G 5 rliament.govt.nz

cc:9(2)(a) of the OIA @mbie.govt.nz>; 9(2)(a) of the OIA  @mbie.govt.nz>; ¥@@ ofthe OIA
@mbie.govt.nz>; Jlivan Grewal <Jivan.Grewal2@mbie.govt.nz>; 9(2)(a) of the OIA
@mbie.govt.nz>; Nic Blakeley <Nic.Blakeley@mbie.govt.nz>; 9(2)(a) of the OIA @mbie.govt.nz>
Subject: 2324-2658 Biometric Capability Update — proposed approach to increasing Whole of Life Cost [IN-
CONFIDENCE]

Kia ora,
Please see attached 2324-2658 Biometric Capability Update — proposed approach to increasing Whole of Life Cost.

Nga mihi

s9(2)(a)

PA to Libby Gerard | Manager (Border and Funding) Immigration Policy

PA to Polly Vowles | Manager (Skills and Residence) Immigration Policy

PA to Sam Foley | Manager (International and Humanitarian) Immigration Policy
Employment, Skills & Immigration Policy Branch, LSE

Ministry of Business, Innovation & Employment
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s9(2)(a) @mbie.govt.nz | Telephone: $9(2)(a)
Level 6, 15 Stout Street, Wellington, PO Box 1473, Wellington 6140, New Zealand
NZBN 9429000106078
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BRIEFING 31

Biometric Capability Update project — proposed approach to increasing
Whole of Life Cost

Date: 19 March 2024 Priority: High
Security In Confidence Tracking 2324-2658
classification: number:

Action sought

Action sought Deadline
Hon Erica Stanford Indicate your preferred approach to |21 March 2024
Minister of Immigration seeking Cabinet agreement to

increase the Whole of Life Cost for
the Biometric Capability update
project

Contact for telephone discussion (if required)

Name Position Telephone 1st contact

General Manager,
Jivan Grewal Employment, Skills, and |04 896 5999 |9(2)(@) of the OIA v
Immigration Policy

Policy Advisor,
9(2)(a) Immigration (Border and |04 901 1415
Funding) Policy

The following departments/agencies have been consulted

The Treasury has been consulted on the proposal to seek an increase to the Whole of Life Cost.

Minister’s office to complete: [] Approved [] Declined
[] Noted [ ] Needs change
[] Seen [] Overtaken by Events
[] See Minister's Notes ] Withdrawn

Comments
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¢’ 2 MINISTRY OF BUSINESS,
g748 ) INNOVATION & EMPLOYMENT
HIKINA WHAKATUTUKI

BRIEFING

Biometric Capability Update project — proposed approach to increasing
Whole of Life Cost

Date: 19 March 2024 Priority: High
Security In Confidence Tracking 2324-2658
classification: number:

Purpose

To seek your direction on a proposed approach to increasing the Whole of Life Cost for
Immigration New Zealand’s Biometric Capability Update project.

Recommended action

The Ministry of Business, Innovation and Employment (MBIE) recommends that you:

a Note that MBIE’s current identity management, capture, and matching solution is outdated,
overly complex, inflexible, and often requires manual intervention, and a Biometric Capability
Update project is underway to address these issues.

Noted

b Note that the Biometric Capability Update project currently has a Whole of Life Cost threshold
of $35 million.
Noted

¢ Note that unforeseen cost increases, such as the COVID-19 pandemic, delays, and increased
complexity identified during system testing, have led to the projected cost of the project to
increase to $39.9 million, thereby requiring Cabinet approval to continue.
Noted

d Note that additional Crown funding is not required; the project is funded through immigration

fees and levies.
Noted

e Indicate your preferred approach to seeking Cabinet agreement to increase the Whole of Life
Cost for the Biometric Capability Update project (details set out in Annex One):

EITHER

i. Option 1: Seek agreement through the upcoming Immigration Fee and Levy Review
(approval for targeted consultation) Cabinet paper (recommended)

Agree / Disagree
OR

i. Option 2: Seek agreement via a separate Cabinet process (before the confirmation of
fee and levy charges in June/July).

9(2)(a) of the OIA Agree / Disagree

Jivan Grewal (ij Hon Erica Stanford

General Manager, Employment, Skills, and Minister of Immigration
Immigration Policy

Labour, Science, and Enterprise, MBIE ... /... /...
19/03 /2024
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The Biometric Capability Update

1.  The Biometric Capability Update (BCU) is a project to deliver a significant upgrade of
Immigration New Zealand’s (INZ’s) identity management, capture, and matching solution.
Updating INZ’s capability is crucial to risk mitigation, managing identity fraud, minimising
harm and allowing MBIE to better manage immigration risk, meet national security
requirements and international partner agreements.

2. The previous Minister of Immigration set the Whole of Life Cost (WOLC) of the project at
$35 million, which is the threshold set by the previous Cabinet for individual ministerial
approval [as per Cabinet Office Circular CO (23) 9: Investment Management and Asset
Performance in Departments and Other Entities].

3. The BCU project is well progressed in its final year, however, project costs have increased
due to:

a. the COVID-19 pandemic delaying the project significantly, as MBIE had to reprioritise
resources to support the Government’s response

b. unforeseen complexity in the initial scoping and technical challenges which led to
significant changes from the original specifications to ensure that the update can work
within the wider immigration ICT platform, and

C. all-of-government cyber security guidelines have evolved over the term of the project
and MBIE has had to adapt the solution to meet these new standards, requiring
additional time and funding.

4. MBIE estimates that the project will cost $39.98 million to deliver, exceeding the current
WOLC by up to $5 million. Cabinet agreement is therefore required to increase the WOLC
and authorise the additional expenditure. Additional Crown funding is not required; the
project is funded through immigration fees and levies.

5.  The addendum, attached to this briefing as Annex One, sets out the case for increasing the
WOLC from $35 million to $40 million. It outlines the:

a. drivers of the increased costs
b.  rationale for continuing the project
C. risks if the project were to be prematurely ceased, and

d. processes MBIE has put in place to ensure costs do not rise in future.

Options for seeking Cabinet agreement to increasing WOLC

6. You are intending to shortly take a paper to Cabinet on the immigration fee and levy review.
The paper seeks Cabinet’'s agreement to undertake targeted consultation on the proposed
rates, and to address immediate immigration system cost pressures.

7.  You could use this paper to seek Cabinet’'s agreement to increase the WOLC of the BCU
project. This is our recommended approach for efficiency, and also because the paper is
already seeking Cabinet agreement on other immigration system cost pressures.
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8. Pending your agreement to this approach, the following text could be added to the Cabinet
paper ‘managing immediate cost pressures facing the immigration system’ section of the
paper (with corresponding changes to the purpose and recommendations section):

After paragraph 53:

Additional fee and levy funding is also required to complete the project to upgrade New
Zealand'’s biometric information management software The upgrade is required to
improve the accuracy of biometric matching and reduce the need for manual intervention.
6(c) of the OIA, 6(a) of the OIA . As aresult,
MBIE will be able to better manage immigration risk, meet national security requirements
and international partner agreements.

Ad(ditional funding is required to due to unforeseen complexity in the initial scoping,
technical challenges during the build and security vulnerabilities that needed to be
addressed before the project could proceed. The project was also impacted by the Covid-
19 response as resources were moved to support new initiatives to keep New Zealand
safe.

After paragraph 60:

Cost pressures proposal 3: increase the authorised Whole of Life Cost of the Biometric
Capability Update project

| seek Cabinet’s approval to increase the Whole of Life Costs of the Biometric Capability
Update project from the previously Cabinet-set threshold of $35 million to up to $40
million. This increase will allow the continuation of the project to upgrade New Zealand’s
biometric information management software, which will improve the accuracy of biometric
matching and reduce the need for manual intervention.

As per Cabinet Office Circular CO (23) 9, as the Minister of Immigration | have the
authority to approve a project’s Whole of Life Cost up to $35 million. However, as the
BCU project’s Whole of Life Cost is now estimated to be $40 million, | am seeking Cabinet
authority to increase the current spend limit.

This project is funded through immigration fees and levies and the increased costs can be
met within MBIE baselines, and therefore does not require any additional Crown funding.

Annex Five provides further detail on the drivers of increased costs and the expected
benefits of delivering the upgrade to New Zealand’s biometric information management
software.

9.  An alternative approach would be to seek Cabinet agreement to increasing WOLC via a
separate Cabinet process (but before the confirmation of fee and levy charges in June/July).

10. We seek your direction on this matter before the immigration fee and levy Cabinet paper is
lodged, proposed to be this coming Thursday morning, 21 March 2024.

Annexes

Annex One: Addendum on Biometric Capability Update
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Annex One: Addendum on Biometric Capability Update

118



IN-CONFIDENCE

3644 Biometric Capability Update (BCU)

Update
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1 Executive Summary

1.1 Introduction

The Biometrics Capability Update (BCU) is a project to deliver a significant upgrade of Immigration
New Zealand’s (INZ’s) identity management, capture, and matching solution. The updated capability
is crucial to risk mitigation, managing identity fraud, minimising harm and meeting INZ’s future
business needs. It will also assist with expediting visa application processing, improving the
customer experience, and an anticipated reduction in manual identity resolution.

Funding for the project is now estimated to breach its Cabinet-approved Whole of Life Cost (WoLC)
of $35 million; this addendum seeks approval to raise the WoLC from $35 million to $40 million.

Costs for the project are funded through immigration fees and levies, and therefore no further
Crown funding will be required to meet these higher costs.

1.2 Background to the BCU

Identity resolution is a core component of INZ’s processing of visa and New Zealand electronic Travel
Authority (NZeTA) applications, ensuring only bona fide customers can travel to New Zealand. INZ’s
identity holdings are also critical in supporting New Zealand’s data sharing arrangements with other
Migration 5 (M5) countries. As above, the BCU project aims to deliver a significant upgrade to INZ’s
identity management system.

The project is a multi-year, technically complex project, involving multiple IT systems, products, and
vendors, as well as very large volumes of biometric and biographic data.

The project is needed to improve the level and sophistication of automated match/no match results
of identities by INZ. This will improve the overall quality of the matching of identity information for
non-New Zealanders (thereby reducing harm and minimising risk) whilst reducing the level of
manual resolution of identities by INZ staff, speeding up visa and travel authority application
processing to improve the customer experience.

The current system for biometric matching and management engine is out-dated, unnecessarily
complex, inflexible, and no longer deemed fit for purpose for the current, let alone the future, needs

of INZ. 6(c) of the OIA, 6(a) of the OIA

BCU has been designed to address the business needs by upgrading the versions of biometric
matching and management platforms, rationalising and simplifying the platform to reduce ongoing
costs and improving the flexibility and usability of the system in the process.

The project is not making fundamental changes to the way INZ collects identity data, the type of
data collected or how the data is processed and managed. Core business processes will remain the
same and be undertaken by the same INZ staff more efficiently.

The main objective of the investment is to deliver a significant upgrade to INZ’s identity
management, capture and matching solution. The BCU project will provide:

e Improved match results with an updated biometric matching algorithm and software.
e Removal of redundant middleware.
e Remove technical and support complexity.
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e Provide better quality data.
e Onshore support from the lead vendor.
e Asupport model that aligns to INZ’s current and future business needs.

1.3 Problem and opportunity statement
The following issues have been identified with the current Biometric system:
e The current system is unable to meet capacity, capability and resource demands for new

initiatives or legislative changes.

6(a) of the OIA, 6(c) of the OIA

The original Business Case and subsequent Change Requests (CRs) approved the following capital
investment, operating expenditure, and WolC. This also include the funding required to complete
the project (in green).

Document Capex Opex Total Project WOLC Comments
Project Cost
Costs Increase
Aug Business [$10.46m | $0.05m |$10.51m $19.49m |Original Business Case
2019 Case

$12.21m| $0.05m |$12.25m| $1.75m | $22.83m [Change in scope, budget

May and duration. Photo
CR1 lity check

2020 quality checker was

added to scope.

$17.08m| $0.05m |S$17.12m| $S4.87m | $30.75m [Change in scope,
benefits, budget and

Jul CR2 duration. In person
2020 . .
enrolment integration
was added to scope
$22.15m| $0.05m |S$22.20m| $5.08m | $30.42m [Change in scope,
July benefits, budget and

2021 CR3 duration due to Increase

in technical complexity
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Document Capex Opex Total Project Comments

Project Cost
Costs Increase

$21.29m| $4.71m | $26.0m | $31.93m | $31.93m [Change in benefits,
budget and duration as
CR4 lead vendor was not
going to meet one of
their critical milestones

Aug
2022

$21.9m | $4.34m |S$26.13m| $31.95m | $31.95m [Change in benefits,
budget and duration as
CR5 Data Migration had
taken longer than
planned.

Jun
2023

$33.33m| $7.28m |S40.61m| $8.66m | $39.98m [Change in benefits,
budget and duration
April CR6 due to the number of
2024 defects found and
infrastructure issues

slowing the project.

BCU is upgrading the current Identity System which went into production in 2016, which had a
capital cost $53 million (567m inflation adjusted) compared with $33 million for the replacement
solution. The current system is starting to attract extended support costs of $0.5 million and means
that we are unable to focus on improving the overall Identity System, as the current focus is on
keeping the aging system operating.

1.4  High-level business outcomes

The following high-level business outcomes are linked to the delivery of the updated solution:

e A modern, fully supported system, with NZ based lead vendor support and maintenance
capability.

e A system that can meet INZ’s future business needs and aligns to INZ’s “Striking the Balance”
strategy and its vision of being a trusted world-class immigration service.

e Greater efficiencies in processing high volumes of identity resolution work, in time reducing
staffing costs.

e Improvement in the quality of matching capability due to an increase in automated
matching using a more sophisticated up to date algorithm matching technology.

e The target is a reduction of 5 to 10 Full Time Employees (FTE), a saving of between $2.5 -$5
million over 5 years. This is based on the assumption that Identity Resolution volumes
remain static or reduce in comparison to the baseline of 2024 volumes.

e Strengthened decision making on visa and New Zealand Electronic Travel Authority (NZeTA)
applications by INZ, as all available data on applicants is made available to decision makers.

e The implementation of the updated system will allow INZ to see a reduction in legacy
platform risks.
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To achieve these high-level outcomes and to meet the changing needs of INZ, the outdated
Biometric system needs to be updated with a modern service. This will deliver the following
benefits:

A biometric system that can be fully supported and can manage future data volumes.

A biometric system that enables INZ to meet current and future expectations from our M5
partners in relation to data sharing arrangements.

Reduction in time and cost to implement future configuration changes and updates, as the
INZ Identity Services team will be able to make its own changes to these rather than
outsourcing to a vendor.

Reduction in the number of identity fraud cases each year and increased ability to minimise
risk and immigration harm.

Reduction in the number of manual identity resolution tasks that need to be completed by
Identity Services staff.

Enhanced quality and accuracy of biometric data captured and stored in INZ’s systems.
Faster visa and NZeTA processing times through enhanced rates of automated resolution of
identities, improving outcomes for customers.

Reduced risk of identity fraud and/or risk of bad actors being able to travel to New Zealand
(which negatively impact our economy, infrastructure and services, and creates immigration
harm).

INZ will be using a biometric algorithm that meets international standards and best practice.

2 Current State

The project has been in progress since August 2019, when the initial Business case was approved to
update the biometric matching and management platforms.

The BCU project is well progressed however project costs and delays have increased due to the
following:

Unforeseen complexity in the initial scoping and technical challenges which led to significant
configuration changes from the original specifications to ensure that the update can work
within the wider immigration platform.

9(2)(b)(ii) of the OIA

Cyber security guidelines have evolved over the term of the project and MBIE has had to
adapt the solution to meet these new standards, requiring additional time and funding

The Covid-19 pandemic delayed the project as MBIE had to reprioritise resources; and
Implementation and testing activities taking longer than planned due to infrastructure issues
and the number of defects found.

These challenges are being overcome and the project has progressed significantly.

During the project, alternatives to the current delivery have been considered and discounted. These
included:

1.

Stopping the project and continuing with the current solution — this was not a feasible

option as the current 6(C) Of the OIA, 6(a) of the OIA

Stopping the project and establishing a new project to upgrade only the algorithm of the
current solution — this was not feasible as it only partially meets the requirements and does
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not align to INZ’s future roadmap and strategy. It would also result in sunk costs and
additional funding being sought to establish the new project.

If the project was stopped, the potential financial penalties in relation to vendors is estimated to be
approximately $12 million. Potential liability and exposure to costs from vendors, including the key
vendor, could include costs for the deliverables as per agreed milestones in relevant vendor MSA
termination clauses. The key vendor may also try and claim for all losses (included sunk losses). This
key vendor has indicated the sunk cost to be up to $4 million, in addition to the $12 million above.

In addition, the estimated impairment of Work in Progress (WIP), if the project was stopped, is
estimated to be $22 million.

The BCU Go Live date is planned for Quarter 2 FY 24/25 and MBIE has sought assurance from all
vendors involved in the project that they can meet this date, subject to the successful completion of
SIT and UAT testing.

3 Project Assurance

The project has the following governance arrangements in place:

e A Project Steering Group (PSG) which meets weekly; and
o A Delivery Governance Board (DGB) which meets monthly.

The members of the PSG include:

Name Substantive Role Project Role

General Manager, Immigration risk and

Richard Owen Project Sponsor

Border
9(2)(@) of the OIA Business Owner
Michael Alp Chief Operating officer Commercial Oversight
9(2)(a) of the OIA Lead Vendor representative

9(2)(a) of the OIA
Programme Manager

In addition, all governance documentation is subject to the standard MBIE governance processes.

The DGB governs all projects and programmes that are on the approved investment plan. The board
is governed by Senior Leaders and chaired by a Deputy Secretary from within MBIE.

The project has undertaken three Independent Quality Assurance (IQA) reviews, the last one being
in September 2023. The latest IQA confirmed the project approach was sound and robust, the build
is achievable, and the risk management practice is effective. The project has implemented the IQA
recommendations and continually looks for opportunities to improve.

To manage any further increase in costs, the Project Steering Committee is actively managing all
Change Requests and only approving those that are critical for Go Live. They are actively engaged on
reviewing schedule progress weekly, along with monitoring defect resolution timeframes. The
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project is providing regular updates to the MBIE Delivery Governance Board on progress against

schedule and costs.

4 Financial Case

The project will require capital expenditure of $33.33 million, operating expenditure of $7.28 million,
and a $4 million contingency in line with projects of a low to medium risk.

Funding for the on-going operating costs and depreciation has been included in the upcoming Fee
and Levy review and can be managed within Immigration New Zealand's baseline.

MBIE is not seeking any additional Crown funding to complete the BCU project, instead, it seeks

Cabinet endorsement to fund the remainder of the project from immigration fees and levies. MBIE is

required to seek the financial authority of Cabinet to continue with the project as the current
approval of $35 million WoLC is likely to be exceeded. To complete the project, the financial

authority needs to be revised up to a WolLC of $40 million.

Financial risks on any potential out year costs are being managed through agreed commercial
arrangements with the lead vendor, so future costs are well understood and pre-determined.

The breakdown by year of the funding is detailed below:

Operating 2019/20 2020/21 2021/22 2022/23 2023/24 2024/25

costs (Sm) & out years
Project Costs | $1,385,585 [$6,022,500 $2,124,309 | $7,988,189 | $12,735,953 | $10,355,371 $40,611,906
Operating $10,000,000 $10,000,000
costs
Depreciation $33,332,080 $33,332,080
Capital Charge $69,279 | $370,404 | S454,961 | $839,464 | $1,319,286 | $5,833,114 $8,886,510
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The forecast expenditure of the project (by year) is illustrated in the table below:

Financial Financial Years

Summary FY 19/20 FY 20/21 FY 21/22 FY 22/23 FY 23/24 ‘ FY 24/25 Total
Capital
expenditure

$1,385,585 | $6,022,500 | $1,691,150 | $7,690,061 | $9,596,432 | $6,946,352 | $33,332,080

Operating

expenditure $433,159 | $298,128 $3,139,521 | $3,409,018 | $7,279,826

Total Project
Delivery $1,385,585 | $6,022,500 | $2,124,309 | $7,988,189 | $12,735,953 | $10,355,371 | $40,611,906
Expenditure
Ongoing Cost $10,000,000 | $10,000,000
(Excl.

Depreciation)
Whole of $39,975,367
Life costs*

* Delivery Cost + Ongoing Cost, excluding Depreciation, 6% discount rate
5 Benefits

The project will deliver benefits to two broad areas: agency and government.

There are limited benefits that can be clearly quantified due to the focus being on reducing the risk
of security issues that are non-quantifiable, but serious security exposure would have wide reaching
impacts for New Zealand in terms of economic impact, safely of New Zealanders, international
reputation and social cohesion. One benefit that can be quantified is the target reduction of FTE, a
saving of between $2.5 -$5 million over 5 years.

Agency benefits

e Reduce risks to New Zealand — The project will facilitate the protection of the border by
enabling high quality decisions and will allow automated decision making. The product will
allow early detection of high-risk applicants and suspected identity fraud. Risks will be
significantly reduced by using the world’s top ranking matching algorithms. INZ will have
assurance of high-quality data delivered by an increase in face images used in matching and
a higher quality check of fingerprints.

o Remove complexity - By simplifying the support model.

e Assurance of quality biometrics — Implementation of a biometric matching solution
provided by a Global Tier 1 biometric provider to provide capability to quality check and
correct fingerprints. This will reduce the number of manual resolutions.

e Encourage reuse and consistency - Allow different channels to use a single biometric
matching service.

o Simplify technology and improve performance - Consolidation of the biometric populations
and the replacement of the middleware with NEC software, enhances functionality and
simplifies the system and the vendor mix responsible for support.

Government benefits
This project will achieve the following benefits for the New Zealand government:
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o Reduce the risk of illegal migrants entering New Zealand - By detecting bad actors at the
application stage, visas will not be issued. The risk to INZ, and cost incurred facilitating
departures is reduced.

e Cross agency initiatives — Provide the path to simplify working with other agencies (e.g. NZ
Customs with the Biometric at the Border) by delivering a single biometric matching service
consumable by different channels.

e Support economic growth of the country — Through greater confidence in biometric
matching, leading to automated processing and a reduction of processing time for visa
applicants (e.g. tourists, international students and skilled labour).

Updated overall costs

This table has been completed based on several assumptions and estimates because of the
embedded nature of middleware solution in the core INZ systems. Engagement with the
Middleware vendor to derive a cost breakdown was unsuccessful in 2019 when the cost benefit was
documented. Consequently, we are presenting an analysis of “Required Maintenance cost of
Retaining the Current Solution” against the Recommended Option.

Status Quo: Maintenance Costs of

Retaining Current Solution e e A BE e

Project Capital Costs $52,759,572 (FY2015/16) $33,332,080 (FY2024/25)

- 9(2)(b)(ii) of the OIA

Cost of Identity Volume step
increases

Whole of life costs (Project |>$50 million
Delivery Capex + Opex + Up to S40 million
Ongoing Cost)

Impairment of BCU if project
stopped

9(2)(b)(ii) of the OIA

$22 million N/A

If the BCU project is stopped there would be a $22 million impairment to recognise for Work in
Progress for the capital spend to date.

6 Risks

The approval to continue funding the BCU project would reduce INZ’s current risk profile as the new
system would be resilient, fully supported, manage future data volumes, and use a more up to date
biometric algorithm.
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INZ would see a reduction in time and cost to implement future configuration changes. INZ will be
able to undertake some configuration changes in house, therefore being able to react quickly to
legislative changes.

INZ would see a reduction in the number of identity fraud cases each year and the increased ability
to minimise risk and immigration harm. INZ will see faster visa and NZeTA processing times through
enhanced rates of automated resolution of identities, improving outcomes for customers.

If the BCU project is not progressed, INZ would need to continue working with the current legacy
platforms, 6(C) of the OIA, 6(a) of the OIA INZ would be
unable to meet any new legislation requirements, as well as any changes required to current and
future business needs.

6(c) of the OIA, 6(a) of the OIA with an
increase in support and maintenance costs. This will lead to a greater reliance on manual resolution
of identities (meaning reliance on staff) and no efficiency gains. It would result in visa/NZeTA
processing times taking longer and a decrease in customer satisfaction.

Closing the project will result in sunk costs of approximately $25+ million dollars, leaving INZ no
further ahead than when the project started in 2019.
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