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INTRODUCTION AND OVERVIEW 

Introduction 

1.1. ANZ Bank New Zealand Limited (ANZ) is grateful for the opportunity to provide feedback to the 

Ministry of Business, Innovation & Employment’s (MBIE's) consultation on the Discussion Paper on 

Open Banking Regulations and Standards under the Customer and Product Data Bill (Discussion 

Paper).  

1.2. ANZ is aware the New Zealand Banking Association (NZBA) has also provided an industry response 

on the consultation. ANZ has contributed to and supports the relevant aspects of that response. 

Contact 

1.3. Please contact  if you would like to 

discuss the contents of this response.   

Confidentiality 

1.4. ANZ requests that the information identified in this response as requiring confidentiality are kept 

confidential on the grounds of commercial sensitivity. If MBIE receives a request to release our 

response under the Official Information Act, we ask that MBIE consult with us, and our preference is 

that the information identified is withheld. 

Structure 

1.5. The front end of this submission contains ANZ's high level comments on each section of the 

Discussion Paper, using the same numbering as the Discussion Paper.  Attachment A includes three 

illustrative scenarios of possible use cases in open banking, and the complex relationships, data 

sharing and consent implications that may result.  Those use cases, or "scenarios" are referred to 

throughout this document. In addition, responses to the individual questions in the Discussion Paper 

are included in Attachment B.   

Overview and General Comments 

1.6. ANZ acknowledges the importance of the Customer and Product Data Bill (Bill) and the Open Banking 

Regulations and Standards (Regulations and Standards) to promote competition, consistency of 

outcomes and enable better financial services for consumers in New Zealand. We support a regime 

that is efficient, trustworthy, and secure.  

1.7. While we have provided detailed comments on the Discussion Paper in this submission, ANZ draws 

MBIE’s attention to our key concerns below. Further detail on these points is set out in the body of 

this submission and Attachment B.  

a) Sufficient time has not been provided for the development of the open banking regulatory regime, 

or its implementation for industry to appropriately comply with. 

b) Despite the Commerce Commission indicating its intention to designate the interbank payment 

network under the Retail Payment System Act, the scope of this designation remains unclear. 

c) ANZ agrees with the NZBA that the current approach is causing uncertainty.  We ask that a single 

regulator model be considered, and if that is not an option then for the Commerce Commission 

and MBIE to provide further clarity about how the two regimes will fit together.  

d) Industry should be offered an opportunity to further engage with government to provide certainty 

around future regulations. It would be beneficial for the sector to be given the opportunity to review 

an exposure draft of the regulations to address any potential ambiguity.  
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2. STATUS QUO AND PROBLEM DEFINITION 

2.1. ANZ supports open banking and has invested over  to date in its implementation.  We are 

on track to meet the API Centre's mandatory implementation plan (version 2.1) by November 2024.   

2.2. With a significant portion of ANZ mobile customers already using open banking services, we expect 

to see continued growth in adoption and value for customers in line with the API Centre rollout of 

standards.   

2.3. We disagree with paragraph 20 of the Discussion Paper that banks’ advantages as incumbent holders 

of customer data and our existing payment networks will undermine the effectiveness of open banking. 

Industry has made considerable effort to initiate open banking in New Zealand and is presently 

incurring the expenses to achieve this.  We have been working hard to implement open banking in a 

way that maximises customer benefit for the investment whilst still taking our security obligations as 

holders of customer funds and data seriously. Our recent achievements include: 

a) of our eligible mobile customers have now made an open banking payment 

b) August 2024 was a significant milestone for ANZ, with open banking payment volumes  

over the previous highest volume month 

c) We are live with Worldline, and Blink Pay. We have also signed an agreement with Qippay and 

have a number of other third parties in our pipeline 

d) We have been able to do this without open banking regulation and with competition law restrictions 

on our ability as an industry to collaborate on risks and liability, which has been very challenging. 

In contrast, the UK took ~5 years after regulation to reach a 14% adoption level across the digitally 

active population1 

2.4. In our view, the problem definition in the Discussion Paper also does not identify the role of central 

investment and legislation in facilitating the adoption of open banking. To date, New Zealand’s 

industry has progressed open banking despite the lack of a regulatory regime or government 

investment. However, we contend that future government support will be necessary to establish a 

regime that is fit for purpose and ensures consistent outcomes. 

 

3. OBJECTIVES 

3.1. Having already invested substantially in open banking, we support the comments at paragraph 32 of 

the Discussion Paper that a designation should not require inefficient investments.  In our view, this 

means that open banking should support and prioritise high value use cases that end-customers want 

(and will use), and that are practical and supported by a cost/benefit analysis. 

3.2. For that reason, ANZ submits that the criteria in paragraph 35 of the Discussion Paper should be 

amended to refer to "wide customer uptake" and "valuable customer use cases", as well as a 

practicality criterion.  We also submit that the reference to "efficient investment" should expressly 

include a cost/benefit criterion for each use case and consider efficiencies both from the perspectives 

of banks and third parties.  

 

4. THE SCOPE OF AN OPEN BANKING DESIGNATION 

4.1. Providers of banking services to customers should ultimately be covered by the open banking 

designation. ANZ proposes that the scope of designation include a principle of reciprocity, 

encouraging early participation by the designated data holders. In Australia, in order to ensure parties 

who ‘take’ data will also ‘give’ data, banks could only receive information if they were participating in 

their consumer data rights (CDR) regime. This led to a number of banks participating ahead of a 

 
1 The open banking impact report 2024, March 2024, https://openbanking.foleon.com/live-publications/the-open-banking-impact-

report-2024-march/adoption-analysis 
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requirement to do so.  For example, it is proposed that Kiwibank would retain its existing 2026 

timeframes to join open banking.  If that happened, under a reciprocity model it would be allowed to 

take additional time but would not be allowed to take data until it is ready to also give data.   

4.2. On the identity of the designated banks, ANZ supports the same principle of reciprocity, meaning that 

if other banks (including digital-only banks) wish to receive data, then they should also be designated 

as data holders and participate fully in open banking.   

4.3. ANZ also considers the date on which designation is proposed to commence (1 December 2025) is 

unrealistic and would likely introduce unforeseen risks and compromise quality.  It will only be 

practicable for ANZ to comply with the requirements of the Regulations and Standards by 1 December 

2025 if the detailed rules for open banking: 

a) are consistent with version 2.3 of the current API Centre Standards, and do not contain any 
additional scope, requirements or functionality (technical or operational), including items 
discussed in this paper, such as (but not limited to):  Performance requirements and reporting, 
Support requirements (L), Integration into a centralised register (M), Enablement of Web 
channels* for consent management (XL), Multi-authorisation payments and potentially data 
sharing (XL), Product data* (XL), Any changes to industry standards*, Ability for consent to 
contain details of opt in aspects of the consent (M) or Access to 7 years of data* (XL); 
 

b) if MBIE leveraging work underway within the API Centre develop commonly agreed standards 
for areas such as accreditation, third party onboarding, authorisation, and risk settings for use 
cases; and  

 
c) if the "equivalency principle", as set out in the API Centre Equivalency Principle Policy2  in the 

current open banking arrangements and exemption processes, is maintained. 

 
4.4. We agree with the position in paragraph 52 of the Discussion Paper that only requests by accredited 

requestors should be in scope, and direct-to-customer requests should be excluded. 

4.5. ANZ also agrees that the key focus for designated customer data should be on information that 

customers already have access to through retail and small business digital channels. In Australia, 

which has a wide scope of designated data, our related entity Australia and New Zealand Banking 

Group Limited (ANZ Australia), found it resource intensive and challenging to meet timeframes where 

data was not available or already provided to customers digitally. Consequently, we consider 

designation needs to be right-sized, based on evidence of customer demand and demonstrate a 

cost/benefit analysis.  In particular, we submit that: 

a) in relation to paragraph 56(a) of the Discussion Paper, customer identifiers should be restricted 

and if used should be hashed/encrypted for privacy and security reasons. A customer identifier 

is a ‘unique identifier’ under IPP 13 of the Privacy Act and is unique to each bank for its own 

operational use. In effect, this may be viewed as ‘over collection’ and may lead to a breach of 

IPP 1 given that it would not be linked to a ‘purpose’. 

b) in relation to paragraph 56(d) of the Discussion paper, "information about the customer's 

eligibility for services and offers provided by the data holder" should be clarified to relate 

specifically to the designated account types (rather than all services and offerings);   

c) we strongly disagree with the proposal in paragraph 61 of the Discussion Paper that 7 years of 

data should be provided.  According to ANZ Australia, it is not aware of any evidence of realistic 

use cases for this amount of data. In its experience, 90% of requests for transaction history data 

(in Australia) are for data less than 3 months old, making 7 years of data of little benefit to 

customers. ANZ currently enables customers to view 2 years of transaction data in our digital 

channels and share 2 years of transactional data through open banking services. Therefore, we 

would support a 2-year timeframe being applied to historical data requests to align with current 

trends and help reduce compliance costs;   

 
2 https://www.apicentre.paymentsnz.co.nz/standards/using-standards/equivalency-principle-

policy/#:~:text=The%20Equivalency%20Principle%20Policy%20clearly,the%20bank%27s%20terms%20and%20conditions. 
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d) in relation to paragraph 58 of the Discussion Paper, designation should only apply to retail and 

small business banking customers, as this accounts for the majority of use-cases. Larger 

customers like corporate and institutional customers tend to set up their own bespoke data 

sharing arrangements using their preferred external platforms, tools and processes, so there is 

no need for the government to act in this space; and 

e) attempting to designate product data may be unwise at this point, given the complexities of 

implementing customer data in the intended timeframe.  ANZ considers that this should be 

deferred to a later point in time. 

 

5. THE BENEFITS, COSTS AND RISKS OF AN OPEN BANKING 

DESIGNATION 

5.1. While we agree that there are many benefits to open banking, we note that: 

a) there is little evidence of the scale of these benefits and the timeframe over which they are 

delivered;  

b) the designation of open banking will result in additional risks to security, privacy and 

confidentiality that will need to be managed carefully and with industry input in order to 

operationalise.  ANZ holds concern that the risks associated with accredited requestors acting 

as intermediaries and on-sharing data or action rights to unaccredited third parties have not been 

adequately addressed. As set out in previous submissions, we do not believe that relying on the 

Privacy Act alone for these scenarios is sufficient.  ANZ has provided further comments on the 

interface with the Privacy Act in its response to question 14 in Attachment B; and 

c) the Discussion Paper does not consider the risk associated with a data request or an action 

initiation conflicting with other laws.  For more information, refer to our previous submissions on 

the Bill, and the submissions provided by the NZBA.   

5.2. We understand every requirement in the Regulations and Standards on data holders will carry a direct 

cost for the banks.  While we are already managing the costs of implementing some of these 

requirements via the API Centre, the extra items in the Discussion Paper (for example the requirement 

to provide up to 7 years' data) are likely to add materially to those costs.  ANZ has invested 

substantially in open banking, and if the Regulations and Standards deviate from the API Centre 

Standards, much of this investment may be lost.  

5.3. Further, participants need fair and reasonable timeframes to implement new standards. Without this, 

the open banking environment may not be fit for purpose, impacting the regime’s effectiveness and 

increasing industry costs to address subsequent changes and issues. 

5.4. On this basis, and given the desire to move quickly, we suggest that these factors point towards 

starting conservatively and expanding the scope of the designation as evidence of the benefits of 

open banking (and the areas which will have most benefit) become clearer, and the risks have been 

adequately mitigated. 

 

6. ACCREDITATION CRITERIA 

6.1. ANZ supports robust accreditation criteria to protect customers against scams, fraud and security 

issues, support confidence and uptake, and ensure that accredited requestors can meet their 

obligations.  In our view, accreditation should not be a "one and done" exercise, but instead be subject 

to ongoing review. This will build trust and give customers more confidence in the reliability of the 

open banking regime. 

6.2. ANZ is also concerned that (at least without adequate insurance and guarantee requirements) banks 

or customers risk not being compensated for losses that may arise where accredited requestors do 

not meet their obligations. In addition, scenarios with higher risk exposures (such as from higher 
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payment volumes) should be restricted to those with proven capabilities, maturity and adequate 

capital or insurance to redress customers if something goes wrong.   

6.3. In our view, insurance should not be a mitigation for poor risk controls and should be adequate to 

cover the accredited requestor's potential liability arising through the open banking regime.  Risk may 

also change over time, so insurance levels may need to be reviewed, for example as an accredited 

requestor grows and processes more requests or higher value payments. 

6.4. In relation to dispute resolution: 

a) ANZ considers that the reliance on current established dispute schemes requires further 

deliberation.  Further comments are provided in response to question 22 in Attachment B.   

b) In addition to the above, a primary concern for ANZ is the growing number of scams in the 

financial sector. We believe the introduction of Open Banking will not only increase the volume 

of scams but also change the nature of the fraudulent activity due to third party involvement.  

c) Scams continue to be an issue for all banks, in particular, money transfer and crypto currency 

type of merchants/goods. Considering this, MBIE should again examine whether the schemes 

in their current form will be able to appropriately manage this new scope of complaints, and 

likewise if the schemes in their current form are the appropriate channel to address these 

disputes (also noting that while scams and fraud will sometimes have a privacy aspect this is 

not necessarily the case).  

6.5. As mentioned in our submissions on the Bill, we have serious concerns about the sole reliance on the 

Privacy Act for information security, and strongly support: 

a) a regime that treats all customer data and action initiation requests the same (regardless of 

whether that information is "personal information"); and 

b) specific technical and organisational security requirements and maturity, ideally consistent with 

those in Australia where most of the designated data holders already operate (so that work done 

there can be leveraged in NZ). This aligns with "option 3" in paragraph 114 of the Discussion 

Document.   

6.6. In relation to our anti-money laundering and countering financing of terrorism (AML/CFT) obligations, 

it is not immediately clear whether banks would have an obligation under the AML/CFT Act to conduct 

customer due diligence (CDD) on accredited requestors (or unaccredited requestors to who 

accredited requestors are on-sharing data or action rights).  For efficiency, we support MBIE 

conducting CDD on requestors as part of the accreditation process on behalf of the data holders and 

permitting data holders to rely on this.  

6.7. Finally, as explained in previous submissions on the Bill, ANZ is concerned about the ability of 

accredited requestors to share data with unaccredited third parties, and the complexities and risks 

that this creates outside the protections of the open banking regime.  We have illustrated some of 

these concerns in the scenarios in Attachment A.  We would support a separate, higher level of 

accreditation for accredited requestors that intend to act as intermediaries for an unaccredited third 

party, including:  

a) higher insurance requirements, 

b) a higher standard of compliance with its policies, and  

c) express responsibility for the acts and omissions of those unaccredited third parties that it shares 

requests with or processes on behalf of. 

 

7. FEES 

7.1. ANZ does not intend to charge customers for accessing their data. 

7.2. However, a fee system for accredited requestors that allows it to recover its costs would be required 

e.g., costs to service a request, ongoing maintenance and support, enhancements, and recovery of 

losses due to fraud and scams.  
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7.3. We therefore support the fees option at paragraph 125(c) of the Discussion Paper, which states that 

regulations should set pricing principles, such as requirements for them to be fair and transparent, 

and in line with efficient long-run costs. 

 

8. DETAILED RULES FOR OPEN BANKING 

Express and informed consent 

8.1. Informed and explicit customer consent is central to the new regime.  

8.2. ANZ supports specific consents and submits that bundled consents and broadly drafted consents 

(e.g., that include categories or general uses or recipients of data) should be explicitly prohibited.  In 

other words, where a purpose is specified by an accredited requestor, this should not be a broad or 

generic purpose (such as 'data sharing' or 'open banking services'), but instead should provide a 

meaningful description of the data use to the customer, so that they can make an informed choice. 

8.3. In addition, although the Discussion Paper does consider some additional consent requirements for 

intermediaries (see paragraphs 141 – 146), it does not contemplate that: 

a) unaccredited third parties might continue to on-share data further to fourth or fifth parties, outside 

the protections of the Bill; 

b) an intermediary might use the customer data itself (in addition to passing it on to unaccredited 

third parties).  In our view, consent to sharing with a third party should not be conditioned on 

consenting to use of data for other purposes by the intermediary.  

8.4. ANZ submits that customers should be able to view and track all consents with any third party they 

have consented to share data with. We consider it is unreasonable to expect customers to remember 

and log into multiple portals provided by different intermediary services to view, track and amend 

consents. Similarly, customers and other account signatories should be able to see the same consent 

data regardless of whether they are viewing their consents via a third party or through a bank. We 

believe additional analysis is required for how long consent requests should stay open for approval 

and addressed in Standards development. 

  

Fraud mitigation and payments 

8.5. In addition to robust consent mechanisms, there should be obligations on all parties to undertake 

prudent fraud and financial crime protection measures, such as bot checks and sanctions checks. 

8.6. For this to be feasible, all parties will need visibility of the identities of individuals and businesses in 

the chain of requests for a payment, including the identities of any intermediaries and unaccredited 

parties processing the request.  Please see Attachment A for further illustration.  ANZ and other 

banks have agreed practices to reduce likelihood of scams/fraud (for example we have agreed not to 

share payment links in emails or texts). We suggest that accredited requestors (and any unaccredited 

parties involved in a request) should also operate consistently with these rules. 

8.7. ANZ supports the principle that accredited requestors should be responsible for unauthorised 

payments and that they should reimburse banks where the banks reimburse customers. However, 

clarity is needed on how this will align with the proposed voluntary reimbursement process for scam 

victims. Moreover, we are also concerned about our ability to recover remediation amounts, especially 

in events affecting multiple payments– this could topple an accredited requestor, and our ability to 

recover amounts via insurance payments.  As previously submitted, it is for this reason that ANZ 

supports a safe harbour from liability that may arise in the context of a fraudulent payment, where we 

have complied with our requirements under the Bill and Regulations and Standards in good faith.   

8.8. We reiterate that banks processing open banking payments should not be liable for losses caused by 

the errors or omissions of other parties, or where they have been the victims of crime. This is central 

to our ability to process payments quickly and in high volumes.  



 

 

BF\70103746\2 | Page 8 

Joint accounts and secondary users 

8.9. Joint accounts, multi-signatory accounts and secondary users create additional layers of complexity 

for consents, particularly when the data is on-shared by an intermediary.  For example, if one account 

signatory authorises data sharing with an intermediary, and then another party authorises the 

intermediary to on-share data to an unaccredited party, it is not certain that the original account 

signatories would have visibility of that.  Please see Attachment A for further illustration.     

 

9. STANDARDS FOR OPEN BANKING 

Standards for open banking 

9.1. ANZ supports leveraging the existing open banking standards in the open banking regime and the work 

that industry has done to date.  ANZ is working towards compliance of version 2.1 and v2.3 of the API 

Centre's implementation plan and standards.   

9.2. There are three areas of concern for ANZ in the v2.3 standards: 

  

1) Customer statement data is not available – The statements standard requires that we provide 

statement periods. This data is not available to our customers for accounts other than Credit 

Cards. Periods are used to generate pdf statements and then not accessible to our 

systems.  Statement data is not in scope for the Australian CDR. 

2) Statement files break ‘account centric’ consent model and introduce privacy risks – The 

statements standard requires that we provide customer statement files. Without statement periods 

we are unable to generate statement files, which places sharing of the customers pdf statements 

in scope for ANZ. This is problematic because:  

i. Customer PDF statements contain transactions for the account for the statement period, 

however they also include addition information about other accounts and/or personal 

information of the other parties associated with the account such as addresses, joint 

account holder names, lending limits and pricing.   

ii. The current industry consent model is account and date range specific, meaning that only 

information about that account within the consented date range and for the specified 

account can be shared. Pdf statements include information beyond the scope of the 

account and potentially outside of the consent date range. For example, a credit card 

statement is for 14th Jun – 14TH July and a customer consent to allowing us to share 

transactions on that account between 1st June and 30th June.   

iii. Given the level of investment into modern data integration services to support open data 

that is machine readable, we suggest that all parties should be encouraged to migrate to 

these secure services, rather than investment in standards that will allow further reliance 

on legacy, inefficient, print formatted .pdf statements.  PDF statements are not in scope 

for the Australian CDR. 

3) Use of online banking credentials in redirect to web – Use of online banking credentials will 

increase the likelihood customers become victims of phishing attacks and will make it harder for 

customers to distinguish between a scam/fraudulent website, a screen scraping service and a 

legitimate open banking service.  This is contrary to current education, messaging and work to 

protect customers. We acknowledge that the API Standards do not stipulate or mandate the use 

of online banking credentials, but they do not prohibit their use either and do not provide 

alternatives.  ANZ strongly suggests that consideration be given to expressly prohibiting the use 

of bank credentials, as is the case with the Australian Consumer Data Right. 

9.3. ANZ will continue to work with the API Centre on these matters and intends to apply for an exemption. 
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10. IMPLEMENTATION, MONITORING AND REVIEW 

10.1.  ANZ supports retaining existing institutional arrangements via the API Centre.       
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ATTACHMENT A 

Overview 

In this attachment we outline possible sharing models and scenarios with examples that could eventuate 

under the proposed designation, due to gaps or interpretation of the proposed rules. 

Disclaimer 

• The scenarios below provide several fictitious customer propositions. 

Scenarios may or may or may not be used today. The consent approval and consent 

management dashboard are indicative only.  Only information necessary for illustrating the 

scenarios are included. They do not meet all requirements required for customer disclosure and 

informed consent.  

 
 

Sharing models, scenarios and examples start on the next page. 
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Recommended model and key recommendations 

Our recommended approach is similar to Australia’s CDR regime where unrestricted accredited parties can now 
sponsor unaccredited parties but must on pass CDR obligations through commercial agreementsi.  

 

.  

Our view is that a sponsorship approach along with the key recommendations below provides the opportunity to 
develop the right balance between customer disclosure, consent and protections necessary to create and 
sustain customer trustii while effectively managing risks and minimising cost to participate. 

Key recommendations 

Disclosure, scope, purpose and Intended use of the data that is not necessary to provide the service. 

1. The scope and purpose and the minimum data/rights needed to provide the service of the consent must 
pertain to the customer proposition and where the customer originated and where the relationship is held. 

2. Individual consents must be created for each customer proposition and purpose. 

3. Intermediaries should be limited to providing their service within the scope, purpose, terms and conditions 
agreed by the customer in the customer proposition and should not be permitted to unreasonably extend 
the purpose and scope from what is required to provide a service to the customer proposition, like the 
outsourced model.  

4. Intermediaries should not be able to on-share or reuse data obtained for one customer proposition and re-
purpose for another.  

5. There needs to be clearer requirements on: 

a. What happens if a customer revokes consent, especially when an intermediary is involved? 

b. How changes to terms and conditions are managed and communicated to customers? 

Clarity of liability, customer protections and redress. 

6. Relevant protections, rules and obligations of the Bill should be ‘always on and consistent’. Third parties 
should not be able to bypass obligations by participating and accessing through an intermediary.   

7. On-sharing should be restricted to accredited intermediary services. This could be a business specialising 
in intermediary services or a customer proposition that on-shares data.  

8. Unaccredited customer propositions must be sponsored by an accredited intermediary.  

9. Accredited intermediaries should be liable to customers if an unaccredited customer proposition they 
sponsor cause harm or loss.  
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Example Scenarios 

Customer propositions 

• Budgie allows personal and business customers to get insights into their spending and optimise interest 

across their accounts by moving money between the customer’s accounts. Budgie do not share customer 

data with any other party.  

• budgetMaster provides personal customers insights into their spending and ability to set and track budgets. 

• easyRec is a tool for business customers to manage payment reconciliation. They require access to 

business account information. easyRec has an app store/marketplace of third parties. easyRec remains 

accredited. 

• homeBroker – provides a home loan brokering service for personal customers. 

• creditChecker – provides a credit check service to support loan applications. They are accredited. 

• HighTech is a retailer selling electrical goods online and through their physical stores. 

Intermediaries 

• PayGate is an intermediary service that provides payment online and instore payments capability to 

merchants and businesses. They hold an accreditation and provide easy connectivity to all the designated 

data holders. 

• InterConnect is an intermediary service that helps unaccredited customer proposition access data and 

action rights under the Bill. They hold an accreditation and provide easy connectivity to all the designated 

data holders. 

Customer propositions that act as intermediaries 

• easyRec is a tool for business customers to manage payment reconciliation. They require access to 

business account information.  

• brokerCRM – provides an online system for brokers and their clients. They are accredited.  

Data Holders 

• 123 Bank provides personal banking services to personal customers.  

• ABC Bank provides personal banking services to personal customers.  

Customer profiles and relationships 

Read left and up.  
 

Bob Jane John Neil 

Bob  Husband of Jane 
Business partner of 

John 
Employs Neil 

Jane Wife of Bob  No relationship No relationship 

John 
Business partner of 

Bob 
No relationship  Employs Neil 

Neil Employee of Bob No relationship Employee of John  

 
For the purposes of these examples all customers bank with 123 Bank. 
 

123 Bank 

Jane 
(wife of Bob) 

Bob 
(husband of Jane; business 

partner of John) 

John 
(business partner of Bob) 

Neil 
(employee of Bob and John) 

Jane's personal transaction 
account(s) 

Bob's personal transaction 
account(s) 

  

Jane's personal credit card 

account 
   

Jane and Bob's joint personal transaction account   

 Bob and John's business transaction account  
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Model 1 - Sharing directly with an accredited recipient  

Scenario 1a - Sharing directly with an accredited recipient  

Example 1a.1 - Bob signs-up for Budgie 

Bob is keen to understand where his money is going and signs up to Budgie. 

Indicative customer sharing experience   

1) Sign-up 2) Consent to share 3) Approval at Data Holder 

   

• Bob signs up to Budgie and is 

asked to agree to their terms and 

conditions. 

 

• Budgie asks Bob to connect their 

accounts. 

• They inform the customer they 

are an accredited open banking 

provider under the Bill. 

• Bob agrees for his transactions 

and action/payment rights to be 

shared with Budgie. 

Sharing Requested 

• Transactional data for personal, 

joint and business accounts. 

• Rights to move money between 

accounts.  

 

• Bob opens their 123 Bank app. 

• Reviews request(s)  

1. selects accounts  

2. approves the consent  

Sharing Approved 

Data: A personal account; a joint 

account held with Bob’s partner Jane. 

They both have individual authority 

on the account, and a business 

account held with his business 

partner John. They both have 

individual authority on the account 

Action:  A payment/move money 

right for each connected account. 

Indicative customer consent management experience   

Bob Jane John 
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Scenario 1b - Sharing directly with an accredited recipient (Using an 
outsourced intermediary provider) 

Example 1b.1 - John signs-up for easyRec   

John wants to improve the efficiency of his business by saving time on payment reconciliation and cashflow.  He finds 
a service called easyRec. John invites Bob and one other employee Neil (who does not have authority on the 
accounts) to use easyRec. All parties can now see data shared under the consent in easyRec.   

Indicative customer sharing experience   

As per above. 
 

Sharing Requested Sharing Approved 

 Data Action 

• Business transactional data  

• Rights to move money between 

accounts and make payments 

from the accounts to 

automatically pay invoices.  

• Business transactional account 

and business credit card held 

with his business partner Bob. 

They both have individual 

authority on the account. 

• A payment right for business 

credit card and transactional 

account. 

Indicative customer consent management experience   

John Bob Neil 

   

 
 
 
 
 
 
 

Sharing models, scenarios and examples continue on next page. 
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Model 2 - Sharing with an unaccredited customer proposition (disclosed 
during consent) 

Scenario 2a - Sharing with an unaccredited customer proposition from an 
accredited customer proposition 

Example 2a.1 - Jane signs up to brokerCRM  

Jane is looking for help to buy her first home and finds brokerCRM a digital service that will helps connect them with a 
physical broker (homeBroker) and makes it easy get ready and apply for a home loan.  

Indicative customer sharing experience  

1) Sign-up 2) Consent to share 3) Approval at Data 
Holder 

 

 

 

Jane signs up to  
brokerCRM. 
 
They inform the 

customer they are an 

accredited open 

banking provider 

under the Bill. 

 

• brokerCRM asks Jane to connect their accounts. 

• They discloses that  

o Jane’s data and derived data will be shared with and 

used by creditChecker, homeBroker and Jane’s 

selected loan providers strictly for the purpose of 

helping to provide a loan.  

o Jane’s data shared with loan providers and 

homeBroker is within the terms and conditions of 

brokerCRM.  

o Automated and ongoing data sharing is not in place 

with these parties and data is shared as required. This 

is a key difference between an unaccredited customer 

proposition connecting to intermediary who can pull 

data or execute actions on demand.  

o Jane’s data shared with creditChecker uses their terms 

and conditions and Jane must agree to these.  

• Jane agrees for her transactions to be shared with brokerCRM. 

 

Sharing Requested 

• 120 days of transactional data for her personal and joint 

accounts. 

• Jane opens her 

123 Bank app. 

• Reviews 

request(s)  

3. selects 

accounts  

4. approves the 

consent  

Sharing Approved 

Data 

• a personal 

account and 

credit card,  

• a joint account 

held with Jane’s 

partner Bob. 

They both have 

individual 

authority on the 

account. 
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Indicative customer consent management experience   

Jane Bob 

  

 

 
 
 
 
 
 

Sharing models, scenarios and examples continue on the next page. 
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Example 2a.2 - Bob makes a one-off payment to HighTech (unaccredited) using 

PayGate (Accredited) 

Indicative customer sharing experience  

Checkout Consent to share Approval at Data Holder 

   

• Bob adds items to their checkout 
and selects to Pay Now. 

• Customer is referred to PayGate 
(Accredited) to complete the 
payment. 

 

• They inform the customer they are 
an accredited open banking 
provider under the Bill. 

• Customer selects to pay using 
open banking, selects their bank 
and then Pay Now. 

• The customer is not required to 
create an account with PayGate. 

• Customer opens their 123 Bank 
app. 

• Reviews request  

1. selects account 

2. approves the payment 

Indicative customer consent management experience   

Bob Jane 
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Scenario 2b - Sharing with an unaccredited customer proposition from an 
accredited intermediary 

Example 2b.1 - Bob signs-up for Budgie via an accredited intermediary service 

Interconnect  

Bob is keen to understand where his money is going and signs up to Budgie. 
Indicative customer sharing experience  

Sign-up Sign-up Consent to share Approval at Data Holder 

    

• Bob signs up to Budgie 
(unaccredited) and is 
asked to agree to their 
terms and conditions. 

• Bob is referred to 
Interconnect (Accredited) 
. 

• InterConnect inform Bob 
that they are an 
accredited open banking 
provider under the Bill 
and that in order to use 
Budgie they must sign-up 
and agree to their terms 
and conditions. 

• Bob agrees to 
InterConnect‘s terms and 
conditions and creates a 
new customer  account. 

• Interconnect then asks 
Bob for the purposes of 
enabling Budgie’s service 
to connect the accounts 
they would like to use 
with Budgie. 

• Bob agrees for their 
transactions and 
action/payment rights to 
be shared with 
Interconnect and on 
shared to Budgie. 

Sharing Requested 

• Transactional data for 
personal, joint and 
business accounts. 

• Rights to move money 
between accounts.  

• Bob opens their 123 
Bank app. 

• Reviews request(s), 
Selects Accounts amd 
Approves the consent  

Sharing Approved 

Data: a personal account; a 
joint account held with his 
wife Jane. They both have 
individual authority on the 
account; and a business 
account held with his 
business partner John. 
They both have individual 
authority on the account  

Payments:  A payment / 
move money right for each 
connected account. 

Indicative customer consent management experience   

Bob Jane John 
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Example 2b.2 Bob schedules payment of his monthly Budgie subscription (unaccredited) 

using PayGate (Accredited) 

Indicative customer sharing experience  

Referral Sign-up Consent to payment 
rights 

Approval of payment 
rights 

    

• Bob chooses to pay 

their ongoing 

subscription using 

open banking.  

• Bob is referred to 

PayGate (Accredited) 

to setup the payment. 

 

• Bob is required to sign-

up for PayGate and 

agrees to the Terms 

and Conditions. 

• They inform the 

customer they are an 

accredited open 

banking provider under 

the Bill. 

• PayGate request rights 

to make payments 

from the customer’s 

account.   

• Bob opens their 123 

Bank app. 

• Reviews request  

1. Selects an 

account 

2. Approves the 

ongoing payment 

request. 

Indicative customer consent management experience   

Bob Jane 

  

Risk considerations 

 It is not clear which party determines the scope and purpose of the consent? Is this 

Budgie/BudgetMaster where the customer relationship is help and the consent originated, or the 

intermediary service (which holds no relationship to the customer) or both?  

 If InterConnect / PayGate are separate services and not outsourced providers to Budgie/BudgetMaster 

the customer must agree to two different terms and conditions, one with Budgie/BudgetMaster where 

they originated and another set with the InterConnect. 
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 InterConnects and PayGate’s terms and conditions may include purposes, scope and uses of data that 

go beyond the purpose and data required by Budgie/BudgetMaster.  

 It is not clear if express and informed consent requirements proposed apply to the sharing from 123 

Bank (data holder) to InterConnect / PayGate as the accredited recipients only or for any subsequent on-

sharing outside of the Bill (e.g. to Budgie/ BudgetMaster)  under the privacy act for personal data or no 

specified requirements for Business data or Actions.  

 Likely to be customer confusion on whether they are sharing with an accredited party or an unaccredited 

party. When the customer is referred to InterConnect / PayGate as accredited parties - it would be 

reasonable for customers to expect that all parties are therefore accredited to the same level and that 

the same protections apply to Budgie/ BudgetMaster which they do not.  

 The pathway for redress if something goes wrong is unclear. 

 InterConnect / PayGate are not providing the name of the end recipient of data or payment to 123 Bank 

and therefore there isn’t clear visibility for fraud assessments or operational support.  

 In their 123 Bank apps, Jane or Bob are not able to identify the customer proposition for the consent. 

This will become impractical to manage as it will increasingly become harder to distinguish consents, if 

Jane or Bob also use other customer propositions that use InterConnect or PayGate as an intermediary. 

 Jane is required to use InterConnect to manage sharing with BudgetMaster. Bob has no access.  

 Bob is required to use InterConnect and PayGate to manage sharing with Budgie. Jane has no access.  

 Bob should not be required to create an account or be required to sign-in to modify payments. Secure 

access should be provided from the Budgie. 

 It is not clear what happens if Bob revokes consent: 

           1) From Budgie – Will this revoke consent at Interconnect/PayGate and 123 Bank, 

    2) From InterConnect/PayGate - Will this revoke access at Budgie and 123 Bank? and, 

    3) From 123 Bank, will this revoke access at Interconnect/PayGate and Budgie? 

 
 
 
 
 

Sharing models, scenarios and examples continue on the next page. 
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Model 3 - Sharing with unaccredited recipients after initial consent  

Scenario 3a - Sharing with an unaccredited customer proposition from an 

accredited customer proposition 

Example 3a.1 - Neil signs-up for BusDat  

BusDat provides insights into business data and advice to improve cashflow. They are unaccrediated. 

Neil is searching for a tool to help him undertake his job. He finds BusDat in the easyRec ecosystem website which 
seems to meet his needs. He downloads the app and is asked to approve data and payment rights to be shared with 
BusDat. He agrees to the terms and conditions and starts to use the app.  

Indicative Customer Sharing Experience  

Referral Sign-up  

  

• Customer finds BusData in the easyRec app store. 

• They tap/click to sign-up for BusData. 

• easyRec refer the customer to BusData  

Sharing Requested 

• Business transaction data 

• Payment rights to pay invoices. 

• Customer signs up to BusData and is asked to agree 
to their terms and conditions. 
 
Sharing Approved  

• Business transactional account and business credit 
card held at easyRec. 

• A payment right for the business transactional 
account. 

He tries out the payment capability to move money between the business accounts and make a payment from one of 
the business accounts to pay an invoice.  

Indicative customer consent management experience  

Neil John Bob No Visibility 
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Unfortunately, BusDat are the target of a cyber attack who compromises the service due to weak protections.  
 
The attack was two fold: 

1. Data: The attackers retrieved the most recent transactions and published sensitive information on 

social media to competitors this included payroll, purchases, payments received from key clients. While 

there was no financial loss, key clients lost trust in them and they lost their business. 

2. Payments: The attackers changed the recipient bank account and initiate false payments. easyRec 

processed these payment and they are approved by 123 Bank. John and Bob lost $43,000 from two 

fraudulent payments.  

John and Bob were not aware that Neil was using this service. John and Bob tried to seek redress from 
BusData who shortly after the compromise ceased trading. easyRec denied responsibility as they were acting 
on instructions from BusData and that this was clearly outlined in their terms and conditions.  John argued that 
he did not agree to terms and conditions. easyRec again pointed to their terms and conditions that clearly stated 
that admin users. which Neil was, can on share data and payment rights.  

 
easyRec were able to determine who they on shared to and undertook no responsibility to assess their 
worthiness initially or ongoing. They are not accountable for BusData’s failings or poor processes 

Risk considerations 

 Neil agrees to terms and sharing of data and payment rights when he holds no authority on the business 

accounts. 

 Payments are showing in 123 Bank as payments to easyRec, misleading the customer that they are 

legitimate payments to an accredited party. 

 Bob has no visibility of the sharing as he does not use easyRec and is not able to view or stop the 

sharing. John may have visibility of the sharing in the easyRec App. 

 BusData’s operational and fraud controls were weak and below the standards required to be accredited. 

 easyRec key terms and conditions for on-sharing are buried in their terms and conditions which John did 

not read or understand. 

 123 Bank reviewed what they believed to be legitimate payments from easyRec and these were in line 

with previous payments. 

 
 
 
 

Sharing models, scenarios and examples continue on the next page. 
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Scenario 3b - Sharing with an unaccredited customer proposition from an 
accredited intermediary 

Same as scenario 3a, however intermediary establishes broad customer consent(s) and then aggregates 
data and action rights and on shares to multiple unaccredited customer propositions.  

Example 3b.1 - Bob signs-up for Budgie  

Bob is keen to understand where his money is going and signs up to Budgie. 

Indicative customer sharing experience  

Sign-up Sign-up Consent to share Approval at Data 
Holder 

Consent to share 

     

• Bob signs up to 
Budgie 
(unaccredited) and 
is asked to agree to 
their terms and 
conditions. 

• Bob is referred to 
Interconnect 
(Accredited).  

Sharing Requested 

• Transactional data 
for personal, joint 
and business 
accounts 

• to move money 
between accounts.  

• InterConnect inform 
Bob that they are 
an accredited open 
banking provider 
under the Bill and 
that in order to use 
Budgie they must 
sign-up and agree 
to their terms and 
conditions. 

• Bob agrees  

• to InterConnect‘s 
terms and 
conditions and 
creates a new 
customer  account. 

• InterConnect then 
asks Bob to 
connect all of his 
accounts and give 
them payment 
rights for the 
purposes of 
InterConnect 
aggregating his 
accounts for use 
with Budgie and 
other customer 
propositions in 
future.  

• Bob agrees for their 
transactions and 
action/payment 
rights to be shared 
with Interconnect. 

Sharing Requested 

• ALL Transactional 
data for personal, 
joint and business 
accounts 

• to move money 
between accounts. 

• Bob opens their 123 
Bank app. 

• Reviews request(s)  

1. Selects 
Accounts  

2. Approves the 
consent  

Sharing Approved 

Data: 

• 10 accounts in total, 

• 7 personal 
accounts, 

• 1 personal credit 
card,  

• a joint account held 
with Bob’s partner 
Jane. They both 
have individual 
authority on the 
account, and  

• a business account 
held with his 
business partner 
John. They both 
have individual 
authority on the 
account. 

Payments: 

• A payment/move 
money right for 
each connected 
account. 

• InterConnect 
confirm all  Bob’s 
accounts are now 
connected and 
asks which 
accounts to share 
with Budgie.  

Sharing Approved 

Data: 

• 1 personal 
account, 

• a joint account 
held with Bob’s 
partner Jane. They 
both have 
individual authority 
on the account, 
and  

• a business account 
held with his 
business partner 
John. They both 
have individual 
authority on the 
account. 

Payments: 

• A payment/move 
money right for 
each connected 
account. 
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Indicative customer consent management experience   

Bob Jane John 

   

 

 
 
 

Sharing models, scenarios and examples continue on the next page. 
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Example 3b.2 - Bob signs-up for BudgetMaster  

Bob is also keen to try out BudgetMaster. 

Indicative customer sharing experience  

Sign-up Sign In Share 

   

• Bob signs up to BudgetMaster 
(unaccredited) and is asked to 
agree to their terms and conditions. 

• Bob is referred to Interconnect 
(Accredited). 

Sharing Requested  

• Transactional data for personal, 
joint and business accounts. 

• Rights to move money between 
accounts.  

 

• As Bob is an existing customer 

he signs in.  

• Bob Reviews request(s)  

1. Selects Accounts  

2. Approves the consent  

Sharing Approved 

Data: 1 personal account; a joint 

account held with Bob’s partner Jane. 

They both have individual authority 

on the account; and a business 

account held with his business 

partner John. They both have 

individual authority on the account. 

Payments: A payment/move money 

right for each connected account. 

Indicative customer consent management experience   

Bob Jane John 
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Risk considerations 

 This model has all the same risk concerns as Model 2 - Sharing with an unaccredited customer 

proposition (disclosed during consent)  

 To enable on-sharing to other unaccredited customer propositions InterConnect’s terms and conditions 

are very broad and include purposes, scope and uses of data that go far beyond the purpose and data 

required by Budgie and BudgetMaster.  

 Sharing may occur with InterConnect ahead of being required to enable customer propositions which is 

the case for accounts 7,8,9,10. 

 As data and rights are reused, there is no visibility of the individual customer propositions for 123 Bank 

to assess fraud or for the approver and the other account holders in 123 Bank app.  
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Accredited requestors should be responsible for ensuring unaccredited parties 
receiving open banking data continue to comply with the Regulations and 
Standards. 
ANZ disagrees with the propositions in paragraph 146 of the Discussion Paper, that 
unaccredited persons should not be subject to any restrictions on their use and 
disclosure of data.  
 
This means any further sharing of open banking data will only be governed by the 
Privacy Act (and this only applies to personal information).  As we have outlined in 
our response to question 14 above, the Privacy Act is not equivalent to the 
protections under the Regulations and Standards.  By not extending the obligations 
under the Bill and the Regulations and Standards to unaccredited persons, this will 
create the same issues as ANZ has previously raised in its submission on the Bill. 
 
Further, by not imposing similar obligations on all participants of the open banking 
ecosystem (data holders, accredited requestors and unaccredited persons), it may 
discourage unaccredited persons to request data from accredited requestors, as 
requesting data from another unaccredited person will be less cumbersome.  This 
may reduce the transparency and security benefits the open banking regime 
provides, and it could increase risks around data retention and secondary data uses 
by unaccredited persons. 
 
ANZ submits that accredited requestors should be responsible for ensuring that 
unaccredited parties receiving open banking data continue to comply with the 
Regulations and Standards, as this will ensure that security and privacy obligations 
under the open banking regime continue to apply, regardless of who is holding and 
sharing the customer data.  Unaccredited parties should also be obliged to operate 
within the boundaries of the original customer consent, and accredited requestors 
should be responsible for monitoring this. 
 
Customers need to be adequately informed, to avoid confusion. 
It is not clear on how consent requirements will practically work to ensure express 
and informed customer consent when an intermediary is involved. This could lead to 
many potential sharing scenarios with unintended consequences, without clearer and 
more specific requirements. This is further complicated as there is no clear restriction 
of on-sharing.  
 
Key areas of likely customer confusion and concern are: 

• Purpose and scope:  For what service is the customer is giving consent? This 

is critical and will determine the purpose of the consent and the minimum 

data/rights needed to provide the service.  

o Is this the customer proposition where the customer originated, the 

intermediary service, or both?  

o Should an intermediary be able to set a scope and purpose greater 

than that required by the customer proposition, if that is necessary 

for them to provide their service? Or should the intermediary be 

limited to providing a service to the customer proposition only, or 

only within the purpose defined by the customer proposition?   
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i The Office of the Australian Information Commissioner, Sponsored accreditation model: privacy obligations of an affiliate,  

December 2021, https://www.oaic.gov.au/consumer-data-right/consumer-data-right-guidance-for-business/privacy-
obligations/sponsored-accreditation-model-privacy-obligations-of-an-affiliate  
ii Boston Consultancy Group, Building Trust in Business Ecosystems, February 2021, 

https://www.bcg.com/publications/2021/building-trust-in-business-ecosystems. 




