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2.7 Given the potentially wide range of in-scope entities and data, we recommend a 
phased approach to implementation. This would mean starting with lower risk, less 
complex data and a more confined set of participants initially. A phased approach is more 
likely to ensure trust between participants is maintained and will allow consumers to 
realise the benefits of open data more quickly.  

3. Our response  

3.1 Our specific responses to the Consultation Paper’s questions are set out in the attached 
Appendix. 
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Risks 
   

Security and Cybersecurity:  
• The CDR framework will need to balance the market-entry of new participants (which 

provides competition and innovation) with ensuring that all participants meet appropriate 
security standards – so as not to expose consumers or other participants to additional 
security risks. Key areas will include robust consumer authentication requirements and 
security safeguards to protect personal information on participants’ systems. 

• Customers could become more vulnerable to phishing attacks if new entrants do not 
comply with established bank standards and communication protocols (i.e. most banking 
customers are aware that banks will not email with links or requests for login credentials). 
Data sharing results in a bigger surface area for cyber attacks and data collected by third 
parties can be stolen or compromised.  

• WNZL would expect data breach notifications to include an interface with agencies such 
as NCSC and CERT NZ where appropriate.  

 
Data Management: 
• Data Protection: As more data is shared with more parties, the possibility of a data breach 

increases and effective data management becomes more crucial.  Data protection and 
leakage prevention will be more complex where multiple parties have access to data. 

• Data ethics: There will need to be consideration of how consumer data may be used. In 
particular there is a risk in relation to how third parties may use consumer data (such as 
information on missed payments, or criminal convictions), and it will need to be clear 
where liability sits in the event of any misuse of data. 

• Data Lineage:  To support a CDR, data will need to be of sufficient quality, and will need 
to be accurate, current and fit for use.  This will also apply to metadata, which will need to 
be correct and complete to enable transactions to be completed. 

 
Outsourcing: Registered banks in New Zealand are subject to outsourcing requirements 
under the Reserve Bank's outsourcing policy BS11. It is possible that a bank's CDR framework 
could be treated as a "basic banking service" and made subject to these outsourcing 
requirements. This may have implications for the way in which a CDR framework is developed 
in New Zealand. It will be important to consider the interplay between the RBNZ BS11 
outsourcing policy and the CDR to ensure a banking group remains able to create new 
experiences as a user of CDR services, or invest in new businesses that are users of CDR 
services. 

Liquidity: One of the intended consequences of implementing a CDR in the banking sector 
is to increase competition, and make it easier for consumers to switch between banks. This 
could have implications for the way in which on-call deposits are treated in the Reserve Bank's 
liquidity policy as set out in BS13. 
  

Time for implementation: The Australian experience shows that implementation will take 
time. As set out in Q5 below, we advocate a phased timeline to speed implementation.   
  

Other Considerations 
   

Consumer centric design: The design of a CDR needs to be consumer centric and needs 
to work for consumers first. The success of a CDR will turn on how willing consumers are to 
use it. Aspects that will help achieve this are: adhering to the data minimisation principle (i.e. 
accredited recipients only receive the data necessary for them to provide the service to the 
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The concept of reciprocity should be included in a CDR for New Zealand. This would mean 
that an accredited third party who receives data from WNZL is also required to make available 
to WNZL the data it holds, in line with CDR standards. This concept promotes fairness and 
equality amongst participants in the CDR framework. This could be included in a CDR 
framework at the option of the consumer, rather than an absolute right. 
 
Accreditation and Consent 
 
WNZL supports the development of an accreditation regime with CDR participants required to 
meet minimum accreditation criteria in order to ensure:  
• appropriate consumer protections for disclosure,  
• consumer privacy and data security;  
• interoperability with key trading partners; and  
• a consistent approach for all users.  
As a further consideration, third parties accredited by the ACCC could potentially receive 
mutual recognition in New Zealand.  
 
In our view, there should be a unified consent model. Consumer consent should be informed 
(based on transparent disclosure), express, able to be actively managed, and easily monitored 
and revoked. Consideration should be given to the duration of consent, the process for 
withdrawing consent and what should happen to a consumer’s data once consent is withdrawn.  
 
There will need to be measures in place to protect minors and vulnerable persons. Managing 
consent where data relates to multiple parties (e.g. joint accounts or trust arrangements) will 
also need specific consideration. As mentioned previously, we support a phased approach 
whereby more complex arrangements, such as joint accounts, are brought into scope at a later 
stage. 
 
Liability, Enforcement and Redress 
 
Accountability and liability are critical elements of a data portability regime and will need to be 
clear in order for the system to function. We note in particular: 
• A liability framework is required to support the flow of large amounts of sensitive information 

between participants. (e.g. who is responsible for the security of data when it is in transit 
between businesses).  

• Assigning liability in the event of financial loss, or loss of sensitive data will be more 
complex as more parties are involved. 

• Legislation governing customer redress may need to be updated to take into account new 
open data/open banking business models. 

• The liability regime will need to strike the right balance between potential liability to 
encourage compliance, and sensible defences so as not to deter participation in a CDR 
framework. The right allocation of risk across ecosystem participants will drive the desired 
outcomes. 

 
An effective liability regime will link closely with other aspects of a CDR such as accreditation, 
security, role of intermediaries, fraud and privacy.   

The liability regime will need to be very clear in order to provide certainty to participants about 
where liability will lie - uncertainty as to liability is likely to limit uptake of the CDR.  WNZL 
submits that a level playing field should be established using a fault-based system that 










